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TEXHUYECKOE 3AJAHUE

Ha OKazanue 20Cy0apcmeeHHbIM U MYHUWURATIbHOIM 00PA3068ame1bHbIM
OP2aAHU3AUUAM, PEaTUYIOUUM 00Pa306ameabHble RPOZPAMMBL 00ULe20 00pA308aHUA
u cpeonezo npogheccuonanbHo2o oopazosanus (oanee — oopaszoeamesibHuvle
op2anuzayuu), uzdupamenvHovimM Komuccuam cyovekmoe Poccuiickoit @edepayuu
U MeppumopuUaIbHbIM U30UPAMETbHBIM KOMUCCUAM (Oa1ee — uzdupamepHble
Komuccuu), pacnoioiceHHblm Ha meppumopuax cydvekmos Poccuiickoii
Deoepayuu (3a ucknrwuenuem Pecnyonuku Kpvim u 2. Cesacmononsn) (¢ yuemom
nompeodHoCmell YKa3aHHblX noabv3oeameieit), yciayz no npedocmasieHuIo
C UCNONBb308AHUEM €OUHOIl cemu nepedayuu OaAHHBIX 00CHyna
K 20Cy0apcmeeHHbIM, MYHUWURATbHBIM, UHHIM UHQOPMAUUOHHBIM CUCHEMAM
U K UHOPpMAYUOHHO-MeeKOMMYHUKAUUOHHOU cemu «HMnumepnem» (0anee — cembo
Hnmepnem); no nepedaue OGHHBIX NPU OCYULECIBTICHUU 00CMYNA
K 20Cy0apcmeeHHbIM, MYHUUUNATbHBIM, UHHIM UHQOPMAUUOHHBIM CUCIEMAM
u kK cemu Humepnem; no 3aujume 0aHHbIX, 00PAOAMBIEAEMBIX U NEPEOACAEMBIX NPU
ocyuiecmenenuu 00Cmyna K 20CyoapCcmeeHHbiM, MyHUUUNATbHbIM, UHBIM
UHpopmayuonnvim cucmemam u K cemu Unmepnem; no odecneuenuio 02paHuienus
oocmyna K ungopmayuu, pacnpocmpanenue komopoi ¢ Poccuiickoit @edepayuu
3anpeuieno, u K uHgopmayuu, npuduHAIOWEll 6ped 300P06bio
u (unu) pazeumuio oemeil, cooeprcawieiica 6 cemu Unmepuem,

0/151 00pa308amenbHBIX OP2AHUZAUUIL; RO MOHUMOPUHZY U 00eCneUeHUI0
0e3onacnocmu céa3u npu NPeOdOCMagieHuu 00CHyna K 20cy0apcmeeHHblM,
MYHUUURATbHBIM, UHBIM UHGOPMAUYUOHHBIM cucmemam U K cemu Hnmepuem;
no op2anu3zayuu NOOKII0YEHUA K eOUHOU cemu nepeoaiuu OaHHbIX
00pazosamenvHbIX OP2AHUZAUUIL U UZOUPAMETbHBIX KOMUCCUIL, O nepedaue OAHHbIX
npu ocyuiecmeneHuu 00Cmyna K moii cemu
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1. TepMuHBI, ONIpeieICHUS U COKPALLICHUS.

1.1. B KoHtpakTe, BKJIIOUas HacTosllee TEXHUYECKoe 3amaHue (manee — T3)

HCIOJB3YIOTCA CIICAYIOIMNC TCPMHHBI, OITPCACICHUA U COKPAIICHUA:

Tepmun

AS

CE

DDoS-araka

ICMP

IETF RFC

IP cetr UcnmomuuTens

IP-maker

MPLS

MPLS cets Ucnionuurens

RIPE NCC

Service Desk

SLA (anru. Service Level Agreement)

SNMP
WEB

ABapuiiHas cuTyauus

Onpedenenue

Autonomous System, aBTOHOMHas cucteMa, [P ceTs, Haxoasmascs MoJ eIUHBIM
aIMUHUCTPAaTUBHBIM  YIPAaBICHUEM M  HMEKOLAs  €AMHYI  IOJIUTUKY
MapuIpyTU3alM1, XapaKTepru3yeTcsi HOMEPOM, KOTOPBIH BbIAAETCs O(UIMATEHBIM
UHTEpHEeT-peructpaTopoM (Hanpumep, RIPE)

Customer Edge Router, TpanudHOE YCTPOWCTBO B JIOKATBHON BBIYMCIUTEIHHOM
cetn C30, O6bvexTa LUK, ncnonp3yemoe sl MapipyTH3anu Tpaduka U3 ceTu
C30, O6wexra HUK B cets MconmauTens u o0paTtHO

Distributed Denial of Service, pactpeneneHHas aTaka Ha 0TKa3 B O0OCITYXHBaHUH,
Pa3sHOBHIHOCTH aTaK Ha KOMIIBIOTEPHBIE CHCTEMBI M CETH CBSI3H, CBSI3aHHBIC
¢ 0OJIBIITUM KOJIMYECTBOM 3anpocoB (B Bue [P-m1akeToB), mockUIaeMbIX ¢ OOJIBIIOTO
konuuectBa IP-agpecoB cetu HHTepHer u  HanpasieHHbIX Ha [P-aapeca
obopynosanus C30, O6bekta [[UK.

Internet Control Message Protocol - HpOTOKON MEXCETEBBIX YIPaBISIOIINX
coo0IeHni

Jokyment (Reques For Comments) paGodeli rpymniibl 1o HHKEHEPHBIM ITpodieMam
cetu Mutepuer (Internet Engineering Task Force)

CereBast wuH(]pacTpykTypa VcmomHurens u mnpuBIeKaeMbIXx VcnomHurenem
CyOTIOIPAIYNKOB (COMCIIONHUTENCH), COCTOSIIAs M3 PAacIONOKEHHBIX Ha y3Jlax
HcnomanTens u MPUBJICKAEMBIX Hcnonaurenem CyOTIOIPATINKOB
(comcnonHuTeNei), yCTpOUCTB, 00ECIICUNBAIONINX B3aUMOJCHCTBHE TI0 CETEBOMY
nportokony [P (cnemmdpukauus IETF RFC 791), mapuipyruzanmio, KOMMYTalUO
n 00paboTKy Tpaduka, COSNUHSIONIMX HX MarucTpajbHBIX KaHAJOB M HWHBIX
CPEZCTB CBSI3U

ITaket 3 yposns (OSI), MapmpyTH3UpyeMOro 1o mpoTtokoiy IP

Multi  Protocol Label Switching, TexHONOrusi KOMMYTalMd [AKETOB
C HCTOJIb30BaHHEM METOK

IMocrpoennass mo TtexHomormm MPLS cereBas wmHOpacTpykTypa HcmomHuTens
n  TpuBiekaeMbix  McrmomHumTenem  cyOmoApsmadMKOB  (COMCIIOJIHHTENEH),
BKJIIOYAOIIast ONopHbIe MapipyTuzaTopsl (P), rpannunsie mapmpyrtnsatopsl (PE),
COEIMHSIIONINE UX MAarncTpajbHbIE KaHAIBI U HHBIE CPEICTBA CBA3U

Perunonaneheiii EBponeiickuii Perucrpatop MurepueT agpecos

Cucrema perucrpanu oOpalieHWH, yNpaBiIeHUS W PEIICHUS WHIHUACHTOB/
3aIpoCoB

Cornamenue 00 ypoBHE MPEIOCTaBICHUS YCIYT — GOPMAIbHBIN TOTOBOP MEXIy
3aka3unkoM u VcromHHUTENEM, COIEpXAIIMi TNpaBa W OOS3aHHOCTH CTOPOH,
a TaKKe COTIaCOBAaHHBIN YPOBEHb KaueCcTBa MMPEOCTABICHHS JaHHOH yCiIyr

Simple Network Management Protocol, mpoTokos ceTeBoro ymnpaBiaeHHst

Bceemupnas nayruna — (anrn. World Wide Web) — pacrnipenenennas cucrema,
NpEeIOCTaBIsIOMAasl  JAOCTYIl K CBSI3aHHBIM  MEXAy CO00il  JOKyMeHTaM,
PAacIoI0KeHHBIM Ha Pa3InYHBIX KOMITBIOTEPAX, MOAKIIOUEHHBIX K ceTH MIHTepHeT

Henocrynnocts  ycnyr ~ HMcnonHutens, — BbI3BaHHas  HEUCIPABHOCTBIO
000py/IOBaHUsI, CETH, WH)KCHEPHBIX CHUCTEM M HH(pacTpykTypsl HcmomHnTemns
WY TIpUBJIeKaeMbIX VicomHuTeeM cyOnoApsTYNKOB (COUCTIONHUTENEH), BKIIIOYAs
HECaHKIIMOHMUPOBAHHBIE HEOIArONPHUATHBIEC BO3JICHCTBYS Ha yKa3aHHbBIE 0OBEKTHI


http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

Tepmun

APM

Bapnaum{ 3aCPIKKU

Bmanenen UC

Bremrmane [Pv4 agpeca

BpemenHsIi eIl CITHCOK

Bpewms peakunn

BOJIC
BUC

T'ocynapcTBeHHBIN 3aKa34MK - 3aKa3UUK

JoctynHocTs ycayru

ECHA

ECIIJL

3agepxka

3asiBka

Wnas texHomorus

Onpeoenenue

ABTOMAaTH3UPOBAHHOE pabouee MECTo

Jitter, OTKJIOHEHUE OT CPCAHCro 3HAa4YCHUS BPEMCHU HNPOXOKIACHUS [P-naketoB
IO y4aCTKy U3MEPCHUA OT nepez[a}omeﬁ CTOPOHBI K HpHeMHOﬁ CTOpPOHC

POUB, ®ONB, C30, BBmagcromuii perHoHANFHOW W/WiIH (eaepaabHOi
WHPOPMAIMOHHON CHCTEMON

Buemmwne (myommansie) [P agpeca u3 3apeructpupoBanHoOro B 6aze maHabix RIPE
NCC IP agpecos 4 Bepcuu nportoxona [P

[Tepeuenp pecypcoB B ceTH UMHTepHeT, IOCTym K KOTOPHIM pa3spelieH
no 3ampocam IloTpeOuTteneil W yMOJHOMOYEHHBIX TOCYAAPCTBEHHBIX OPraHOB
B TCUCHHUE OMPEICICHHOTO MPOMEXYTKA BPEMCHH

Cpok, B TeueHHe KOTOporo VICmojHUTENb 00sA3yeTcss MPHUCTYMHTh K pabore
HaJ TmpoOyemMol, o0o3HaueHHOW B 3ampoce [lomyuartens o0 WHIHUACHTE,
onpeneneHusit SLA

BonokonHO-onTHYECKas IMHUS CBS3HU

Bupryansnas gactHas cetb C30, O6bekra LIUK, moctpoernas Ha 6aze MPLS cetn
HcnomanTens u TPUBJICKAEMBIX Hcnonmaurenem CyOTIOIPSTINKOB
(comcnonHuTeneit), MyTeM OpPTraHW3AIMH BUPTYAIbHBIX KaHAJIOB MEXKAY IMOPTAMHU
Ha y31ax goctyna cetu McmomauTens, k koropeiM noakmoder C30, O6vext LUK,
n oOecrieynBaromas mepenady pazIM4YHBIX THIOB Tpaduka C TapaHTHEH
IapaMeTpoB KauyecTBa.

MunHCTEpCTBO  IMpOBOrO
Poccuiickoit denepanuu.

pa3BUTHUA n MaCCOBBIX KOMMyHI/IKaIlI/Iﬁ

OTHOLIIEHUE BPEMEHH HAaXOXJICHUS OKa3blBa€MbIX YCIYr B pabouyeM COCTOSHHUHU
K 0011el ITPOIODKUTENBHOCTH HHTEpBalia HaOII0AeH!s, BRIPQXKEHHOE B IPOLICHTaX
(mOCTYHHOCTH 3a OTYETHBIN MEPUO).

®DenepanbHas rocyaapcTBeHHas HWH(pOpMaMoHHas cucteMa «Exmnas cuctema
UAeHTHOUKAIUY W ayTeHTUQHUKAMK B HH(pacTpyKType, obecneunBaromeit
MH()OPMAMOHHO-TEXHOJIOTHYECKOe B3aUMO/IeHCTBHE MH(OPMALMOHHBIX CHCTEM,
WCTIONb3YEMBIX ISl IPEOCTABIICHNUS TOCYIapCTBEHHBIX U MYHUIUTIAIBHBIX yCIIyT
B 3nekTpoHHO Qopme» (ECHUA) — wmHbopMmanmoHHas cuctema Poccuiickoit
®enepanuy, obecreynBaroniass CaHKIMOHUPOBAHHBIM  JIOCTYN  yYacTHHKOB
MH(OPMALIMOHHOTO B3aUMOAEHCTBUS (IpaKAaH-3asBUTENCH U JIODKHOCTHBIX JIMIT
OpraHOB  HCIOJHHUTEIbHON  BiacTH) K  HHDOpMamuu,  cojepikameics
B TOCYJAapCTBEHHBIX HH()OPMALMOHHBIX CHCTEMax M HMHBIX HH()OPMAIMOHHBIX
cucreMax

BuptyansHast wactHas ceth (cetu) McmomHuTens, obecredmBaromas JOCTYI
COLIMAJIbHO-3HAYMMBIX OOBEKTOB K HWH()OPMALMOHHBIM CHUCTEMaM U K CETH
WurepHer, a Takke mepegady MAaHHBIX NPH TPEAOCTABICHUHM JOCTYIIA
K MH(pOpManMOHHBIM CHcTeMaM M K ceTu VHTepHeT; obecnedmBaromas I0CTyI
LlenTpasibHOM M30MPATENTHLHON KOMHCCHH, M30MpATENbHBIX KOMHUCCHI CYOBEKTOB
Poccuiickoit ®enmepaniuii W TEPPUTOPHATBHBIX H30MPATEIHHBIX KOMHCCHH
K MH(QOPMALIMOHHBIM CHCTEMaM U K ceTn MIHTepHerT.

One-way delay, Bpems npoxoxaeHus [P-mmakeToB mo y4acTKy M3MEpeHUs B OJHY
CTOpOHY (0T mepeAaroIIel CTOPOHBI K MPHEeMHOK ). OmpeiensieTcsi COTIacOBAaHHBIMHU
¢ [Morpeburenem MeToaamu 1 K HEOOXOIUMOCTH PACCUUTHIBAETCS KAK MOJIOBHHA
BPEMEHHOI'0 HHTEPBajIa MEX/y MOMEHTOM OTIIPABICHHUS COOOIICHHS «3aIPOC IX0»
nepesaroneil CTOPOHOW M MOMEHTOM IOJYYEHHs COOOIIEHUS «OTKIHMK 3XO0»
ot npuemuoii cropors! (PING npotokona ICMP).

Hamrexxamunm o6pazom odopmiennoe no dopme (Ilpunoxenne Nel) obpamenne
3akazynka K VICIOMHHTENIO ¢ yKa3aHHEM JaT U MepedHsl 00BbEKTOB, JJIsl KOTOPBIX
HE0OX0/IMMO OKa3bIBaTh Y CIYTH CBS3H.



Tepmun

nuc

Hcnomaurens
Kanam L2

Knacc tpaduka

Kontpakr

KommonenTt
KCA

KoaddunmenT roroBHOCTH ceTn

Koadpunuent norepu nakeron

Ko

JInuHbIi KaOUHET

MCD

Onpeoenenue

TexHonoruu JIUHUN CBS3H, OTJIMYHBIE OT TEXHOJOTWH BOJOKOHHO-ONTHYECKON
CBSI3M W CIIyTHHUKOBOW TexXHOJIOTUU. Mcronb3yercs B ciaydyae HEBO3MOXXHOCTH
ucnone3oBanust BOJIC ¢ obecnieueHreM HanOOIbIICH CKOPOCTH MOAKITIOUYCHUS.

I'ocynapcTBeHHasi, perMOHalbHAs, MYHHIWNAIbHAS W HHAs HMH(POPMAIOHHAS
CHCTEMa, KJIacC KPHIITO3AIIUTE KOTOPOi cooTBeTCTBYeT Kiaccy 3ammtel ECII/,
K KOTOPOH INpPEIOCTaBIAETCA JOCTYI C MCIOJIB30BAHUEM EIMHON CETH Mepenadu
JaHHBIX McromHnTems.

Omepatop cBsA3H, C KOTOPEIM 3aKII0ueH [ 0CynapCTBEHHBII KOHTPAKT Ha OKa3aHHE
Yenyr cBszu

Kanan ces3u ot C30, O6bekra LIUK no Touku npucoenuuerns ECIT]

HaGop TpebGoBaHMii K OKCIUTyaTallMOHHBIM IapamerpaM, CoOJII0JaeMbIM
VcnonHuTenem npu mnepegade MO CETH NPUMEHHUTENBHO KO BceM [P-makeram,
MPUHAAJIEKAIIUM JaHHOMY THILY

I'ocynapcTBEeHHBIH KOHTPAKT Ha OKa3aHUE IOCYAAPCTBEHHBIM M MYHHIUIAIEHBIM
00pa3oBaTeIbHBIM OPTaHU3ALMIM, PEATN3YIOIINM 00pa30BaTeIbHBIEC MPOTrPAMMBbI
obmero o0Opa3oBaHHSI W  CpPEOHETO  MIPOQPECCHOHANEHOTO  00pa30BaHUA
(manee — oOpa3oBaTeNbHBIC OPTaHU3ANNH ), H30UPATEIEHBIM KOMUACCHSIM CyOBEKTOB
Poccuiickoii deneparyn 1 TEppUTOPHATIBHEIM H30HMpaTEIbHBIM KOMHUCCHAM (Iajee
— n30uparenbHbIE KOMHCCHM), PAaCIOJOXEHHBIM Ha TEPPUTOPUAX CyOBEKTOB
Poccuiickoit @enepannu (3a uckiaroueHneM Pecnyonmku Kpeim u r. CeBacToronst)
(c yueroM motpeOHOCTEH yKa3aHHBIX MOJb30BaTENEH), YCIYT O IPEIOCTaBICHUIO
C UCIIOJIb30BaHNUEM €JMHOW CETH Nepeaadl NaHHBIX JIOCTYIa K TOCyJapCTBEHHbIM,

MYHULIMIIAIbHBIM,
HHBIM nH(OpPMaLMOHHBIM cucremMam u K nH(popMaMoOHHO-
TEJIEKOMMYHUKALIIMOHHON CeTu «HTepHET

(manee — cerp VIHTEpHET); MO mepenade AAHHBIX MPH OCYIIECTBICHHH AOCTYIIA
K TOCYJapCTBEHHBIM, MYHHIMIAIGHBIM, HHBIM WH()OPMAaINOHHBIM CHCTEMaM
M K ceTn VIHTepHET; mo 3amuTe AAaHHBIX, 0OpabaTHIBACMBIX W II€PEIaBACMBbIX
IPU OCYIIECTBICHUHM JOCTyNa K TOCYIapCTBEHHBIM, MYHHIHUIAIbHBIM, HHBIM
MH()OPMALMOHHBIM CHCTEMaM H K CeTH VIHTEepHET; o 00eCcIeYeHII0 OTPaHNICHUS
JIOCTyTIa K WHPOPMALIUH , paclpocTpaHeHne KoTopoi B Poccuiickoit denepannu
3ampemieHo, ¥ K MHQOpMAaluM, OpPUYUHSIONIEH  Bpel  3J0pPOBBIO
n  (uwnm)  pa3sBUTHIO  JeTel, conepxameiica B cetm  MHTepHer,
JUlsi  00pa3oBaTeNbHbIX OpraHM3alMid; 1[0 MOHHUTOPUHTY U 00ecreueHHIo
0e30MaCHOCTH CBSI3M TPH  HPEAOCTABICHHM JOCTyNa K TOCYIapCTBEHHBIM,
MYHUIUNAJIbHBIM, WHBIM HMH()OPMAIMOHHBIM CHCTeMaM H K ceTH VHTepHeT;
[0 OpraHu3allMd TOJKIIOYEHHS K eIMHOW CeTH IMepedayd  JaHHBIX
00pa3oBaTeNbHBIX OpraHU3alMi W WM30MpaTeNbHBIX KOMHCCHH, 10 Iepenade
JTAaHHBIX TIPH OCYIIIECTBIICHUH JIOCTYIA K 3TOH CETH

COCTaBJ’IfHOH.IafI YCJ'Iyl" CBA3H, OIpeAcdromas OAHy U3 OCHOBHBIX HOTpG6HOCT€fI,
YAOBJIETBOPACMBIX € IIOMOIIBIO OKAa3bIBACMBIX YCJ'Iyl"

Komrmekc CpCACTB aBTOMATU3allun

[TapameTp, BBIpaKaromuii BEPOSTHOCTh TOTO, YTO Touka mpucoenuHeHus ECII/]
OKa)keTcsl B pabOTOCIIOCOOHOM COCTOSIHUM B NPOM3BOJIBHBIH MOMEHT BPEMEHH,
KpOMe IUTaHUPYEMBIX MEPHOJIOB, B TE€UCHHE KOTOPHIX IPEIOCTABICHNE CEPBHCOB
HE TIpelyCMaTpUBaeTCs

MakcumanpHas morepsa IMaKE€TOB — OTHOILIICHHUEC O6HICFO KOJIMYCCTBA
HCIOCTABJICHHBIX IIaKE€TOB K O6H_[€My KOJIMYCCTBY TIEPEAAHHBIX IIaAKETOB,
BbIpaXxa€Mas B IIPOLICHTAX MOTCPAHHBIX IMTAKETOB

KoHTeHTHas QuibTpays

ITepconanbhas crpanuna ais [loTpeOurens, opraHu30BaHHAs Ha pecypce caiiTa
HcnonauTens, 1ocTyn Ha KOTOPYIO ocymecTsisercsa uepes ECUA

MexcereBoe OKpaHUPOBAHHUC



Tepmun

Hesxenatenbubiii THTEpHET-Tpad K

OO6pa3oBarenbHas OpraHU3aLNsI

OOBeKT

O6bexTol IIUK

OTueTHsI nepuos

Onepatop CK3U

ITaker

anil
[otpebuTens
ITopt

ITocTOsIHHBIN GBIl CIIUCOK

IIpencraButens C30

IpencraBurens oopekra LIK

HpOI_[eHT TMOTCPAHHBIX ITAKETOB

POUB

Cets UHTEpHET

C30 - CounanbHO 3HaAYUMBIH 00BEKT
CK3U

Ciyxb0a TEXHUYECKOI

3aka3ynka

NOAACPIKKHU

CMDOB
COPM

Onpeoenenue

Wnrepuer-tpaduk, nocrymatommii Ha obopynoBanune C30, O6bvekra LUK,
HaJlMYHe KOTOPOr0 MOXET ObITh 00ycioBieHo HamuuueM DDoS-atakw,
100 IPYruMH HexeatenbHbMu utst [loTpebuTtens pakropamu

FocymapcTBeHHass WIM  MyHHLMIAJIbHas oOpa3oBaTelbHas  OpraHH3aIus,
peamu3yomas IporpaMMbel  odmiero  oOpa3oBaHUS M (WIM)  CPEOHETO
pogecCHOHATEHOTO 00pa30BaHuUs

COBOKYITHOCTb TEXHHYECKHX CPEICTB, CPEICTB BBIYHCIUTEIBHOM TEXHHUKU
Y IPOTPAMMHOTO 00ECIICUCHNUS, PACIIONIOKEHHBIX IO OTHOMY aApeEcy

Poccuiickoi
Poccuiickoit

LIeHIpaanaﬂ I/I36I/IpaTeJ'II)Ha$I KOMHUCCHA
nim I/I36I/IpaTeJ'H)HI)Ie KOMHUCCHH Cy6’l)eKTa
WA TCPPUTOPUATIBHBIC I/I36I/IpaTeJ'H)HI)Ie KOMHCCHH.

®denepanuu
®Denepanuu

HepI/IOZ[ BPEMCHU OKa3aHUs YCler CBA3H, IO OKOHYAHUU KOTOPOT'0 NPONU3BOJUTCS
cava-npueMKa chyr CBA3U U UX OIlllaTa

Onepatop CBsI3M, OKa3bIBAIOIIMKA YCIYry MO KOMIIOHEHTY «3alluTa JaHHBIX)»
Ha yvyacTke oT C30 nmo Touku npucoeaunenus ECIIJ] Ha MOMEHT UCHOIHEHHS
KonTpakra

®opmaTtnupoBaHHBI 00K wWHpOpManmy, TmepenaBaeMblii IO CETH CBSI3H,

(hyHKIIMOHUPYIOIIEH NOCPEACTBOM TEXHOJIOTHH KOMMYTAallUH MTAKETOB

ITepenaua maHHBIX

[Monp3oBarens Yemyr cesi3u win ee Komnornentos Ha C30, O6wekte [TUK.
Jlormueckwuit naTepdeiic BUC [Motpebutens Ha y3max goctyna cetu VcnomHuTemns

Ilepeyens pecypcoB B ceru VHTepHET, HOCTYIl K KOTOPBIM pa3pelleH
no 3ampocaM [loTpeOuTeneil W yIOJTHOMOYEHHBIX TOCYIapCTBEHHBIX OPTaHOB
HAa IIOCTOSIHHON OCHOBE

PykoBoauTenb  COIMAIBHO 3HAYMMOTO OOBCKTa, B HHTEpPECaX KOTOPOTO
HcnonauTens OKa3plBa€T YCIYTH B COOTBETCTBHH C | OCymapCTBEHHBIM
KOHTPAKTOM, WM JIAIO, VIIOJIHOMOYEHHOE B YCTAHOBICHHOM  TOPSIKE

Ha BSaHMOHeﬁCTBHC ¢ Ucnoxauremem IIpyU OKa3aHUHU YCJ'IyF.

PykoBogurens odwvexTa LIUK, B mHTEpecax xoroporo VCHONMHUTENs OKa3bIBacT
YCIYI'H B COOTBETCTBUM € [ OCynapcTBEHHBIM KOHTPakTOM, WIM JIMIIO,
YIIOJIHOMOYEHHOE B YCTaHOBJICHHOM  HOpAIKE  Ha  B3aHUMOJICHCTBHE
¢ Mcnonaurenem mpu oka3zaHuu Y CIIyT CBSI3M.

IP packet loss ratio, OTHOIIEHHE Pa3HOCTH KOJMYECTBA OTHPABICHHBIX B KOHEUHYIO
TOYKY y4yacTka u3Mmepenus [P-makeTroB M KoJMYeCcTBa MPUHATHIX B 3TOU Touke [P-
MaKeTOB, K KOJMYECTBY OTIPABICHHBIX B KOHEUHYIO TOUKY [P-mmakeToB

PernoHanbHbIil OpraH UCIOJHUTENBHOM BJIACTH
HHdpopMannoHHO-TeIeKOMMYHHUKAIIMOHHAS ceTh «VIHTepHeT»
O6pa3oBarenbHas OpraHu3anus.

Cpencrsa kpunrorpaguaeckoi 3amuTel HHGopManuu

Opranmsyemas 3aka3dyuMKoOM CiIy)k0a TexHW4Yeckoi monuepkku IloTpeOuresns,
KOTOpasl OCYIIECTBIIICT KOHTPOJIb OKa3aHWs YCIYyr CBSI3M 10 OOpaIieHusIM
[MoTpebureneit mnm 3aka3zdynka B COOTBETCTBHH C PerinaMeHTOM TeXHUYECKOM
MOAJEPKKU IIPU OKa3aHUM Y CIIyT

Cucrema MEKBCIOMCTBEHHOI'O 3JICKTPOHHOT'O B3aUMOJCHCTBHSA

CucteMbl TEXHMYECKHX CpPEICTB JuId obOecnedeHHs (QYHKIUI OlepaTHBHO-
PO3BICKHBIX MEPOTIPUATHH



Tepmun
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Onpeoenenue

O,Z[I/IH U3 BUJOB KOCMHYECKOM paanocsA3y, OCHOBAHHBIM Ha HCIOJb30BAaHUHU
B Ka4€CTBE PCTPAHCIATOPOB NCKYCCTBECHHBIX CIIYTHHUKOB 3emiu -
CIICHHUAJIU3UPOBAHHBIX CITYTHUKOB CBA3U

CeTb cBsA3U 00IIETO MOJIB30BaAHNS

IMpusnak cocrostHUst OOBEKTa, MPH KOTOPOM VICHONHUTENs HE MOXET OKa3aTh
VYemayru cBsizu B COOTBETCTBUM € ycinoBusiMu KoHTpakra

TeppuTtopuaibHas eAMHNULIA BEpXHEro ypoBHs B Poccuiickoit denepanuu.
Hacrosimee TexHI4YECKOE 3a1aHIE

CpeJICTBa CBA3HU, BXOAAIIHME B COCTaB CETHU DBJICKTPOCBA3U I/ICHOJ’IHI/ITCJ’IH,
C MOMOIIBIO KOTOPBIX OCYHICCTBIACTCA MOAKIIOYCHUEC U JOCTYIL C30, O6’beKTOB
LUK  ECIIJ

COBOKyHHOCTI) IP-HaKeTOB, NEepEAaHHbIX IO CCTU NEpeaavu JaHHbIX

Oxazanme Ucnomaumrenmem VYenyr cBs3um ang C30 um  O6wektoB  1UK,
pacCIIOJIOKCHHBIM ~ Ha  TeppUTOpUsAX cyOwBekToB Poccumiickoit  Denmepannu
(3a ncxmouenueM Pecniyonmxu Kpemv 1 r. CeBacTomnosns) mo:

nepefadye JaHHBIX TP OCYNIECTBICHHM JIOCTYHa K TOCYIapCTBCHHBIM,
MYHHUIUNAJIbHBIM, WHBIM HH()OPMAaIMOHHBEIM cHCTeMaM H K ceTH MHTepHeT
(Komnonent Yenyru cBssu «Ilepenada maHHBIX») B COCTaBE yCIIyT:

o 3allHUTe JIaHHBIX, oOpabaThIBaCMBIX | nepeaBaeMbIX
MPU OCYIIECTBICHHH JOCTYIMA K TOCYIapCTBCHHBIM, MYHHUIIMIATbHBIM,
MHBIM HH()OPMAIMOHHBIM cucTeMaM U K cetd Mureprer (KoMmoneHT
«3amuTa JaHHBIX»);

Mo  OOeCneYeHHI0  OrpaHMYeHHs  JOCTyna K  uH(popMmauuy,
pacnpocTpaHeHue kotopod B Poccuiickoit ®enepauuu 3amnpeuieHo,
1 K MHGOPMAIMH, NPUYMHAIOMEH Bpe] 3/0pOBBI0 M (W) Pa3BUTHIO
Jerel, conepxamiedicss B ceTH MHTepHeT Ui 00pa3oBaTeNbHBIX
opranmzanuii (Kommonent «OrpaHuueHne JO0CTyNa K HHPOPMAIN»);

0  MOHHTOPDUHIY M  OOCCIICYeHUI0O  0e30MacHOCTH  CBS3H
IpH MPEAOCTABICHHU JOCTYNa K rOCYIapCTBEHHBIM, MyHHULMIAIbHBIM,
MHbIM MH(OpMaNMOHHBIM cucTeMaM u K cetd VHtepHer (KommnoHeHT
«MonuTOpHHT 1 o0ecrieueHre 6e30MaCHOCTH CBSI3NY);

o mpeaocTaBieHuo ¢ ucnoib3oBaHueM ECIIJ[ moctyma k rocynapcTBEHHBIM,
MYHHIHUIAJIbHBIM, WHBIM HH(OPMAIMOHHBIM CHUCTEMaM M K WH(OPMALMOHHO -
TelneKoMMyHHUKaMoHHoil cetn «MHTepHeT» (Kommonent «lIpenocraBienne
JIOCTYTIa»).

Oxkazanme Ucnomaumrenmem VYenyr cBssm ang C30 um  O6wektoB LUK,
paCIIOJIOKEHHBIX Ha  TEpPpPUTOpUAX CcyObekToB Poccuiickoit  ®Denepanun
(3a ncximouenuem Pecniyomku Kpeiv u r. CeBactomnons) mo:

opranusanun noaktroueHust K ECITJ] (KommonenT «Opranmu3anus kaHana L2y);

nepeaaye JaHHBIX pu ocymiectsiennu noctyna k ECILJ] (Kommonent «Ilepenaua
JIaHHBIX L2»)

®denepanbHbIi OpraH UCTIOTHUTENBLHOM BIACTH
®denepanbHas ciyx6a 6e3onacHoctu Poccuiickoit @enepanun
[enTtpanpHas n3dupaTenbHas koMmuccusi Poccuiickort deneparuu

[enTtp 06pabOTKH M XpaHESHHsI TAHHBIX


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8

11

Tepmun Onpeoenenue

qepHLIﬁ CITMCOK HepequL PECYypPCOB B CCTU I/IHTepHeT, JO0CTYI K KOTOPbIM 3a6HOKI/IpOBaH Ha YpOBHE
K® o 3arnpocam HOTpeGPITeJ'Ieﬁ " YIIOJTHOMOYCHHBIX I'OCyJapCTBEHHBIX OPIraHOB

2. O0mue cBeaeHu.

2.1. OcHoBaHus oka3zaHusg Y CIVT CBSI3H:

2.1.1. IlocranoBnenne IIpaBurensctBa P® or 15 ampens 2014 r. Ne 313
«O0  yTBepXKIEHUU TrocyJapcTBEHHOW mporpammbl  Poccuiickoit ~ ®deneparuu
«MHbOpMATHOHHOE OOIIIECTBOY;

2.1.2. [lognyHkT «O» nmyHkTa 2 [lepeunst mopydyenuii mo peanusanuu Ilocnanus
IIpesuaenta Poccuiickoit ®enepaunu  DenepansHomy CoOpanuto Poccuiickoit
@enepaunn ot 26 ¢eBpans 2019 r. Ne IIp-294 mno Bompocy NOAKIIOYEHUS
0011e00pa30BaTeIbHbIX OPraHu3aluil K ceTu IHTepHeT.

2.1.3. Ilognyskt «B» myHKTa | llepeyns mopydeHWil 1O MTOraMm COBELIAHUSA
IIpesunenta Poccuiickoi ®enepanuun ¢ wieHamu [IpaBurensctBa Poccuiickoit
@enepanun ot 23 anpens 2021 r. Ne [Ip-676 o nmpuHATHM IONOIHUTEIBHBIX MED,
HaIlpaBJIEHHBIX Ha HEIOMYIIEHUE CIy4yaeB HEOINPABJAHHOTO 3aBBIIICHUS CTOMMOCTH
YCIIYT MO MOAKIIYEHHUIO 00111€00pa30BaTeNIbHbIX OpraHU3aliil K BBICOKOCKOPOCTHOMY
NHrepHery;

2.1.4. Pacnopsxkenust IlpaBurennbctBa Poccuiickoit ®Penepanuu oT 28 U0
2017 1. Ne 1632-p «O06 ytBepxkaenuu nporpammsl «l{udposas skonomuka Poccuiickoi
denepanuny;

2.1.5. ®enepanbHblil MIPOEKT «MudpopmanronHas UHGPACTPYKTypa»
HauuoHanbHOoro mporpamma «lludpoBas sxoHomuka Poccuiickoit ®Denepauuny,
YTBEP>KICHHBIA MPOTOKOJIOM 3acelaHus Npe3uuyma MPaBUTEILCTBEHHOW KOMHUCCUU
no HU(GpPoOBOMY Pa3BUTHUIO, UCHOJIB30BAHUIO IHU(PPOBBIX TEXHOJOTHNA IS YIy4IICHUS
KauecTBa JKU3HU U yCIOBUI BEIEHUS MPEANPUHUMATENIbCKON nesarenbHocTH oT 06 Mas
2019 r. Ne 8.

2.1.6. Ilonoxxenne o MuHuctepcTBe HUPPOBOrO pa3BUTHUA, CBSI3M U MACCOBBIX
komMyHuKamui  Poccuiickonn ~ @enepanuy, — yTBEPKAECHHOE  ITOCTAHOBJIECHHUEM

[TpaButennsctBa Poccuiickoit @enepanun ot 02 uronst 2008 r. Ne 418 «O Munucrepctse
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1 pOBOro Pa3BUTHS, CBSI3U U MacCOBBIX KOMMYHHUKaIHil Poccuiickoit deaepanumy.
2.1.7. Okazanue Ycayr CBsi3U JOHKHO COOTBETCTBOBATD:

—  ®enepanbHomy 3akony oT 07 urosst 2003 1. No 126-D3 «O cBsizny;

—  @epepansHoMy 3akoHY oT 27 mrons 2006 r. Ne 149-®3 «O06 uHbop™Manmw,
MH(GOPMALIMOHHBIX TEXHOJOTHSIX U O 3aIlUTe HHPOPMAITUN;

—  ®epepanbHomy 3akoHy ot 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
TAHHBIX;

—  ®epepanbHoMy 3akoHy OT 06 mapta 2006 r. Ne 35-D3 «O npoTUBOAEHCTBUN
TEPPOPUMY»;

—  @epepanbHOMy 3aKkoHy OT 26 urons 2017 r. Ne 187-®3 «O Oe3omacHOCTH
KpuTHueckor nHpopmarmonHon nuudpactpykrypsl Poccuiickoit deneparum»;

—  ®enepanbHOMy 3aKkoHY oT 29 nekabpst 2010 r. Ne 436-D3 «O 3ammuTe aeteit
OT UH(OpMaALMHU, TPUUNHAIOIIEH BPEl UX 30POBBIO U PA3BUTHION;

—  Vxkazy [Ipesunenra PO ot 6 mapta 1997 r. Ne 188 «O0 yTBepKaeHUU NEpEUHs
CBEJICHUN KOH(HIEHIUATBHOTO XapaKTepay;

—  ITlocranoenenuto IlpaBurensctBa P® ot 31 gekabps 2021 Ne 2606
"O06 yrBepxxnenun [IpaBuit okazaHus ycayr CBsI3M I10 Mepeade JaHHbIX "

—  Tlocranopnenuto IlpaButensctBa P® ot 31 pgekabps 2021 No 2607
"O0 yrBepxxenun [IpaBuit okazaHus TeIEMaTHYECKUX YCIYT CBSI3U';

—  ITlocranosnenuto IlpaButensctBa Poccuiickoit ®epepamuu ot 30 aexalps
2020 1. Ne 2385 «O nuIIeH3WpOBAaHUH JICATEIBHOCTH B OOJIACTH OKa3aHUS YCIOYT CBS3H
U TPU3HAHWM YTPATUBIIMMHU CHUJIYy HEKOTOpBIX akToB IIpaButenbcTtBa Poccuiickoit
Denepanuny;

—  IlocranoBnenuto IlpaButensctBa PP ot 27 asrycta 2005 1. Ne 538
«O6 ytBepxaenun IIpaBuil B3auMOJIEHCTBHS ONEPATOPOB CBA3H C YIOJIHOMOYEHHBIMHU
rOCy/1apCTBEHHBIMU OpraHamy, OCYILECTBIISFOILIMMU OIIEPATUBHO-PO3BICKHYIO
JESITEIbHOCTDY;

—  Ilpuxazy Munnudpst Poccun ot 18 depans 2022 N 132 "O6 yTBepkaecHUH

TpeOGoBaHMi1 K MOPSIIKY BBOJIA CETEH CBSI3U B DKCILTyaTaIuio";


http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
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—  TIpukazy ®Cb Poccun ot 10 urosnis 2014 r. Ne 378 «O06 yrBepxkaenuu CocraBa

U COJEP’KaHUsI OPTaHU3ANMOHHBIX U TEXHUYECKUX MEp M0 00ECTICUCHHIO 0€301TacCHOCTH
NEPCOHANBHBIX JaHHBIX TpU HUX 00paboTke B HHPOPMALMOHHBIX CHUCTEMAaX
NEPCOHANBHBIX JIaHHBIX C HCIIOJIb30BAHUEM CPEJCTB KPUNTOrPAPUUECKON 3allUThI
uH(OpMaIuK, HEOOXOAUMBIX IS BBITIOJHEHHS YCTaHOBJICHHBIX [IpaBUTETHCTBOM
Poccuiickoit denepanyu TpeOOBaHUM K 3alllUTE NMEPCOHATBHBIX JAaHHBIX IS KaXKJIOTO
W3 YPOBHEHU 3aIUILICHHOCTI;

—  Ilpuka3zy MuHucTepcTBa CBA3M U MAaCCOBBIX KOMMYHUKaMi PD ot 16 anpens
2014 1. Ne 83 «OO0 yrBepknenun IlpaBui mnpuMeHeHUs OOOPYJIOBaHUS CHCTEM
KOMMYTAIlMK, BKJIIOYas IMPOrpaMMHOE OOecreueHue, OOECIEeUrBAOIIETO BBIMOJIHEHHUE
YCTAaHOBJICHHBIX JICUCTBUM TIPU MPOBEACHUU OINEPATUBHO-PO3BICKHBIX MEPOIPHUSATUH.
Yacrs I1I. [TpaBuna npuMeHeHUs] 000PY0BaHUSI KOMMYTAIIUM M MapIIPyTHU3AlMU TTAKETOB
uHdopmali  ceTeid TMepedaud JaHHBIX, BKIIOYas MPOrpaMMHOE OOecreueHue,
00€CTeYnBAIOIIETO BHIMOJIHEHUE YCTAHOBIICHHBIX JEHCTBUM MPU MTPOBEJCHUN OTIEPATUBHO-
PO3BICKHBIX MEPOTPUSATUINY;

—  Ilpuka3zy MuHucTepcTBa CBSI3U U MaccoBbIX KoMMYHUKalmii PD ot 16 sHBaps
2008 1. Ne 6 «O06 yTBepkJieHUU TPEeOOBaHUI K CETSAM DJIEKTPOCBS3U JIJISl MPOBEIACHUS
OTEePaTUBHO-PO3BICKHBIX Mepornpusatuil Yacts 1. Obmue TpeboBanus»;

—  TpeboBaHUsM K TOJKIFOYEHHUIO M JOCTYIy, BKJIIOUasi TpeOOBaHUS K Teperayde
JIAHHBIX, TOCYJApCTBEHHBIX ¥ MYHHIIMIAIBHBIX OOPa30BaTENIbHBIX OpraHU3aIlHi,
PEAUTM3YIOIMIUX TIPOrpaMMBbI  OOIIETO0 W CPEIHEro MpoQecCHOHAIBHOTO 00pa3oBaHUs,
n30MpaTeNbHBIX KOMHUCCHN cyOBbekToB Poccuiickoit ®Penepanuyd U TeppPUTOPUATBHBIX
M30MpaTENIbHBIX KOMUCCUH K €TUHOW CETH TIepefiauu IaHHBIX, YTBEPKICHHBIM MIPUKA30M
Munimdper Poccun Ne 417, Munnpocsemennss Poccun ot 30 ampenst 2021 r. Ne 221
«O0 yTBEp)KJIEHUU TPEeOOBaHWM K TOJKIIOUEHUIO U JOCTYIY, BKJIIOYas TpPeOOBaHMUS
K TIepenadye JaHHBIX, TOCYIApPCTBEHHBIX U MYHHUIIMIAIBHBIX 00pa30BaTEIbHBIX
OpraHM3alfii, PeaM3yIOMUX MPOrpaMMbl OOIIEr0 U CPEAHEro MPOQPECCHOHATBHOIO
oOpazoBanusi, W30MpaTENbHBIX KOMHUCCHA CcyOBekToB  Poccmiickoit ~ Deneparuu

1 TEPPUTOPHAIILHBIX N30MPATEILHBIX KOMUCCHIA K €IMHOM CETH Iepeaadn JaHHBIX),;
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— TexnnueckuM HopmaMm B cooTBeTcTBUU € «PJ[45.129-2000. PykoBoasiumii
JOKYMEHT OTpacii. TernemMaTtudeckue CIyKObD», YTBEPXKICHHBIM IMPHKa30M MUHCBSI3U
Poccuu ot 23 uronst 2001 1. Ne 175 «O06 yrBepkaeHIH PyKoBOSIIIEro T0KyMEHTa OTpaciu
"TeneMaTndecKue Ciryk0bD;

—  Hamuonansaomy cragaapty PO I'OCT P 59853-2021 «MudopmarmonHbie
TexHojorud.  Komruiekc — cTaHaapToB  Ha  aBTOMATU3UPOBAHHBIE  CHUCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMBI. T€PMUHBI U ONIPEACIICHUS;

—  MexrocynapcrBennoMy ctanaapty 'OCT 34.201-2020 «Mudopmarnmonnsie
TexHoJiornu. KOMIUIEKC CTaHIapTOB Ha aBTOMATH3UPOBAHHBIE CHUCTEMbL. Bupl,
KOMILJIEKTHOCTh UM 00O3HAUYE€HHUE JOKYMEHTOB TPHU CO3JIaHUU aBTOMATU3UPOBAHHBIX
CUCTEMY;

—  T'OCT 34.601-90 «Mudopmarnmonnas texHosorus. Komruieke cranaapToB
Ha AaBTOMATH3UPOBAaHHbIE CHUCTEMbl. ABTOMAaTH3WpPOBaHHbIE cucTeMbl. (Craauu
CO3JIaHUsIY;

—  MexrocynapctBenHomy cranaapty 'OCT 34.602-2020 «MudopmanmoHHbie
TexXHoJoruu. Komiiekc ctaHgapToB Ha aBTOMATU3UPOBAHHBIE CUCTEMBI. T E€XHUYECKOE
3a/laHUE Ha CO3/IaHUE AaBTOMATHU3UPOBAHHON CUCTEMBI;

—  Hanuonansnomy cranaapty PO I'OCT P 59792-2021 «MudopmarmonHbie
TexHosoruu. KomIuiekc CTaHmZapTOB Ha aBTOMATU3UPOBAHHBIE CUCTEMBL. Bubl
WCTIBITAHUM aBTOMATU3UPOBAHHBIX CUCTEM»;

—  T'OCT 27049-86 3ammra o0opynoBaHus MPOBOJIHOM CBSI3U
1 00CITY>KUBAIOIIETO MEPCOHANA OT aTMOC(HEPHBIX Pa3psIOB;

—  T'OCT 28439-90 «AnnapaTypa BOJOKOHHO-ONTHYECKUX CUCTEM IEepe/iavr Mo
JUHUSIM JIeKTponepenad nudpoas. O0wme TeXHUYECKUE TPEOOBAHUS»;

— I'OCT 5238-81 «YcTaHOBKH MPOBOJHON CBsA3U. CXEMBI 3alIUTHI OT OMACHBIX
HaIpsHKEHUH ¥ TOKOB, BOSHUKAIONINX HA JIMHUIX. TEeXHIUYECKUE TPEOOBAHUS»;

— TIOCT P 50799-95 «COBMECTUMOCTh ~ TEXHHUYECKHUX  CpPENICTB
AJIEKTPOMAarHuTHasl. VYcroiunBoCTh TEXHUYECKHUX CPE/ACTB paauoCBs3u

K OJICKTPOCTATUYCCKHUM  paspssaaM, HMIIYJIBCHbBIM IIOMCXaM MW JHHAMHUYCCKUM
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M3MEHEHHUSIM HAIPSDKEHUS CETH 3JIeKTponuTaHus. TpeOoBaHUS U METOIbI UCTIBITAHUIT;

—  T'OCT P 53724-2009 «KauectBo yciyr cBsi3u. OOIIHE MOJ0KESHUS;

—  T'OCT P 53731-2009 «KauecTBO yciyr cBsi3U. T€pMUHBI U ONPEEICHUSY;

—  T'OCT P 53728-2009 «KauectBo ycnyru «llepenaua manubix». [lokazatenu
KauyecTBay;

—  T'OCT P 53729-2009 «KauectBo ycimyru «lIpegocraBieHue BUPTYaIbHOU
yacTHoi cetu (VPN)». [Tokazarenu kauecTBay;

—  MexrocynapctBeraomy crangapty ['OCT 34.12-2018 «udopmarmonnas
texHojorus. Kpunrorpadpuueckas 3amura nadopmaiuu. biounsie mudps»;

—  MexrocynapcteennoMy ctanaapty 'OCT 34.13-2018 «MudpopmannoHHas
texHosiorus. Kpunrorpaduueckas 3ammura uHpopmanuu. Pexxumsl paboOThl OJOYHBIX
muppoBy;

— T'OCT P 34.12-2015 «Mudopmanmonnas texnosnorusi. Kpunrorpapuueckas

3amura nHdopmaruu. biounsie mudpo.

2.2. Cpok okazanus Yciayr cBsizu: ¢ 1 ceHtsaOps mo 31 nmexabps 2023 ronma

BKJIIOUHTEIIBHO.

Yceayru CBS3M  OKa3bIBAIOTCS  HEMPEPBIBHO, KPYTJIOCYTOYHO U €XKCIHEBHO
B COOTBETCTBHUU C yCJIOBUSIMH T3.

2.3. Okazanme Ycayr cBmu misi C30 m O6wexkroB LUK ocymecTBisercs

B COOTBETCTBUU ¢ 3asgBkamu 3aka3zuuka v [lenamu equnuil Ycenyru cBszu (IIpunoxenue

Ne 2 x rocy1apcTBEHHOMY KOHTPAKTYy).

2.3.1 Ycnyru cBsizu, COrIaCHO HAIpaBIsieMbIM 3aKa3uMKOM 3asBKaM, BKIIFOYAIOT
B ce0s:

2.3.1.1 Oxazanue Ucnomuutenem ycuyr cesizu s C30 u OOwexroB LUK,
pPacIoJIOKEHHBIX ~ Ha  TeppuTopusix  cyobekToB  Poccuiickoit ~ denepanuu

(3a uckmouenueM Pecy6nmku Kpeim u r. CeBacTormnosns) mo:

1) mepenaye JaHHBIX MPU OCYUIECTBICHUHU JTOCTYIA K TOCYAAPCTBEHHBIM,

MYHUIHIIAJIbHBIM, HHBIM I/IH(i)OpMaHI/IOHHBIM CHUCTEMaM U K CCTH I/IHTepHeT (KOMHOHeHT


https://internet.garant.ru/#/document/72689516/entry/0
https://internet.garant.ru/#/document/72689328/entry/0
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«Ilepenaya JaHHBIX») B COCTABE YCIYT:

—IIO 3alIUTC JaHHBIX, 06pa6aTLIBa€MI>IX 151 IepcaaBacMbIX
IIpu OCYHICCTBIICHUHN A0CTYyIIa K rocyaapCTBCHHbBIM,
MYHHUIUIIAJIbHBIM, HWHBIM HH(l)OpMaHI/IOHHLIM CHCTCMaM HN K CCTH

HNutepuer (KommoHeHT «3aMTa JAHHBIX);

— 0 O00ECNEeYEeHNUI0 OrpaHMYEHHs JIOCTyna K  UH(pOpMaIMH,
pacmpoctpaneHue kotopor B Poccuiickor denepanuu 3anpenicHo,
¥ K nH(OpMaLUY, TPUUUHSIONIEH Bpel 310pOBbIO U (MJIH) PA3BUTHIO
neTeu, coxaepxkaueics B cetu MHTepHeT Ui 00pa3oBaTeIbHbBIX
OpraHu3alun (Kommonent «Orpannyenue aocTymna

K HHopManumn»);

— 0 MOHUTOPUHTY M  OO€Cle4YeHuI0  0e30MacHOCTH  CBSI3U
npu MpeA0CTaBICHUN JOCTyTIa K roCyJIlapCTBEHHBIM,
MYHULIMNIATBHBIM, UHBIM HWH(POPMAIMOHHBIM CHUCTEMaM U K CETH
Uutepner  (KommoneHT «MOHHUTOPHHT W ofecredeHue

0€30MaCHOCTH CBSI3W);

2) mno mpepoctaBieHuro ¢  wucnoiab3zoBannem ECIIJ]  moctyna
K TOCYAapCTBEHHBIM, MYHMUIMNAJIbHBIM, HWHBIM HH(OPMALMOHHBIM CHUCTEMaM
M K HUHPOPMALMOHHO - TelIeKOMMYHUKalMoHHOW cetu WHrepHer (KommoHeHT

«IIpenocraBjieHUEe TOCTYIAY).

3) opranmzanuu nonkiroueHus k ECIIJ (Kommnonent «Opranusanusi

kanaJja L2y);

4) nepenaue nanHbix npu ocyuiectBiaeHun goctyna Kk ECII/] (KommoneHT

«Ilepenaua nannbix L2y»).

2.3.2 C 1enpio CBOEBPEMEHHOM MTOCTAaBKH TOBAPOB (BBIMOIHEHUS pabOT, OKa3aHuUs
yciyr) HMcnonHuTenb BOpaBe COBEpPILIATh IOPUIWYECKA 3HAUYUMbIE JCHCTBUSA,
HE MNpOoTUBOpeyallne 3akoHoxarenbcTBY Poccuiickon ®enepanuy, B TOM YuUCIE

IIPpUBJICKATh K HCIIOJHCHHIO CBOHX 00513aTENLCTB 1O HAaCTOAIIECMY KOHTpaKTy
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UCTIOJHUTENEN (COMCIIOIHUTENEN ), OCTaBasiCh OTBETCTBEHHBIM Iepe]l 3aKa3uuKOM 3a UX
JNEUCTBUS, B TOM YHCIIE€ MO JAOroBOpaM (KOHTpaKTaMm, COTJIAIICHUSIM), 3aKIOUYECHHBIM
C MOCTaBUIMKAMHU, MOJAPSIAYMKAMU, UCTIOJIHUTEISIMU HA MOCTABKY TOBApOB, BBHIOJIHEHUE
paboT, okazaHWE YCIYT, HEOOXOAMMBIX ISl MMOCTAaBKH TOBApOB (BBIMOJIHEHUS padoT,
okazanus yciyr) no Kontpakty, m0 3akirodeHus Hactosmero KoHTpakra, a Takke

OILIAYMBATh MOCTABJICHHBIN TOBApP, BBIIIOJIHCHHBIC pa6OTI>I, OKAa3aHHBIC YCIIYT'H.

2.4. Mecto oxkazauus YCIyr CBI3HU:

Cyo0bextol  Poccuiickoii ®deneparuu (32 uckimouenneMm PecryOmmku  Kpbim
u r. CeBactomnossi), IO MECTy HaxOXJICHHUS TOYEK MPUCOCIUHEHUS K E€IUHON CeTu
[epelauYu JaHHbIX, [0 MECTY HaXO0XIECHUsS TOCYHAPCTBEHHBIX M MYHUIIMIAJIBbHBIX
00pa3oBaTeNbHbIX OPraHU3aluid, pealu3yonMx o0pa3oBaTeIbHble IPOrpaMMbl OOLIETO
o0pa3oBaHUsl U CpeHETO MPodheCCHOHATBLHOTO 00pa30BaHusl, M30UpATEIHLHBIX KOMUCCUI
cyonrektoB Poccuiickoit denepaiiii 1 TEPPUTOPHATBHBIX HU30MPATEIbHBIX KOMHCCHIA,
10 MECTYy HaxoxaeHus Mcnomaurens.

2.5. MWHcxomaHble JTaHHBIE.

[Ipu okazanum VYcayr cBsizu  McnonHUTENbs JOMKEH PYKOBOACTBOBATHCS
CICIYIOIIUMHU UCXOJHBIMU JIAHHBIMMU:

— HacTosmuM T3;

— mnepeuneM Touek npucoennuenus ECII/L;

— 3asBKaMM Ha OKa3aHHWE Y CIIyT CBS3H.

2.6. PesyiabTaThl OKa3zaHusg Y CIVT CBSI3H.

2.6.1 Wcnonnurtenem oxazanbl yciayru cBszu s C30 u O6bextoB [[UK,
pacmoJIOKEHHBIX ~ Ha  TeppUTOpusix  cyObekToB  Poccuiickoit — ®Depepauuu

(3a uckmouenueM Pecy6nmku Kpeim u r. CeBacTormnosns) mo:

1) mepenaye MaHHBIX MPU OCYIIECTBICHUU JOCTYIA K TOCYJapCTBEHHBIM,
MYHULIMTIATBHBIM, UHBIM HH(QOpMaIIMOHHBIM cucTeMaM U K ceth uTepHeT (KoMmoHeHT

«Ilepenaya JaHHBIX») B COCTABE YCIYT:
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— 0 3alluUTe JaHHbIX, oOOpaldaThlBa€MbIX U  IE€pPEAABAEMBIX
pu OCYLIECTBICHUU JOCTyTIa K rOCyJlapCTBEHHBIM,
MYHUIIMIIAJIbHBIM, WHBIM HH(OPMALMOHHBIM CHCTEMaM MU K CETU

HNuTtepHer (KoMnoHeHT «3amuTa JaHHBIX));

— 10 00ecneuyeHuI0 OrpaHUYeHHs] JOoCTynma K  uHbopmaiuu,
pacmpoctpaneHue kotopor B Poccurickorn denepanuu 3anpeniceHo,
U K MHPOpMALIMH, PUUUHSIONIEH Bpe/l 310POBbIO U (MJIM) PA3BUTHUIO
neTen, conepxainneicas B cetu WHTepHeT s 00pa3oBaTesIbHBIX
OpraHu3anuu (Kommnonent «Orpannyenue AoCTyna

K HHopManumn»);

— 10 MOHHUTOPMHTY H  oOOecrnedyeHHI0  Oe30MacCHOCTH  CBSI3U
pu IIPENOCTABICHUN JocTyna K rOCy/1apCTBEHHBIM,
MYHUIMNIATbHBIM, UHBIM HH()OPMALMOHHBIM CHUCTEMAaM U K CETH
Nutepuer  (KommoneHT  «MOHHUTOPHHT W ofecneveHue

0€30MaCHOCTH CBSI3W»);

2) MPEI0CTABICHUIO c VCIIOJIb30BAHUEM ECII/ JOCTyTa
K TOCYIapCTBEHHbIM, MYHHUIIMNAIbHBIM, WHBIM HH(POPMAIMOHHBIM  CHCTEMaM
U K HUHPOPMAIMOHHO - TeJeKoMMyHuKanuoHHou cetu «MutepHer» (KomMmoneHT

«IIpenocraBienne 10CTyna).

3) opranmzamuu nonakmroueHus kK ECII (KommoneHT «OpraHnusanmusi

kanaJja L2y);

4) nepenaue naHHbIX pu ocymectsienun aoctyna Kk ECIT/ (Komnonent

«Ilepenaya nanubix L2y»).

2.7. TpeodoBanus k McnosHUTETIO.

Hcnonautens JOMKEH COOTBETCTBOBATH TPEOOBAHHSAM, YCTAHOBJICHHBIM
B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickon Dexepanuu K  JIULAM,
OCYULIECTBIISIIOIMM OKA3aHUE YCIYT CBS3M, MO3BOJSAIOIIMM Ha MPOTSKEHUU HCHUCTBUS

['ocyaapcTBEHHOrO KOHTPAKTA OKA3bIBaTh CIECIYIOLIUE YCIYTHU:
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—  YCOyTH CBS3M [0 TNepefaye AaHHBbIX, 3a HUCKJIIOYEHUEM YCIyT CBS3U
0 Tiepeaayde TaHHbIX IS 1eel mepeaadyn roiocoBoi nHGopMaluu;

—  TeJIEeMaTUYECKHE YCIYTH CBS3H;

—  YCIIYTH MO 3amuTe nHOpMAaIUH.

2.7.1. WcnonHutenb IJsi COOTBETCTBYIOUIUX BHUJOB pabOT MODKHBI HMETh
JIUIEH3UH, IEUCTBYIOIME HAa TeppuTopun Poccuiickont denepany Ha CIEIYOIINUE BUIbI
NEATEIbHOCTHU:

—  gumuensun  PCTOK Poccum Ha  OCYIIECTBIEHHE  JACSTENbHOCTU
0 TEXHUYECKOU 3amuTe KOHPUACHIIMAIbHON HH(OPMAIIMH B YACTH CIIEAYIOLUX padoT
U YCIYT, YTBEPXKICHHBIX nocTtaHoBieHueM lIpaBurensctBa Poccuiickonn denepannu
ot 03.02.2012 Ne 79 «O nuueH3UpPOBAHUM MAESITEIBHOCTU MO TEXHUYECKOW 3alUTe
KOH(pUIESHIUATIBHOU UHPOPMAITAN:

- KOHTPOJb 3alIUIIIEHHOCTH KOH(HICeHIIMATIbHON uHbopMaIuu
OT HECAHKIIMOHUPOBAHHOIO JIOCTYNAa M €€ MOJIU(HUKAIMKU B CPEJCTBAX U CUCTEMax
uH(pOpMaTH3AIINY;

- YCTaHOBKA, MOHTaXK, MCIIBITAHUSI, PEMOHT CPEJICTB 3allUThl WHOOPMAIIH
(mporpaMMHBIX  (NIPOTPAMMHO-TEXHUYECKHUX)  CPEICTB  3alllUThl  WH(OpMaIuu,
3alIUIIEHHBIX ~ MPOTPAaMMHBIX  (IIPOrPaAaMMHO-TEXHUYECKHX) CPEACTB  00pabOTKH
uH(popManuy, NOpPOrpaMMHBIX  (IIPOrPAMMHO-TEXHUYECKHX) CPEICTB  KOHTPOJIS
3aIUIIEHHOCTH HH(POPMAIIUN);

- munen3un  denepanbHOl  CIyKObI TIO  Ham30py B cdepe  CBA3M,
MH(POPMAITMOHHBIX TEXHOJOTUM U MACCOBBIX KOMMYHUKAIIWN:

— Ha OKa3aHUE YCJIYT CBS3U MO Mepefaye AaHHBIX, 32 UCKIIOUEHUEM YCIYyT
CBSI3M TI0 Mepeade JaHHBIX JUIs [eiel Tepeaadn rojlocoBor nHpopmaiuu;

— Ha OKa3aHHE TEJIEeMaTUYECKUX YCIYT CBSI3H;

— muniensnn OCh Poccun Ha ocymiecTBiaeHue pa3padO0TKH, MPOU3BOJICTBA,
pactpocTpaHeHus: MUGPOBATHHBIX (KpUNTOrpadUdeCcKux) CpeicTB, MHPOPMAITMOHHBIX
CUCTEM U TEJICKOMMYHUKAIMOHHBIX CHCTEM, 3allMIICHHBIX C UCIOJIb30BaHUEM

muGpoBabHBIX (KpunTorpaduyeckux) CpeACTB, BBHITOJIHEHUS] pabOT, OKa3aHUs yCIyT
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B 0o0OsacTu mudpoBaHus HHPOPMAILUU, TEXHUYECKOTO 00CTY>KUBaHUS MU(PPOBATIHHBIX
(xpunrorpaduvecKnx) CpeacTB, HHPOPMAITMOHHBIX CUCTEM U TEIEKOMMYHHUKAITMOHHBIX
CUCTEM, 3alllUIIEHHBIX C HCIOJIb30BaHUEM MM(GPOBAIBHBIX (KpUNTOrpaduyeCcCKuXx)
CPEICTB (32 UCKIIIOUEHHEM CITydas, €CIIM TEXHUYECKOE OOCITy)KMBaHHE MHU(POBATIBHBIX
(xpunTorpaduyecKux) CpecTB, UHPOPMAIIMOHHBIX CUCTEM U TEIEKOMMYHUKAITMOHHBIX
CUCTEM, 3alllUIIEHHBIX C MCIOJIb30BaHUEM MU(GPOBAIBHBIX (KpUNTOrpaduyecKux)
CPEICTB, OCYILECTBISICTCS Al 00eCneYeHnss COOCTBEHHBIX HYKJ IOPUAMYECKOTO JIUIIA
WIM UHJIMBUIYATIBHOTO MPEIIPUHUMATENS)» B YACTH CIEIYIOUIUX pa0dOT U yCIIYT:

— MOHTa&X,  YCTAHOBKA  (MHCTAUISLMUSA),  Hajaaka  UGPOBATbHBIX
(kpunrorpaduyeckux) cpeAactB (m.12 IlepeyHsi BBIMOMHSAEMBIX pabOT U OKAa3bIBAEMBIX
YCIIyT, COCTaBJISIOIUX JUIEH3UPYEMYIO 1€ATE€IbHOCTh, B OTHOIIEHUN HIH(PPOBATBHBIX
(kxpunTorpaM4ECKrx) CPEACTB);

— MOHTaX, yCTaHOBKa (MHCTAIALKUSA), HaJlagka  3aIlMIIEHHBIX
C HCIIOJIb30BaHUEM IIH(POBAIBHBIX (KPUNITOrpapUUeCcKUX) CPeICTB NHPOPMAITMOHHBIX
cucteM (.13 IlepeuHs BBINOJHSEMBIX padOT U OKA3bIBAEMBIX YCIYT, COCTaBIISIOLINX
JUUEH3UPYEMYIO JEATEIbHOCTh, B OTHOIIEHUH MH(PPOBAIBHBIX (KPHUOTOrPAPUUECKUX )
CPEICTB);

- paboThl MO OOCHYyXHBaHUIO IMHUQPPOBATBHBIX (KpUNTOTpadUUECKIX)
CPEICTB, MPEAYCMOTPEHHBIE TEXHUYECKON U AKCIUTyaTallMOHHOM JOKYMEHTAIMEeN Ha ATH
CpeacTBa (3a HCKIIOYEHHEM cllydas, €clid yKa3aHHble pPabOThl MIPOBOAATCA
st obecrniedeHuss coOcTBeHHBIX Hyx ) (.20 IlepeuHss BBIMOJAHSEMBIX padoT
U OKa3bIBAEMBIX YCIIYT, COCTABJISIOIIMX JIMLEH3UPYEMYIO JIEATEbHOCTh, B OTHOLLIEHUU
UG POBATBHBIX (KPUMTOTPAPUUECKUX) CPEICTB);

- nepenaya mudpoBaiabHbIX (kpunrorpaduueckux) cpenacts (m.21 Iepeuns
BBIMIOJIHSIEMBIX PAa0OT M OKa3bIBAEMbIX YCIYT, COCTABISIIOIIMX JUIEH3UPYEMYIO
JeSITETbHOCTD, B OTHOIICHUU MUGPOBATBHBIX (KPUMTOTPAPUIECKUX) CPEACTB);

— neperaya  3allUIICHHBIX  C  MHCIOJb30BAaHMEM  HIM(PPOBAIBbHBIX

(xpunTorpaduyeckux) cpeactB  uHpopmanmoHHbIXx  cucreM  (m.22  Ilepeuns
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BBITIOJHSEMBIX pabOT M OKa3bIBAEMBIX YCIYT, COCTaBISIONINX JIMIIEH3UPYEMYIO
JeSITeNIbHOCTh, B OTHOIICHUU MTHU(PPOBATBHBIX (KPUNITOTPaQUUECKUX) CPEICTB);

— nepegaya CpeACTB U3TOTOBIEHUS KIIOUEBBIX JOKYMEHTOB (11.24 Ilepeuns
BBIMOJHIEMBIX pPabOT M OKa3blBAEMBIX YCIYT, COCTaBJSIOMIMX JIMLEH3UPYEMYIO
JeSITeNIbHOCTD, B OTHOIIEHUH THU(PPOBATBHBIX (KPUNITOTPAPUUECKUX) CPEACTB);

JUis TOATBEp>KIEHUSI COOTBETCTBUSA YyKa3aHHBIM TpeOoBaHusM VcromHuTenb
JOJDKEH MPEJOCTaBUTh BBINIUCKY M3 peecTpa JMIEH3ud o Hamuuuu y McnosHurtens
COOTBETCTBYIOIIMX  JMIEH3UA  WIM  KONHHA  COOTBETCTBYIOUIMX  JIMLEH3UH

B YCTAHOBJICHHOM 3aKOHOJATCJIbCTBOM Poccuiickon CDez[epaumI IMOPAOKE.

2.8. Bpewmdg okazauus Yciavyr CBA3M.

Ycenyru cBsi3u TOJKHBI OKa3bIBaThCs 24 (IBaAIaTh YETHIPE) Yaca B CYTKHU 7 (CEMb)
JIHEHW B HEJCIIO.

2.9. VYcnyru cBSI3U AOJKHBI MPEIOCTABIATHCS IMOCPEICTBOM CETU MEPEaadu
na"gHbeIX McriomHuTes.

2.10. ECII nomkHa OBITh OpraHM30OBaHa IO MPHUHIUITY TOJHOCBSI3HOM,
3alIMIIECHHON CETH CBS3M, W30JMPOBAHHOM OT ceTtu VHTEpHET W cerel Apyrux
MOJIb30BaTeNICl Ha JIOTUYECKOM YPOBHE, U TMOJJEPKUBAIONIEH OOMEH JaHHBIMU
(Tpadukom) uepe3 y3nbl ECIT] Ha ypoBHE cyObekTOoB PO (32 uckimrouenuem PecryOamku
Kpbim u r. CeBacTomnosns).

2.11. Ins oxazanust Yceayr cBszu C30 u O6bextam MK B cocrae ECIIJ]
OpraHMU3yIOTCS KaHaJbl iepeaaun naHHbIX U Touku npucoenuuenuss ECII/.

2.12. JIna oxazanuss Ycayr cBa3u VcnonHurtens JOJDKEH MCIOJIB30BATh
TEJICKOMMYHUKAIIMOHHOE 000PY/I0BaHKE, CTPAHON MPOUCXOKACHHUS KOTOPOTO SIBIISIETCS
Poccuiickas @enepaunsi, W CBEOCHUA, O KOTOPOM COJEpPKATCSI B IIEPEUYHE

TCJICKOMMYHHUKAIIMOHHOI'O O6ODVIIOBaHI/I$I POCCHUIMCKOTO IIPOUCXOXKJICHUAA, KOTOpBIfI

dbopmupyeTcsi mpukazaMu MUHHCTEPCTBA MPOMBIIIUICHHOCTH U TOPTOBIM PoccHiickoit
@enepauuu, MM B EQMHOM peecTpe pPOCCUMCKOM PaavOdIEKTPOHHOM IPOAYKIINH,
chopMUpOBaHHOM MUHUCTEPCTBOM TMPOMBINIJIEHHOCTH H TOProBiIM Poccuiickoit

denepanum.



22

2.13. Ilpu OTCYTCTBHHM TEIEKOMMYHHUKAIIHOHHOTO OOOpPYAOBaHUS, KOTOPOMY

OPUCBOEH  CTaTyC  TEJICKOMMYHHUKAIIMOHHOTO  OOOPYIOBaHUS  POCCUHCKOTO

IIPOUCXOKIACHUA, 06JI8,I[8,I-OHI€I‘O XapaKTCPUCTUKAMU, H€O6XOI[I/IMI)IMI/I JJIAA OKa3aHMA

VYenyrm  cBs3n, a  TakkKe B Cllydae, €CIM  INPOM3BOJUTENb  TAKOTO
TEJIEKOMMYHUKALIMOHHOIO 000PYAOBAaHUS HE B COCTOSIHUU OOECIIEYUTh €r0 HAJIMYME B
JOCTaTOYHOM KOJIMYECTBE Ul Hayaja OKa3aHUs Y CIYT CBSI3U WM B TEUEHUU CPOKA UX
okazanus, McnomHuTens BIpaBe MpHOOpeTaTh M MCMHOJIb30BaTh JJIs OKa3aHUA Y CIyT
CBSI3M MHOE TEJIEKOMMYHHUKAIIMOHHOE 00OPYJOBaHHE TOJIBKO IOCIE COIJIAaCOBAaHUS €ro
WCIIOJIb30BaHUS C 3aKa34HKOM.

2.14. 3aka3duk COTJIaCOBBIBAET UCIIOJIL30BAHNE MHOTO TEJIEKOMMVYHUKAITHOHHOTO

obopynoBanus, mpeaycMoTpeHHoro 1. 2.13 T3, B ciexyromux ciayJdasx:

— OTCYTCTBHUE  TEJIEKOMMYHHUKAllMOHHOTO  OOOpyAOBaHUS, KOTOPOMY
MPUCBOEH  CTAaTyC  TEJIEKOMMYHUKALIMOHHOTO  OOOpYAOBaHHS  POCCHIICKOTO
MIPOUCXOXKJICHUS, OOJAJAIONIET0 XapaKTePUCTUKAMHM, HEOOXOJAMMBIMU ISl OKa3aHUS
VYcinyru cBsizy;

— npexacrasieHueM McnonaureneM 3aka3uuKy 3aBEPEHHBIX KOIHW 3aIpoca,
HAIPABJIEHHOTO MPOU3BOIAUTENO TEIEKOMMYHUKAIIMOHHOTO 000pYA0BaHUsA, KOTOPOMY
MPUCBOEH  CTAaTyC  TEJIEKOMMYHUKALIMOHHOTO  OOOpYAOBaHHS  POCCHICKOIO
MPOUCXOXKACHUS, O BO3MOXKHOCTH OOECIEUEHHUsI €ro HaJM4Us B CPOK U B KOJMYECTBE,
KOTOpbIE HEOOXOJMMBI JIJIsi OKa3aHWsl Y CIyr CBSI3U, a TaK)Ke MPEJOCTABICHUS OTBETa
MIPOU3BOAUTENISA, OATBEPKIAIOIIETO HEBO3MOKHOCTh TAKOTO 00€CIIeUEHUSI.

2.15. Vcnomuutens obecnieynBaeT mpucoequHeHne KaHana cBsizu Mexay C30,
O6nexktamu [IUK u ECIT]] B Toukax npucoeaunenus ECIT/I.

2.16. TpeodoBauus k ooopynoBanuio Touek npucoeanuenns ECIIJ mig C30:

1)  Touxoit mnpucoenunenuss ECIIJ] saBisercss KOMIUIEKT 000pyI0BaHUS
Wcnonuurens, B cCOCTaB KOTOPOr0 BXOJUT 00OPYJ0BaHHE; C CETEBBIMU UHTEpdericamMu
st nonkmouennst Kanamo L2 mexnay C30 u ECIIJ. KomuuectBo mHTepdeiicoB
JUTsT TIOAKIIOYeHUs oOopymoBanus kaHama cBsizu mexay C30 u ECIIJ momxnHO
o0ecreynTh OKa3aHue Y CIyT CBSI3U;

2)  CocraB o6OopynoBanust Touek mnpucoenunenuss ECIIJl nomxeH OBITH
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onpeaeneH Mcnonaaurenem ¢ yuerom tpedoBanuii T3;
3) Hcnomautens obecrnieurMBaeT YCTAHOBKY HEOOXOJUMOTro 00OpyaAOBaHUS
B Touke npucoenunenuss ECII/] cBouMu cuinaMu 1 3a CBOM CUET;
4)  Appeca pasmewmienus Touek npucoenunenuss ECIIJ] mpenocrtaBisitoTcs
Ha yTBepxaeHue 1no ¢opme B coorBeTcTBUU C [Ipuioxkenuem Ne 4 x TexHuueckomy
3aganuto McnonHuTenem 3aKa3unky B CPOK, yKa3aHHbIM B 11. 7.1 T3.
2.17. Tpeboranus k o6opynosanuto Touek npucoenuaenunss ECTIJI qyis O6beKTOB

HK:

1) Hcnomautens oOecmeuMBaET YCTAHOBKY HEOOXOIMMOTO OOOPYIOBaHUS
B Touke npucoenunenust ECIIJ] cBouMu cuinaMu v 3a CBOM CUET;

2) Toukoii mnpucoenunenust ECIIJ sBnseTcs KOMIUIEKT 00OpYyI0BaHUS
Ucnonuurens win npuBiedyeHHOTo VcroHUTEIEM COMCIIOIHUTENS, B COCTaB KOTOPOTO
BXOJIUT O0OpPYZOBAaHUE C CETEBBIMH MHTEpQeiicaMu sl MOJAKII0UEHUs 000pyA0BaHUS
O6bexroB I[UK. KommuectBo wuHTEpdelcoB sl MOJKIIOUEHHS O000pYIOBaHUS
O6nektoB [ITUK nomxHo o0ecrnieuntsh okazaHue Y Cayr CBSI3H;

3) O6opynoBanne Toukm npucoenunenus ECIIJ] nomkHO obecriednBaTh
JOCTaTOYHOE KoJudecTBO uHTepdercoB mna noaxmtodeHus k ECIIJ] oGopynoBanus
O6wexkra IIMK wu pacmonaratecst Ha OObekTe I[IMK B Mecre, corimacoBaHHOM
[IpencraBurenem oobekra LK.

2.18. Hoctyn x cetu Muatepner n3 ECII/ momkeH oCylIeCTBIATHCS HAa YPOBHE
aIMUHUCTPATUBHBIX LIEHTPOB CyObekTOB PD, B kKOTOpHIX pacnonoxkenbl C30 u OOBEKTHI
UK. OcymectBinenue nocryna K cetu VIHTEpHET BHE aAMUHUCTPATHBHBIX LIEHTPOB
cyOobekToB PD coriacoBbIBaeTCs ¢ 3aKa3unKOM.

2.19. KomuuectBo Touek mpucoenunenuss ECIIJ] qns O6bekroB LUK momkHO
cootBeTcTBOBaTh KoiumdecTBy O0bekToB [[UK, ykazanHbix B 3asBKax, U HaXOJIUTHCS
o ux ¢axruaeckum anapecam. Ilo cormacoBanuto ¢ [IpencraBurensimu 00bekToB [IMK
nonyckaercsi opranuzanus ogHoil Touku npucoenunenus ECIIJ] nias HeCKOJbKUX
O6nextoB LUK npu ycnoBuM X HaX0XACHUS B OJTHOM 3/1aHUH (TIOMEIICHUN ).

2.20. Hnsa O6bextoB UK, koTophie OyayT 100aBASTHCS TONOTHUTENBHO, TUHUN

CBA3HM OT CpPCACTB CBA3H, BXOAAIIHUX B COCTaB CCTHU OJJICKTPOCBA3HU HCHOJ’IHI/ITCHH,
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no Touek npucoenuuenus ECIIJ] ma O6bextax [{UK momxkuber ucnonb3oBats BOJIC.
Hcnonb30BaHre CyTHUKOBBIX KaHAJIOB CBA3U MIPU OpraHu3anuu Todek npucoeAnHEHUs
ECIIZI B TpyOHOAOCTYIHBIX HACEJIEHHBIX IIyHKTaX [JOIYCKAE€TCS TOJIBKO MpH
000CHOBaHWW JaHHOW HeoOxoamMmocTh VcmomHUTENEeM W 1O  COTJIACOBAHUIO
¢ 3aKa3uMKOM.

2.21. B xaxnaom cyobekte Poccuiickoit denepanuu A0MKHO OBITH HE MEHEE
onHoii Touku mnpucoenuHenus ECIIJ] ¢ BO3MOXHOCTBIO OKa3aHUsS YCIYr CBSI3U
(3a uckmouenueM Pecny6nuku Kpeim u r. CeBacTomnosns).

2.22. Toukn npucoegunenuss ECIIJ] nomxHbl ob0ecnieunBaTh TOCTATOYHOE
KoJinuecTBo nHTepdeiicon mis noaknroueHus: k ECIT/] Kananos L2. Tunbsl aOOHEHTCKUX
buzndeckux UHTEPPEHCOB, KOTOPbIE MOTYT HCIOJb30BaThCS MPHU MPUCOCTUHEHHUH
Kananos L2 BKJIFOYAKOT B TOM YHCJIE CIAEAYIOIINE:

— 802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);
— 1000 Base-LX (01HOMOI0BOE ONITUYECKOE BOJIOKHO);

- 1000 Base-LH (ogHOMO/10BO€ ONITHYECKOE BOJIOKHO);

— 10G Base-LR (01HOMO/10BOE ONTUYECKOE BOJIOKHO);

— 100GBASE-LR4 (0gHOMOI0BOE ONITHYECKOE BOJIOKHO).

2.23. Kanansl csa3u ECIIJ mexny Toukamu npucoenuuenuss ECII qs C30,
3a7IeCTBOBAHHBIE B OKa3aHUM Y CIYT CBA3M, JOKHBI Ucoib3oBaTh BOJIC.

2.24. JIuHuu CBSA3M, UCIIOJB3YEMBIE I IPEAOCTABIECHUS Y CIIYT CBSI3H, TOJIKHBI
HAaXOIWUThCA B mpenenax rpanul Poccuiickon @enepaunu, 3a HCKIIOYEHUEM TEX,
KOTOPBIE UCTIONB3YIOTCA AJIsl o0ecniedeHrs (QyHKIIMOHUPOBaHUS ToYeK MPUCOETUHEHUS
ECITA u O6nextoB [IUK Kanuuunrpanackoit o61acTu.

2.25. He pomyckaeTcs oOpraHu3alus KaHaJIOB CBSI3M, HCHOJIBb3YIOIIUXCSA
st okazanus Ycnyr cBa3u C30 u Oobexram LHUK, uepes cets UHTEpHET.

2.26. s C30 B cocraBe ECII/] opranusyroTcs CIEIyHOUIME OTAEIbHBIE
BUPTYaJbHbBIEC CETU BKJIIOUYAsl, HO HE OTPAHUYUBASCH CIEAYIOIINMU:

— m§epedadyd  JaHHBIX ~ OOpa3oBaTEIbHBIX  OpPraHW3alMil  OpU  JIOCTYyIe
K MH(QOPMAIIMOHHBIM CHCTEMaM U B ceTh IHTEpHET.

2.27. Ina O0bexktoB LMK B coctaBe ECII] opranusyrorcs Cleayroimme
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OTAEJIbHBIC BUPTYaJIbHbBIC CETH_BKJIIOYAs, HO HE OrPAaHUYNBASACH CIEAYIOIINMU:
- nepenaun nanubix [{UK, UK CP®, TUK nns TAC «Bwibops»;
- nepeaauu nanHbix MK CP®, THUK nipu npe1ocTaBiI€HUM IOCTYIIA B CETh
HNuTtepHer.

2.28. Tpaduk, mnpeqHa3HAYEHHBIA HJisi OTIEIbHBIX BHUPTYaJbHBIX CETEH,
HE JOJDKEH MEPEMEIINBATHCS.

2.29. Touku mnpucoegunenuss ECIIJ] masa C30 nomxHBI COOTBETCTBOBATH
CIEAYIOIINM ITapaMeTpaM:

— konuuecTBo Touek npucoenunenus ECIIJ] ne menee §3;

— B aIMUHUCTPATHBHOM LIEHTPE Kax10ro cyobekra Poccuiickoit denepanumn
(3a uckmouenuem Jlonenkon Haponnoit Pecniyonuku, Pecniyonuku Kpeim, Jlyranckoi
Haponnoit  PecnyOnumku, — 3amopoxckod — oOmacth,  XepCOHCKOM  00JacTu
u . CeBacTomoJis) TOJDKHO ObITh HEe MeHee ojiHoM Touku npucoeaunenust ECIT/I;

— nosioca mpomnyckaHuss Ha oaHy Touky npucoenuneHuss ECIIJ nomxna
obecrnieunBaTh rapaHTUPOBAHHOE BBHIMIOJIHEHUE MapaMEeTPOB KAUECTBA Mepelauu JaHHbBIX,
COOTBETCTBYIOIIUX TPEOOBAHUAM MOAKIIOYEHUS Uil Kaxkaoro C30, MOaKI0YeHHOTO
Kk ECII/;

— nmpoueHTt norepu IP-makeros, 3anepxka nepenauu [P-rakeToB u Bapuanus
BpeMeHU 3a/iepkKku [P-nakeToB OKHBI COOTBETCTBOBATH TpeboBanusM T3;

— IpYruM TpeOOBaHUAM, U3JI0KEHHBIM B T3.

2.30. Touku mnpucoenunenus ECII naaa OO0bektoB UK 10mKHBI
COOTBETCTBOBATH CJICAYIOIIUM MapaMeTpaMm:

— konuuectBo Touek mpucoenuuenuss ECIIJI ngns  O6wexkto [[UK
ompenenseTcs B cooTBeTCTBUU ¢ koymmuecTBOM O0bekToB I[UK, ykazaHHBIX B 3asBKax,
Mpd 3TOM Jomyckaercda opranuzauuss oaHod Touku npucoegunenuss ECII/]
s Heckolibkux O0wekToB 11K, pacronokeHHBIX B OJTHOM 3/IaHUH, TIOMEIIICHUH;

— yBenuueHue/ymenbiieane Touek mnpucoeaunenuss ECIIJ] mpoucxoaut
npu ¢popmupoBanun HoBbIX O0bekTOB [[MK Poccun wnum ux cokpamieHuu mocie
MOJIy4eHUS 3asIBKH;

- nosjoca mnponyckanuss Ha oaHy Touky npucoegunenuss ECIIJ momxHa
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o0ecreuynBaTh TApaHTUPOBAHHOE BHITIOJIHCHHUE TTAPAMETPOB KauecTBa NIEpPeIauy TaHHbIX,
COOTBETCTBYIOIIMX TPEOOBaHUIM MOAKIIOUCHUS 11 Kaxaoro Oowekra [[UK;

— kod(pdunreHT roroBHocTH ceTr Kr obmmii He Menee 0,99 3a pacueTHbIN
nepuoj, (KaJeHJapHbIM Mecsll), pacueT KOTOporo ocyimectisiercas B CHUCTEeMHOM
IIPOEKTE;

— npoueHT norepu [P-makeros, 3aaepxka nepegaun [P-nakeToB u Bapuanus
BpeMEHU 3a/iepkKu [P-TtakeToB JOKHBI COOTBETCTBOBATH TpeOoBaHusIM T3;

- JIpYrUM TpeOOBaHUSAM, U3JI0KEHHBIM B T3.

2.31. HUcnomautens 00s3aH oka3eiBaTh Y ciryru cBsi3u 1t C30 u O6bexToB UK

0e3 orpanndeHust oobema nepeaadu (0€3IMMUTHO).

2.32. Hcnomaurens camoctoarensbHo npucoeauaseT K ECILJL MC, na ocHoBaHHUH

3aIpOCOB OT 3aKa3uMKa.

2.33. Hcnomuutens 06s3an npoussectu npucoenunenue UC k ECIT/L B Teuenue

30 (Tpmaouatd) OHEW C ATkl MOJYYEHHs 3ampoca OT 3akazuuKa WM 3alpocoB
ot Bnangensues UC unu LUK, npu ycnoBuu rotoBHoctu Bmagensie UC unum LUK
COIVIACOBATh U PEAIM30BATh TEXHUUYECKOE PEUICHUE I10 MOJAKIIOUYECHUIO B YKa3aHHBIM
CpOK, a Takxke mnpu HazHadueHuu co cTopoHbl MC wnm MUK nwn, OTBETCTBEHHBIX
3a IMArHOCTUKY U ycTpaHeHue mnpoosieM, Boznukarommx Mexay ECITJ] u UC (koHTaKThI
OTBETCTBEHHBIX TepenaroTcss Mcmomnurento mnucbMoM). B cioydae HEroroBHOCTH
Bnagensnes UC wim LUK wucnonssts yka3zaHHble TpeOoBaHus — McnomaHuTenb
MIPOBOAUT 3CKAJIALNIO 3aKa3YUKY JJIs1 COTJIACOBAHUSI HOBBIX CPOKOB MOJAKIIOUCHHS.

2.34. VcnonHuTenb 3a CBOM CYET MPOBOAUT BCE HEOOXOAMMBbIE pPAOOTHI
no npucoeaunennto MIC x ECII/] B Tom uncie u qopadotky MUC B yactu obecnedeHus
o0opynoBaHueM g OOecTeueHUus] KpUNTOrpauuecKor 3aluThl TMepeIaBaeMbIX
JAaHHBIX MEXAY noJib3oBaTteasimu u NC.

2.35. Ucnonuurens npucoeaunsier k ECIIJ] pernonanbHbie 1 MyHULIHUNAIbHBIC
CEeTH mepeavn JaHHbIX cyobekToB Poccuiickoit deneparuu, Mo 0OpaeHuo CyObeKTOB
Poccuitickon ®epepauuu. [IpucoennHenne permoHalbHbIX U MYHUIMIIAIBHBIX CETEU
nepegaud JaHHBIX CcyObekToB Poccuiickoii  denmepanuu  MPOU3BOIUTCS  TMOCTE

COTJIACOBAHUS C 3aKa3YUKOM.
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2.36. Ucnomuutens odecneunBaeT MapupyTu3anuio Tpaduka u noctymnuocts UC
st C30, NOOKITIOUEHHBIX K PETHOHAIBHBIM CETAM CyObeKTOB Poccuiickoit @enepannu,
B CBOEU 30HE OTBETCTBEHHOCTH.

2.37. WcnomHutens, s odecnedeHus Y ClIyT CBS3H, PU MOAKIIOYEHUH 00BEKTa
k ECII/] ennHOpa3oBo okazbiBaeT coaeiictue C30 mno HacTpoiike Bcex APM, nMerommx
TEXHUYECKYI0 BO3MOXHOCTh mnojkitoueHuss k ECII. ITlocnemyromiee coaencTBue
M0 MOJKIIOYEHUI0O HOBBIX APM mocne mnepBuuHOi opranuzauuu yciayru B C30
OKa3bIBAIOTCS ITyTEM MPEIOCTABICHNSI HEOOXOUMBIX MHCTPYKIIUN U KOHCYJIbTAllHOHHOM
MOAACPIKKHU.

2.38. Ilpu okazanuum VYcCIyr CBsA34M, B TOM YHCJIE B YacTH OOECHEYEHUS
¢bynkunonupoBanusi ['AC «Bsibope»y, O60bektam UK HWcenomnutens o0s3aH
BBINOJIHATH TexHuueckue TpeOoBanusa «Ha okazanue Yciayr cBA3U TEPPUTOPHUATBHBIM
n30UpaTeIbHBIM KOMHCCHSM M H30UpATENbHBIM KOMHUCCUAM CyOBeKkTOB Poccuiickoi
Oenepanuu ansa obecriedeHus: gpynkiumonupoBanus ['AC «Bwidope» (IIpunoxenue
No 7), eciii ©”HOE HE YCTaHOBJICHO JIEHCTBYIOIIUM 3aKOHOAATEIHLCTBOM.

2.39. Opranumzanus Kanama L2 or C30 go Touku npucoegunenuss ECIIJ]
MPOBOJIUTCS B TpaHULax oAHOro cyowrekra Poccuiickoit @enepaunu. Ilpu orcyrcTBumn
PKOHOMHUYECKON M TEXHUYECKOU 1enecoodpasHoctu noakitouenus Kanama L2 k ECIT/]
B I'paHHIaX 0gHOTO cyObekTa Poccuiickoit deneparuu, noakaoueHrne C30 MOXKeT ObITh
BbinmosiHeHO K Touke mpucoenunenus ECIII cocennero cyoObekta Poccuiickoi
Qenepanuu, TMNpu 3TOM JAaHHOE pEUIEHHWE corjacoBbiBaercs VcnosiHuTenem
¢ 3aKa34YMKOM.

2.40. INoaxmrouenue Kanana L2 ot C30, O6nekta [IUK k Touke mpucoeguHeHuUs
ECIIJ] npoBoautcs cuinamu McrioaHurens.

2.41. TpeboBaHus K B3auMoaeicTBuio Mexay Uctioaauresnem u [IpencraBureaem

C30 1pu npenocraBieHUN Y CIIVT CBI3H:

2.41.1. Hcnonnutenp mnpenocTtaBiaseT W ycraHaBiauBaeT s Becex C30,
npucoeauHsaemMbix (noakiaouaembix) k ECII, xpunroMapuipyTuzaTopbl. YCTaHOBKA
KPUIITOMApIIPYTU3aTOPOB  OCYLIECTBISIETCSI B TEJICKOMMYHUKALMOHHBbIE —HIKA(BbI.

B ciydae orcyrcrBust Ha 00bekTe C30 TeleKOMMYHUKAIMOHHOTO miKada McnonHurens
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OCYLIECTBJISIET €r0 YCTAHOBKY.

2.41.2. VYcraHoBka Kpunrtomapupyrtuzaropa McnomHurenem He Tpedyercs
B ciydae, eciau Ha ydactke cetd oT C30 no Touku npucoenunenus k ECII/] 3amura
JaHHBIX  oOecrieunBaeTcsi cTopoHHHM omepatopom CK3M B cooTBeTcTBUU
¢ TpeboBanusamu T3.

2.41.3. cnoaHUTEND B TEYEHUE BCETO CPOKA OKA3aHUs Y CIIYT CBSI3U 00€CTIEUNBAET
3a CBOM CYET HACTPOWKY, BKJIOYasi H3MEHEHHE HACTPOEK B COOTBETCTBHUH C 3alPOCAMH
3aka3uyuka, TEXHUYECKOE OOCIYyKMBAaHHUE U PEMOHT OOOpYyIOBaHUS, B TOM YHUCIE
KpUIITOMapIIPyTH3aTOPOB, ycTaHoBIeHHbIX Mcnomuurenem B C30. Ilpu 3Tom cpoku
U TOPSAOK BBIIOJHEHHUS PErJIAMEHTHBIX M PEMOHTHBIX pPabOT yCTaHABIMBAIOTCS

PernmaMeHTOM TEXHUYECKOM MOAJCPIKKH IIpU OKa3aHHUH YCJIYI‘I/I CBA3U, YTBCPIKACHHBIM

3aKa3unuKoOM.

2.42. TD€6OBaHI/IH K B3aUMOACHCTBUIO MCXKAY HcnonHureneM

u IIpencrasurenem HUK nipu npenocrasieHnu Y Ciayr CBI3H:

2.42.1. HcnonuuTtens NpeIoCTaBisIeT U YCTAHABIMBACT JIJIsI BCEX OOBEKTOB
UK, mnpucoenuusembix (nmonkmouaembix) kK ECIIJ, kpunromapiipyTuzaTopbl
WIM  MapHIpyTHU3aTOpbl Ha OCHOBAaHMU 3adBOK. YCTaHOBKA  0OOOpYAOBaHUS
OCYIIECTBIISIETCS B TEIEKOMMYHHUKAIIMOHHBIE TTIKadbl. B ciiydae oTCcyTcTBUS HA 00BEKTE
UK TtenekomMmmyHHKamoHHOTO mikada VcroMHUTENh OCYIIECTBISET €ro YCTAaHOBKY.

2.42.2. Komnonent «IIpenocraBnenue poctymna» i HU30MpaTENbHBIX
KoMuccuii cyonekToB Poccuiickoit denepanu U TEPPUTOPHATIBHBIX H30UPATEIbHBIX
KOMHCCHM, PpAaclojOXKEHHbIX Ha TeppuTopusix cyObekToB Poccuiickoit denepanuu
(3a wuckmouenueM Pecnyonuku Kpeim u 1. CeBacTomosisi) B COOTBETCTBUU

c 3ampocamu [[MK P® 6e3 ycranoBku CK3U (mns HoBbix OOBektoB LUK, panee

He mnoakimodyeHHbIx K ECIIJ) — BximodaeT B ce0s YCTaHOBKY MapHIpyTHU3aTOpa
Ha oobekTe LK.
2.42.3. HcnonHurens B TEYEHHME BCErO CpOKa OKA3aHWUS YCIyr CBS3U

o0ecreynBaeT 3a CBOM CUET HACTPOMKY, BKJIIOYAsi M3MEHEHHE HACTPOEK B COOTBETCTBUU
C 3ampocaMu 3aKa3urka, TEXHUYECKOEe 0OCITy)KMBaHHWE U PEMOHT 00OpYyIOBaHMUsI, B TOM

YHUCJIC KPUIITOMAPIIPYTHU3ATOPOB U MAPIIPYTHU3ATOPOB, YCTAHOBJICHHBIX HNcnonautenem
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B C30 B pamKax OKa3aHHUs yCIIyr B COOTBETCTBUU
c HactosuwM T3. [Ipr 3TOM CpOKH 1 TOPSIIOK BBHIIIOJIHEHUS PETJIAMEHTHBIX M PEMOHTHBIX
paboT ycTaHABINMBAIOTCS PerimaMeHTOM TEXHUUYECKOH MOAIEP/KKY ITPU OKa3aHUU Y CITyTH
CBSI3H, YTBEPKJACHHBIM 3aKa3UUKOM.

2.42 4. TpeboBaHUs K CpeICTBAM MAPIIPYTU3ZAINN;

2.42.4.1. CpeacTBa MapuIpyTH3aIMU JOJDKHBI BBIMOJHATH GyHKIUN Firewall u
QoS, a Takke JOKHEL:

—  obecrnieurBaTh BO3MOKHOCTh MOHUTOPUHTA COCTOSTHUS 110 TpoTokoiy SNMP;

—  [OAJAEpPXUBATh CTAaTUYECKYI0 M JHHAMHYECKYIO0 MapuipyTtuzauuio [Pv4
u [Pv6 no nporoxkony BGPv4 (cnenudukamus IETF RFC 1771), OSPFv2,
RIPV2;

—  o0Omagate MexanuzMamu ¢puibTpanuu Tpaduka no TCP/UDP noprawm;

—  NOJJEPXKUBATH NPOTOKOIIBI pe3epBupoBanus VRRP;

—  noaaepuBaTh MmexaHusM NAT;

— olecrneunBaTh MOJJIEPKKY HE MeHee 3 (TpeX) KIaccoB OOCITyKHMBaHUS
tpaduka moaenu DiffServ;

—  obecnieunBaTh BO3MOXXHOCTH paboTel B kaduectBe DHCP relay arenra,
KJIMEHTA, CEPBEPA;

—  obecrneunBaTh BO3MOXKHOCTh paboThl B kauectBe DNS (kmueHTa, proxy,
cepsepa), NTP (kiuenrta, cepepa);

—  obecrneunBaTh BO3MOXHOCTH MOJACPKKH co3nanust VPN TyHHenen.

2.42.42. Pexum pabOThl CpEICTB MapUIPyTU3AUUU — KPYIJIOCYTOYHBIM
HE0OCITy>)KMBaEMbI, 10 cxeme 24 Jyaca B CyTKH, 7 THEW B HEJIETIIO.

2.43, TpeboBaHUA K MOJIYJILHOCTH Y CIVT CBSA3H:

1) VYcayru cBs3u JOJKHBI 00J1a/1aTh MOJTYJIBHOCTBIO;

2) MoaynpHOCTh  JOJDKHA  00O€creurMBaTh  BO3MOXKHOCTh  J100ABJISITh
1 KOMOuHUpOoBaTh KOMIIOHEHTHI B paMKax MPeI0CTaBIeHUs Y CIYT CBS3H;

3) Kaxnapiii KomMmoHeHT q0JKeH o0ecrieunBaTh BBITIOJTHEHUE CBOCH (PYHKITUH.

2.44. TpeboBanud K MACIITAOUPYEMOCTHA Y CIIVT CBSI3H:

1) Hcnonuurens AOMDKEH OOECIEUUTh TEXHUYECKYIO TOTOBHOCTh CETH
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nepenadn AaHHbIX McnomHurtens k okazaHuto Ycayr cBasu C30 B COOTBETCTBUU
C OJIYYEHHBIMHU OT 3aKa3unka 3asBKaMu;

2) VYcuyru cBsi3u JOJDKHBI 00O€CIeunBaTh MaclITAOUPYEMOCTh, JOCTATOYHYIO
g paboThl camMuX YCIOyr CBsA3M, a Takke Bcex KOMIOHEHTOB B €€ cocTaBe
0€3 IONOJHUTENBHBIX 3aTpaT 3aKa3uuKa;

3) MacmtabupyeMocTh  YCIyr  CBSI3U  MOXET  JOCTUTaTbCsl  IyTEM
MOJIEpPHU3AIIMN TPOTPAMMHOTO W/WIM aNmapaTHOro OOeCTedYeHHs], MOIKIIOYCHHUS
nonosnHuTenbHbIX cucteM K ECIIJ] u pacminpenrem npomnyckHON ciocOOHOCTH KaHAJIOB
CBSA3HU;

4) PacumimpeHue KaHAJIOB CBA3M HE JODKHO NPHUBOAUTH K YXYAILICHHUIO
[1apaMeTpOB KavyecTBa Y CIIYT CBSI3U U HE JOJDKHO OKA3bIBaTh BIMSHUE HA KOMIIOHEHTHI;

5) HcnonHutens BO BpeMs HCIOJIHEHUS TOCYJAPCTBEHHOIO KOHTPAKTa
CaMOCTOSITENIFHO WJIM 10 TpeOOBaHMIO 3aKa3uhKa ONpENeNseT HeO0OX0AUMOCTb
MacIITabupoBaHus Y CIIyT.

2.45. TpeboBaHUA K OTKA30YCTOUYUBOCTH Y CIIVT:

1) Ycayru cBsa3u AOMKHBI OOECIEYMBATh OTKA30yCTOMUYMBOCTH B IIEJIOM
1 0TKa30yCTONYMBOCTHh KOMIIOHEHTOB B 4aCTHOCTH. B ciiyuae BOZBHUKHOBEHUS COOEB WK
aBapuil YCIyru CBSI3U JOJDKHBI MPEOCTABIATH BO3MOKHOCTh UBMEHEHHUS aITOPUTMOB
paboThI, s oOecredeHus] CoOXpaHeHUs paboTOCTIOCOOHOCTH YCIIYT CBSI3M B IMOJIHOM
o0BeMe;

2) OTKa30yCTOMYMBOCTh MOJKIIOUCHUS TIPU OKa3aHUU Y CIYT CBSA3M JIOJDKHA
o0ecrieunBaThCs CIACAYIOIMIMMU PEIICHUSIMH, HO HE UCKITIOUUTEIIBHO:

— WCIIOJIb30BaHUE PE3EPBHBIX KAHAJIOB CBS3M HA MAaruCTPAJIbHBIX JIMHUSIX
ECIIA;

- VICIIOJIb30BAHUE Ha CEerMeHTax MPLS-cetn Hcniomaurens
OTKa30yCTOWYUBBIX KOH(UTypaluii O0OpyAOBaHUS W TMPOTPAMMHOTO OOECIeYeHHUS,
o cxemam N+1 uimm N+N;

— UCIIOJIb30BAaHUE MCTOYHUKOB OecriepeOOMHOro mnuTaHus Ha Toukax
MPUCOEAUHEHHUS 1JIs 3a1UThI OT MOTEPH ANEKTPOIUTAHUS;

— TyOJIMPOBAaHKE KITIOUEBBIX KOMIIOHEHTOB;
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— WCIIOJB30BAaHNUE  PE3EPBHBIX  KAHAJIOB  CBSI3M B MaruCTPAJIbHOU
cocrapisitomieii  ECIIJ] mexnay Toukamum npucoenunenus ECIII, mno3Bossrommx
nepeHanpaBiATh Tpaduk B 00X0]1 OTKA3ABIIETO MYTH;

— MapuipyTH3alui0 Tpaguka ¢ MNPUMEHEHHEM IPOTOKOJOB CTaTUYECKON
WIN JUHAMHAYECKON MapIIpyTU3alUu;

3) B cnydae mnpekpailieHuss SHEpProcHa0Xarolleld opraHu3aleil mnoaadu
anekTporutanus Ha Touky npucoenunenus ECII], UcnonauTens 00s3aH MPOIOKAT
NpEAOCTaBICHUE YCIYr CBA3W B TeueHue 4 yacoB. bonee OnuTenbHbIE TEPEPHIBBI
B DJIEKTPOCHAOKEHMM, TOATBEPXKIACHHBIE CO  CTOPOHBI  HHEPrOCHAOKAIOIIUX
OpraHu3alMid, CYUTAIOTCA (POPC-MAKOPOM.

2.45.1. TpeboBanuss Kk oTkKazoyctouuBocTd KommnoHeHTa «MOHUTOPUHT U

obOecrieueHre 0O€30MaCHOCTH CBI3W» B 4YaCTH DJJIEMEHTA MEXKCETEBOrO

skpadupoBauusg (MCD):

1) OrkazoycroitunBocth MCD H0OMKHO 00ECIEYUBATHCS — CIECAYIOIIMMU
pELICHUSIMU:
— UCIIOJIb30BaHUE  OTKA30yCTOMYMBBIX  KOH(UIypallMii  aIapaTHOIo
Y MIPOTPAMMHOTO 00€CTICUeHUS;
—  pe3epBUpPOBaHHE HACTPOEK CPEJICTB 3aIUTHI.

2.45.2. TpeboBanusi Kk oOTKazoycToiunBocTd KommnoneHta «MOHUTOPHUHT

n obecrneyeHre 0€30MaCHOCTH CBSA3MY B YaCTH DJeMeHTa «3aiuTbl oT DDoSy:

1) Otka3zoycTOMYMBOCTH cpencTB 3ammThl oT DDOS momxHO oOecreunBaThCs
CIEAYIONIMMU PEIICHUSIMMU:

— WCTIOJB30BaHUE  OTKA30yCTOMYMBBIX  KOH(UTYypalMii  ammapaTHOro
Y IPOTPaAMMHOTO O0eCTIeUEHUS;

— UCIIOJIb30BaHUE PE3EPBHBIX KAHAJIOB CBSI3W B MarucTpajiu, MO3BOJISIOIINX
MepeHanpaBisITh Tpahuk B 00X0/1 OTKA3aBIIETO MyTH;

—  pe3epBHpPOBAHUE HaCTPOEK CpeICTB 3aIUTHI.

2.46. TpeboBanna kK peamm3anmu  CUCTEMBl  TEXHUYECKHUX  CPEIACTB

U1 00ecneyeHns QVHKIIMNA OonepaTUBHO-PO3BICKHBIX Meponpusatuii (COPM).
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O6ecneunts peanuzanuio Gpyuakiuit COPM (COPM 2 u COPM 3), B cOOTBETCTBUHA

¢ TpeOOBaHUAMU HOPMATUBHO-TIPABOBBIX aKTOB:

1) TpeGoBaHus K CETSAM JIEKTPOCBSI3U JJIsi IPOBEICHUS ONEPATUBHO-PO3BICKHBIX
meponpusatuii  Yacte 1. OOmume TpeboBanust (yTB. mpukazoM MUHUCTEPCTBA
uH(pOpMaIMOHHBIX TexHOIOoTHi U cBsizu PD ot 16 siuBaps 2008 r. Ne 6);

2) IlpaBuna oxa3zaHHsl TEJIEMATUYECKUX YCIYT CBSI3U (YTB. TMOCTAaHOBIEHUEM
[IpaBurensctBa PO ot 31 nexabps 2021 Ne 2607 "OO6 yrBepxaeHun [IpaBun okazanus
TEJIEeMAaTUYECKUX YCIYT CBA3U");

3) IlocranoBnenue IIpaBurenbctBa P® ot 27 aBrycta 2005 1. No 538
«O0 ytBepxkaenuu lIpaBui B3auMOAEICTBUSL ONEPATOPOB CBSA3HU C YIOJTHOMOYEHHBIMU
rOCyJapCTBEHHbIMM  OpraHaM{,  OCYLIECTBISIFOLIMMU  ONEPATUBHO-PO3BICKHYIO
NEeSATEIBHOCTDY;

4) Tlpukaz MuHucTEepCTBa CBA3M M MAacCOBBIX KOMMYyHHUKanuii P® ot 16 ampens
2014 1. Ne 83 «OO0 yrtBepxnenuu I[IpaBun npumeHeHUs OOOpPYAOBAHHUS CHUCTEM
KOMMYTallM{, BKJIOYas MpOrpaMMHOE oOecredeHne, 00eCleUnBaoIIero BhIIOJHEHUE
YCTAHOBJICHHBIX JACHCTBHI NpPU NPOBEACHUU OINEPATUBHO-PO3BICKHBIX MEPOIPUSITHUH.
Yacts III. IlpaBuna npuMeHeHus OOOpPYAOBaHUS KOMMYTAalMW M MapuIpyTH3aLUU
NaKkeToB MH(OpMalMK ceTel nepenayu JaHHbIX, BKIIOYas MPOrpaMMHOE oOecrieueHue,
00eCreunBaoIIero  BBINOJIHEHWE YCTAaHOBJIEHHBIX JCHCTBUM TpU MPOBEACHUU
OMEPAaTUBHO-PO3BICKHBIX MEPONPUATUN;

5) Ilpukaz MunuctepctBa 1IHUPPOBOTO pPa3BUTHs, CBSI3M W  MAaCCOBBIX
koMMyHUKalMii P® ot 29 oktabps 2018 r. Ne 573 «O06 yrBepxkaeHun TpeOoBanuit
K TEXHUYECKUM M MPOTPAMMHBIM CPEACTBAM MH(OPMAIMOHHBIX CUCTEM, COJEPIKAIINUX
0a3pl TaHHBIX a0OHEHTOB OIEpaTopa CBA3M M NPEIOCTABIEHHBIX UM YCIyTax CBS3H,
a Takxe MHGOPMAIMIO O TMOJIb30BATENSAX YCIYraMu CBSI3U M O MPEJOCTABICHHBIX UM
yCclyrax  CBsI3W, OOECMHEUMBAIOIIMX  BBINIOJHEHHUE  YCTAHOBJIEHHBIX  JIEHCTBUM
[IPU MIPOBEJECHUHU ONEPATUBHO-PO3BICKHBIX MEPOIIPUATHINN;

6) ®enepanbHbiil 3akoH OT 6 uroJst 2016 1. No 374-D3 «O BHeCEHUU U3MEHEHUM
B ®Denepanbubiii  3akoH "O OpOTHBOACHCTBUM  Teppopu3My' U OTHEJbHbIC

3aKkOHomarenbHble  akThl  Poccuiickon  @enepanuy B 4acTU  YCTAHOBJICHUSA
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JIOTIOJTHATEIBHBIX MEP MPOTHUBOJACHCTBUS TEPPOPH3MY M 00CCIICUCHUST OOIIECTBEHHOM
0€30I1aCHOCTIY.

2.47. TD€6OB3HHH K XpaHCHHIO IICPCaaBacMoOro Tpad)m(a N CO3JaHHIO CHCTCM

XpaHCHUA JaHHBIX.

ObecnieunTh peanu3anuio (QYHKIMA MO XpaHEHHWIO IepelaBaeMoro Tpaduka
U CO3JIaHUIO CUCTEM XPaHEHUs TaHHBIX B COOTBETCTBHM C TPEOOBAHUSIMU HOPMATHUBHO-
MPABOBBIX AKTOB W BHIMOJIHEHHS JECHCTBYIOIIETO COTJIACOBAHHOTO IJIaHA MEPOIPHUITUI
no peanuzanuu TpedoBanuii deaepanbHoro 3akona ot 06 uronst 2016 r. Ne 374-d3 «O
BHECEHMHM W3MeHeHuH B PenepanbHblii 3akOoH «O MPOTHUBOAECUCTBUH TEPPOPUZMY»
Y OTJENbHBIE 3aKOHOAATENIbHBIE aKThl Poccuiickoin deaepannm B 4aCTH yCTAHOBJICHUA
JIOTIOJTHUTENIBHBIX MEpP MPOTUBOJCHCTBUSA TEppopu3My U olecrieueHus oOIEeCTBEHHON

0€30IaCHOCTHY.

2.48. TpeboBaHUA K CHCTEMHOMY MPOEKTY.

He mnosnnee 90 kanenmapHbIx nOHEW ¢ MoMmeHTa mnoanucanus KoHTpakxra,
HcnonauTtens MOJDKEH MPEAOCTaBUTh 3aKa3uMKy CHUCTEMHBIH IPOEKT, ONKCHIBAIOIINN
BOIPOCHKI MPEIOCTABJICHUS Y CIYT CBSI3U, BKIIIOYAs:

2.48.1. Moguenb yrpo3 6e30macHOCTH HH(pOpMaIHH.

Mogens yrpo3 6e30macHOCTH UHpOpMAIUU JOJIKHA COAEPKaTh OMKMCAaHUE YyTIPo3
0e301macHOCTH MH(OpMAIMK, BKJIIOYAIOIIEE ONMUCAHUE BO3MOXHOCTEH HapyIIUTENICH
(MoIlens HAPYIIMTENSA), BO3MOXKHBIX YA3BUMOCTEH MPOrPaMMHBIX MOJYJIEH, CIIOCOOOB
peanuzaiuu yrpo3 0€30MmacHOCTH HH(POpMAIIMU U TIOCJIEICTBUN OT HApYIIEHUS CBOMCTB
6e3omacHOCTH UH(POPMAIIUH.

Jlns onpenenenus yrpo3 6€301macHOCTH HH(pOopMaIu 1 pa3paboTKU MOCIH yTIPo3
W MOJCNIM HapYyIIUTENsT Oe30MacHOCTH HWH(OpMAIUU MPUMEHSIOTCS METOANYECKUE
JOKYMEHTHI, pa3pabotanubie U yTBepxkaeHHble ®OCTIK Poccum, yuutsiBaercs
uHdpopmanuss w3 banka pmaHHeix  yrpo3  6e3omacHoctu  DPCTOK  Poccum

(https://bdu.fstec.ru/), Tlpukaz @OCb Poccum ot 10 wurons 2014 1. Ne 378

«O06 ytBepxknennu CocTraBa W COJIEpKaHUS OPTaHU3AIMOHHBIX M TEXHUYECKHUX MEP

no oOecrneyeHnuto O€30MaCHOCTH TMEPCOHANBHBIX JaHHBIX MpU HX 00paboTke
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B MH(OPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHHEM CPEICTB
Kpunrorpadguueckoi  3amuThl  UHPOpMANUUA, HEOOXOMWMBIX [JI1  BBIOJTHCHUS
yctaHoBJieHHbIX [lpaButenscTBOM Poccuiickoit ®deneparuu TpeOOBaHMM K 3alluTe
MEPCOHANIBHBIX JTAHHBIX JUISl KaXKJO0Tr0 U3 YPOBHEN 3aIUILIEHHOCTH .

TpeboBanuss k  Kommnonenty — «3ammra  JaHHBIX»  ONPEIEISIOTCS:
- B 3aBUCHMOCTH OT KJacca 3allUIIEHHOCTH M Yrpo3 0e30macHOCTH WHGOpMaIH,
BKJIFOUEHHBIX B MOJIENb YyTPpo3 Oe30macHoCcTH HHPOpMaIny;

- ¢ yuetoM ['OCT 34.602, 'OCT P 51583 u 'OCT P 51624, B yactu onpenencHus:

-11eTIel 1 3a/1a4 o0ecTeueHus 3aluThl HHPOpMaIlHH;

-KJlacca 3alUIIeHHOCTH;

-IIEPEYHs] HOPMATUBHBIX [PABOBBIX AaKTOB, METOJUYECKUX JIOKYMEHTOB
M HAlMOHAJBHBIX CTAHJIAPTOB, KOTOPBIM JOJDKHBI COOTBETCTBOBaTh KOMITIOHEHT
«3alnTa TaHHbIX»;

-TpeboBaHui K 3ammTe uHGOpMaIU Ipu MHGOPMAIIMOHHOM B3aUMOJCHCTBUU
¢ IC u unpopmManimoHHO-TEIEKOMMYHUKAIIMOHHBIMU CeTAMH, B ToM unciie ¢ UC ®OUB,
POUB.

2.48.2. Peannzammo COPM.

2.48.3. Meporpusitusa 10 peanu3anuu TpedoBanuit dDenepaabHOTO 3aKOHA
ot 06 utonst 2016 roga Ne 374-@3 «O BHeceHun n3MeHeHuil B OegepanbHblil 3aKk0H «O
MIPOTUBOJICCTBUU TEPPOPUZMYD.

2.48.4. OOecnieueHre BBIMOJTHEHUST TpeOoBaHMN K okazaHuto KommoHeHTa
«IIpenocraBnenue gocrynay.

2.48.5. OOecnieueHue BBIOJIHEHUS TpeOoBaHUM MO okKa3zaHuio KommoHeHTa
«OrpanudeHue 10cTyna K uHGHOpMaIIHH.

2.48.6. OOecnieueHre BBIOJIHEHHUS TpeOoBaHUM TO oka3zaHuio KommoHeHTa
«MoHnuTopuHr u obecrieueHne 6€30MaCHOCTH CBSI3M».

2.48.7. OOmmMe NPUHIUINBI  TOCTPOCHUS  CETEBOM  MHQPPACTPYKTYPHI
IUIs OKa3aHus Y CIIyT CBS3U.

2.48.8. MHxkeHepHO-TEXHUYECKHE PEIICHUSI M0 OpraHu3aluyd OKazaHus Y CIIyr

cBs3u At C30 na 6aze ECII/I.
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2.48.9. NHXEHEpHO-TEXHUYECKUE DPEIICHHS] MO OPraHHU3alUu OKa3aHWs Y CIIyT
csi3u st C30 Ha 6a3e CIyTHHUKOBOW CETH CBSI3U.
2.48.10. Onucanue u ctpykrypHbie cxembl noctpoenust ECIIJ] mo cyOobexkram
Poccuiickon ®@eneparnumn.
[Ipu mnoctpoeHnn HUHPPACTPYKTYpbl nis oka3zaHuss KommoHeHTa — «3ammra
JAHHBIX», IPOBECTH OLIEHKY B COOTBETCTBYIOIIEM INOPSAKE, ycTaHOBIEHHOM D3 Nel&87
«O 6e30macHOCTH KpUTHYECKON MH(DOpMAIMOHHON A1 MHGPacTpyKTypsl Poccuiickoii

dbenepanun» ot 26.07.2017 r.

2.49. TpeboBaHNA K TEXHUYECKOU mouiepkke McnoJIHUTES IPU OKa3aHUU Y CIyT
CBSI3U:

2.49.1. B nepuon oxazanuss  Ycenyr ez McnonHutens  00s13aH
OCYILECTBIISITh TEXHUYECKYI0 Toaaepkky Ilorpebuteneit (manee - TexHudeckas
MOJJIepKKa) MO BOMPOCaM OKa3aHWs YCIyr CBS3M B COOTBETCTBHE C PeriiameHToMm
TEXHUYECKON MOJIECPKKU MPU OKa3aHUU Y CIYTU CBS3U (YTBEPXKICHHBIM 3aKa3uUKOM
B cooTBeTCTBUU 1. 7.1. T3).

2.49.2. B uensix okazaHusi JOMOJHUTEIBHON KOHCYJIbTAIMOHHOM TTOJICPIKKH
[ToTpebuteneit mo Bompocam, CBA3aHHBIM C OKa3aHWEM Y CIIYT CBS3H, a TAKXKE B IIEJISX
oOecrieueHrss BO3MOXXHOCTH YIIPaBJICHUsS Y CIyraMu CBsi3U cO cTOpoHbl [loTpebutenei,
Hcnonuurens AOMKEH co34aTh pecypc B ceTtu MHTepHeT, pa3MecTUTh Ha HEM
MHCTPYKIMU U JOINOJIHHUTENbHbIE MaTepuaibl it [lorpedbuteneid u co3nath JInunHbii
KaOWHeT.

2.49.3. TexHuueckas moaaepkKKa JOJDKHA OCYIIECTBISTHCA KPYIJIOCYTOYHO
1 €KEIHEBHO B COOTBETCTBUU C PeriiaMeHTOM TEXHHUYECKON MOJIEPKKHA ITPU OKa3aHHUU
Yenayru  cBsizu, yTBepkiaeHHbIM 3akazuukoM. Jlms OOwexktoB I[IUK Permament
pa3pabatrbiBaeTCsl OTACIBHO W J0JbKeH ObITh coryacoBan ¢ [[MK Poccum. Ilocrne
yTBepKIeHusl Permamenta 3aka3uymkoM, OH JOJKEH OBbITh pasmernieH Vcromautenem
Ha pecypce, CO3aHHOM B COOTBETCTBUH C 11. 2.50.2 T3, n HanpaBieH 1j1s1 03HAKOMJIEHUS
B azpec Bcex [loTpebuTtenei, ykazaHHbIX B 3asBKax 3aka3uMka Ha OKazaHue Y CIyru

CBi3H.
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2.49.4. OOparieHns B TEXHUUECKYIO MOIEPKKY TOJKHBI PETUCTPUPOBATHCSA
MOCPEACTBOM CIIEIYIOIINX CIIOCOOO0B:

— 0 eIMHOMY OecIIaTHOMY KOHTaKTHOMY HOMepyY TenedoHa;

— TIOCPEACTBOM OTIPABKH COOOIICHUI SJIECKTPOHHOW IOYTHl HA EIUHBINA
MOYTOBBIH SIIUK;

— TIOCPEACTBOM JINYHOTO KaOWHETA;

— aBTOMAaTHYECKOE 3aBEJCHHE WHIUJICHTOB Ha OCHOBAaHUU COOBITHIA,
MOJIYYEHHBIX B X0/J1e OKa3aHUsI KommnonenTa «MoOHUTOPUHT
u obecrieyeHne 0e30macHOCTU CBA3M» (DieMeHT «MOHUTOPUHT MMapaMeTpoB KauyecTBa
MPEOCTABIISIEMBIX YCIIYT»).

2.49.5. [IpodunakTudyeckue pabOThI:

1) Ilpm mnpoBeaeHHM NOPOPUIAKTUYECKUX paOOT JOMYyCKAaeTcsl NepepbiB
B OKa3aHUU Y CIIYT CBSI3H.

2)  IlpoBenenue yka3zaHHBIX BHUJOB PabOT JOKHO OCYIIECTBISTHCS B Yachl
HauMEHbIeH Harpy3ku W uHPopmupoBanue mnpeacraButenass C30 M0KHO OBITH
IIPOM3BENICHO 3apaHee He MeHee 4eM 3a 3 pabouux JHA A0 Hayaia paboT 1o Tenedony
WJIY DJIEKTPOHHOM TOYTE.

2.49.6. [TpuopuTeTsl U BpeMsi BOCCTAHOBJIEHUSI pabOTOCIIOCOOHOCTH Y CIIyT
cBs3u st O6wvektoB LIUK onpenensiercs tpedoBanusimu [Ipumnoxxenns Neo7.

2.49.7. [TpuopuTeTsl U BpeMsi BOCCTaHOBJIEHUSI pabOTOCIIOCOOHOCTH Y CIIyT
cBs3u i1 OOpa3oBaTeIbHBIX OpTraHU3AIIHIA:

1) HeucnpaBHOCTM NOIpa3eisiOTCd HAa YEThIpE MPUOPUTETA MO CTENEHH
CPOYHOCTH MX YCTPAHEHUS:

1-v11i npuopumem — Kpumuunuwiii:

—  compoBOXKJaemas ycliyra He JOCTYITHA (aBapusi);

— MaccoBblie (Oomee gnecaTu oOOpaiieHWid B TEUEHUE TPUIIATA MUHYT
or pazmmunbix C30 B otmensHOM cyObekTe Poccuiickoit denepariim)
oOpalieHMil B TEXHUYECKYI0 MOIAEpKKy McrnonHurtens, CBs3aHHbIC
C HapylleHueM paboTOCIOCOOHOCTH Y CIIyT CBSI3U, OTHOCSIIIIMECS K OJJHOMY

COOBITHIO;
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2-oti npuopumem — Bvicokuii:

—  HaOromaeTcsd

MacCoOBas Acrpaganus IMPOU3BOAUTCIIBHOCTH U

MMCPHUOANYICCKOC ITPCPBIBAHUC YCIYI'H B HC MCHCC 5 ITIPOLICHTOB O6HICFO qucia

C30 B peruosne;

—  (ukcupyroTcsi NepuoaAMYEcKHe MpepbIBaHUS WM JAerpafarus (CHUXKEHUE

CKOPOCTU OTHOCHUTEIBLHO 3asBJICHHON) B pabote yciayru B ogHom C30;

3-ui npuopumem — Cpe

OHUIL:

—  HapylleHHE BCIIOMOTaTelIbHON (DYHKIIMOHATILHOCTH Y CIIYT CBSI3H;

— 3a1poC Ha O6CJIy>KI/IBaHI/Ie HJIN NBMCHCHHUC HACTPOCK;

—  3ampoc Ha U3MEHEHUE KOHDUTYpaluy uin GyHKIHUOHAIBHOCTH Y CIIYT CBSI3H;

4-u npuopumem — Hus3

KUUL:

—  mpoOseMbl 0€3 yTpaThl CIIOCOOHOCTH Y CITYT CBSI3H;

— 3allPOChI I10 OKAa3aHUIO HH(i)OpMaHHOHHOﬁ IMOAACPIKKH,

—  npeactaButento C30 TpeOyeTcs: KOHCYJIbTAIIMS.

ITokazaTenp HopmaTuB BpeMeHU peakiuu
Pexum perucrpanuu
oGparmeHHit 24 yaca 7 nHel B HEOEIIO
Bpewms petieHus 10* gacoB pabouero Bpemenu (¢ 08:00 mo 18:00
WHIUJEHTOB MIepBOTO MECTHOT'O BPEMEHH I10 PaOOYUM JIHSIM) C MOMEHTA
MpUOpUTETA perucTpanuu oopaiieHus.
B nmepuonbl mnpoBeneHuss u30UpPATENBbHBIX KOMITAHUI
pPa3IMYHOTO YPOBHSA W TEPUOABLI MPOBEICHUS €IUHOTO
roCyJIapCTBEHHOTO AK3aMEHa- KPYrJOCyTOUYHO
Bpewms pelieHus 14 * gacoB pabouero Bpemenu (¢ 08:00 go 18:00
WHITUJEHTOB BTOPOTO MECTHOT'O BPEMEHH I10 PaOOYHUM JTHSIM) C MOMEHTA
MpUOpUTETA perucTpauy oopaIieHus.

B nepuon npoBeneHust n30UpaTenbHbIX KOMITAaHUH
PA3JIMYHOTO YPOBHS U IIEPUOABI TPOBEACHUS €IMHOTO

rOCY/IapCTBEHHOTO SK3aMeHa - KPYTJIOCYTOYHO
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[Toka3zarenp HopmatuB BpemeHn peakuuu

20* gaca pabouero Bpemenu (¢ 08:00 mo 18:00
Bpewms pemenus
MECTHOTO BpEMEHU 10 pabounM JHsAM). B mepuon
MHIIUJIEHTOB TPETHETO N

POBEACHUS U30UpATENbHBIX KOMIAHUM Pa3IMuHOTO
IpUOpUTETA
YPOBHSI- KPYTJIOCYTOYHO

24* gaca pabouero Bpemenu (¢ 08:00 mo 18:00
Bpewms pemenus
MECTHOTO BpeMeHU 1o pabouuM gaHsiM) B nepuon
WHITAJICHTOB Y€TBEPTOTO .
MIPOBEICHMS N30MPATETHHBIX KOMITAHUH Pa3InIHOTO
MIPUOPHUTETA

YPOBHSI- KPYTJIOCYTOYHO

*) VYkazaHo BpeMs YCTpaHEHHUS HEUCHPAaBHOCTH, HE TpeOylollee BbIE3/aA.
JIJ1st BOCCTAaHOBJIEHHSI MarucTpaJibHOM KaOEJIbHONM HHPPACTPYKTYpPHI, padOT HA y3JI0BOM
1 MarucTpajibHOM 00OpYyJOBaHUU, 3aMEHbI 000PY/I0BAHUS/BOCCTAHOBJICHUSI KaOEIbHOM
uHppactpykTypsl HWcnonHutens u UHBIX paboT, TpebOyromux Boie3ga B C30,
HOPMAaTHBHBIE CPOKH PEIICHHS MHLIUIEHTA YBETUUMBAIOTCS Ha 48 4acoB. YKa3aHO BpeMs
JUI1 BOCCTAHOBUTENBHBIX pabOT MHPpacTpykTypbl VMcnonnurens, 0e3 yuyera BpeMEHU
BOCCTaHOBUTENBHBIX padboT obopynoBanus C30, uHPpacTpyKTypbl HHOOPMALTMOHHBIX
cucrew, a Takxke Hanuuus C30 B TpyTHOAOCTYIIHOM HACEIEHHOM ITyHKTE.

i 0OBEKTOB, pPaclOJOKEHHBIX B TPYAHOIOCTYNHBIX HACEJICHHBIX ITyHKTax
(TpyAHOJOCTYIIHBIN HACENEHHBIM MYHKT - 3TO HACEJICHHBIA MYyHKT, KOTOPBIA B CHITY
MOTOJIHBIX, MPUPOJHBIX, TEXHOTEHHBIX M HHBIX OOCTOSTENBCTB U (MJIM) OTCYTCTBUS
AJIEMEHTOB HWH(QPACTPYKTYphl CTAHOBUTCS HEJOCTYMHBIM WU TPYAHOJOCTUKUMBIM
JUTSI TPAHCTIOPTHBIX CPEACTB) CPOK PEIICHMS MHLIUIEHTA JIJIS1 BOCCTAHOBJIEHUS KAOEIbHOU
uHpacTpykTypsl Mcnonnurens, 3aMeHbl 000pyaoBanus VcromHUTENsI U MHBIX pador,
TpeOyronux Bbie3ga Ha 00bekT C30, a Takke aJii BOCCTAHOBJICHUSI MarucTpajibHOMN
KabebHOM MHQPPACTPYKTYphl, pabOT Ha Y3JI0BOM U MarucTpaJibHOM OOOpPYIOBaHHH,

yBenuuuBaercs A0 10 pabouux gHEH.

PeriiaMeHT TeXHHYECKOM MOMAEPKKHU IPU OKA3aHWUU YCIYTH CBSA3U JOJDKEH

MpeaycMaTpuBaTh MOPSAIOK B3aumojiercTBus Mexay llotpedutenem, Mcnonnurenem
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1 3aKa34yuKOM, B TOM YHCIIC:

® TOPSIIOK PETUCTpAIMU, OTKPBITUSA, OOpaOOTKU M 3aKpbITUS OOpaIieHH
[ToTpebuteneit mo BompocaM TmpeaoctaBiieHus Ycuyr cBsizu CiyxOoit
TEXHUYECKOMN nmoaepKku 3akazuuka u Ciry:k00M TEXHUUECKOUW MOJACPKKU
Hcnonnurens;

® TIOPSIIOK PETHCTPALU, OTKPBITHS, OOpaOOTKH WM 3aKPBHITHS OOpaIICHHA,
CO3JaHHBIX HA OCHOBaHUU COOBITHI, TMOJYYEHHBIX B XOJ€ OKa3aHUs
Kommonenta «MoOHHUTOPUHT u oOecreueHne Oe30MacCHOCTH  CBS3H»
(OnemenT «MOHMTOPUHT TIAPAMETPOB KadyecTBa MPEIOCTABIIIEMbBIX
YCIIYT»);

e mopsiok  B3auMmozeuctBusi [lorpebuteneit, CiykO00H TEXHUYECKOU
noasiep kK 3akazunka u Ciry:)k001 TeXHUUECKOU o iepkku McroaHuTens
MpU TJIAHUPOBAHUM U MPOBEJICHUU TEXHOJIOTMYECKUX MEPEPHIBOB;

® TOpsNOK (HOPMUPOBAHMS W TPENOCTaBICHUS 3aKa3yMKy OTYETHOCTHU
no oOpamieHusiMm [lorpebuteneid U OTYETHOCTH O KAYECTBE YCIYT CBSI3U
Komnonenta «MoHuTOpuHr U oOecriedeHue O€30MacHOCTH  CBSI3H»
(OnemeHT «MOHUTOPUHT TAapaMETPOB KauecTBa MPEIOCTaBIISIEMBIX
YCIIyT»);

® TIOPSIIOK PETUCTpAIMHU, OTKPBITHSA, OOpaOOTKU M 3aKpHITUS OOpalieHuin
[ToTpeOureneil, HanpaBIeHHbIX Yyepe3 JIMUHbII KaOUHET.

Ipumeuanus:

1) B cnyuasix, ecnu 1uisl pelieHus 3asBKM TpeOyeTcsl T0NOJHUTENbHAs HH(OpMAaLIs
ot Ilorpeburens umu mpoBepka pabOTOCIIOCOOHOCTH C €ro CTOPOHBI, BpeMsl MPOCTOS
HE YUUTHIBAETCS, J0 MOIYUYEHUS 3aMpPOIICHHON HH(OpMAITUH.

2) OtxiroueHust (epepoiBbl), BBI3BAHHBIC JIFOOOM U3 MEPEUUCICHHBIX HUXKE MTPUYUH,
HE KJIacCU(DUIMPYIOTCS KaK HEJOCTYITHOCTh WJIM HEUCTIPABHOCTH:

—  [poBEACHWE IUIAHOBBIX npoduiakTuueckux pabdor (mamee — IIIIP)
C yBeIOMJIEHUEM TipejicTaBuTesie 3akasunka u/unu [lorpeduteneit B cpok

HE MeHee TpeX pabodux JHEH 10 BpeMEHU IPOBeIeHUs padoT;
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—  pabota Ha obopynoBanuu VMcnonaurens no 3amnpocy [lorpedurens;

—  TecTHpOBaHHE YCIyr cBs3W Mo 3ampocy IloTpebutens B ciydae, kKoraa
He ObLIO BBISIBIICHO HUKAKOW HEMCIIPABHOCTHU WJIM HEJIOCTYITHOCTH;

—  HeucmnpaBHOCTH uiH nedexTsl obopynoBanus [lorpedbureneii;

—  TEepepbIBbl B NPEAOCTABICHUU Y CIYT CBSA3U, BBI3BAHHBIC YMBIIUICHHBIMU
WJIM HEYMBIIICHHBIMU JeiicTBUsIMU [loTpebuTeneii;

—  (opc-maxop, B TOM 4YHCIIe NEUCTBUS, BIPSIMYIO WJIM KOCBEHHO BIIHSIOIIHC
HA CpOKM opraHuzanuu padbor wi cobmoaenue HcnonHurenem
00s3aTenbCTB B pamkax T3.

2.49.8. MHcnosHuTenp B TEYEHHE BCETO CPOKa OKa3aHus YCIyr CBS3H
MpPEA0CTaBIsAeT 3aKa3uuKy JOCTYI udepe3 000py/IOBaHHWE KPHUITO3AIIUTHI, K CUCTEME
perucTpanuu oOpalieHui, ypaBJiIeHUs U PEIICHUSI HHIIUEHTOB/3apocoB McromHuTens
(Service Desk).

2.49.9. HcnonHurtenb B TEUYEHHE BCErO CPOKa OKazaHus YCIyr CBS3H
MPEOCTABISAET BbIJICTICHHBI MHOTOKAHAJIBHBIM TeJIePOHHBIN HOMEDP B KOJE JAOCTyIa K
yciyre anekTpocBsa3u «800» st peructpanuu obpamenuii [lorpedbutenein CiyxOoii
TEXHUYECKOUN MOAJACPHKKHN 3aKa3urKa, a TAKKE MPEAOCTABIISIET 3aKa3YMKY BO3MOXKHOCTD
aBTOMATHYECKOTO paclipejiciicHus BbI30BOB. Br13oBbI [loTpebuTeneli Ha BbIJICICHHBIN
TenedoHHBIM HOMep VIcToMHUTENS JOJMKHBI OCYIIECTBIISITHCS 0€3 B3MMaHUS IJIAThl 32

HCXOJIAIIeE COEUHEHUE HA Bcel Tepputopun Poccuiickoit denepanni.

3. CocraB Ycayr cBsi3u.

Oxkazanne Wcnomautenem Yceuyr cBmiu a1 C30 u  OOwbektoB [HUK
OCYIIECTBIISICTCS ~ Ha  TEPPUTOPUAX  CyOBeKTOB  Poccuiickoit denepanuu
(3a uckmouenueM PecnyOomuku Kpeim u 1. CeBacronoins)(lanee — Yeayru cBsizm)
Y COCTOUT U3 caeAyromnx KoMIIOHEHTOB:

3.1. Kowmmnonent «lIpegocraBiieHne JIOCTyma» oOeCreYnBaeT MPEeA0CTaBIICHUE

nocryna C30, OOwexkram [[HUK, pacnonoxeHHbBIM Ha TEPPUTOPUU CYOBEKTOB
Poccuiickoii @enepannu (3a uckimouenrem Pecryonukun Kpeim u 1. CeBactomnornis)

Kk ECII/] B ciiyqae ero orcyrctBus ([anee - [lpenocraBienue 10cryna).
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3.2. Kowmnonent «llepenaya naHHbIX» oOecreuyMBaeT Mepenady AaHHBIX MpU

OCYILIECTBJICHUM  JIOCTyla K  TOCYJapCTBEHHBbIM,  MYHULUNAIbHBIM,  HHBIM
uHpopmalmoHHbIM cucteMaMm U Kk cetu Mutepuer ([lanee - Ilepemaua gaHHBIX)
B COCTaBe:

— KomnoHeHT ((3aH_II/ITa JAHHBIX)» oOecrieunBacT 3alIUTy  JaHHBIX,

00pabaThIBacMBIX U MepeaBaeMbIX MPU OCYIIECTBICHUH JIOCTYNa K TOCYIapCTBEHHBIM,
MYHUITUTIATFHBIM ¥ WHBIM WH(OPMAIMOHHBIM CHCTEMaM, a Takke K cetu VHTepHer
(1anee - 3amura TaHHBIX);

— KomnoHeHT «OFDaHI/I‘-IeHI/Ie AJOCTVIIa K HHd)ODMaHHPl)) obecrneynBaeT

OrpaHuYeHHe J0ocTyna K HH(QOpMauuu, pacnpocTpaHeHue KoTopodl B Poccuiickoit
@enepanuu 3amnpenieHo, U K uHGoOpMaluu, HAHOCSIIEH BpEI 310POBbI0 U PA3BUTHIO
AeTel, coaeprkamieiica B cet HTepHeT A oOpa3oBaTenbHbIX opranuzauuii ([lamiee -
OrpanuyeHnue 10CTyNna K HHPOPMALNH);

—  KowmmoueHT «MOHUTOPUHTI H oOOecleueHre O€30IMaCHOCTA  CBI3W»

oOecreuynBaeT MOHUTOPUHT U 0OecrieueHre 0e30MacCHOCTH CBSI3U MPHU MPEIOCTABICHUU
A0CTYyIIa K TOCyAapCTBCHHBIM, MYHHUIIUIIAJIbHBIM 1 HHBIM I/IHCI)OpMaI_II/IOHHBIM CUCTCMaM,
a Takxke Kk cetu Uurepner ([anee - MOHUTOPHMHI M oOecredeHre 0e30MACHOCTH
CBSI3H).

3.3. KowmnoneHT «OpraHuzaius kaHaja [2» oOecneyrBaeT OpraHu3aluio

KaHajla CBSI3M, BKJIKOYAsl €r0 CO3JaHUE WM MOJCPHHU3ALMIO B CIy4ae BO3MOXHOCTU
yIy4dlIEHUs MTapaMeTPOB KaHasa cBsi3u B cooTBeTcTBUU ¢ T3, st C30, O6bexToB LUK,
PacCIOJIOKEHHBIX Ha TeppuTopun cyonekToB Poccuiickoit deaepaiuu (3a UCKIIOUCHUEM
Peciyomuku Kpeim u 1. CeBactonons) ¢ uensto nonkimtouenus k ECII (Hanee -
Opranmsanus kanauaa L2).

3.4. Kowmmnonent «llepenaya mannbix L2» oOecrieunBaer mepenady JaHHBIX

mexay C30, Oo6bektom LUK, pacnonoxeHHBIMH Ha TEPPUTOPUU CYOBEKTOB
Poccuiickoit @enepanun (3a uckiaoueHruem Pecnybmuku Kpeim u r. CeBactormnosis)

u ECIIJI ([anee - Ilepenaua nanubix L2).
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4. TpeOoBanus K Yciayram cBsi3H.

4.1. chym CBA3U OOJIKHBI IIPCACTABIIATD coOoi COBOKYVYITHOCTD KoMIIOHEHTOB

C BO3MOXXHOCTBIO HX KOMOWHAnmuu ¥ w3MeHEeHH. (OCHOBHBIMHU TPUHIIUITAMH
oOecrieueHuss YCIyr CBSI3M JOJKHBI SIBJISTHCS YHUBEPCAJIBHOCTH, YIPABISEMOCTh
1 MacIITabupyeMOoCTb.

4.2. VYupasnenue Ycayramu CBS3H.

HcnonHurens AOKEH OCYIIECTBISTh YINPABICHUE H3MEHEHUSIMH, KOTOPBIE
MOTYT BKJIIOYATh U3MEHEHHUS TAPAMETPOB Y CIIYT CBSI3H:

— unTepdeiicel obopynoBanus Touek npucoeauHenusi ECIII, k koTopomy
noaxmodaercs Kanan L2;

— untepdericel odopynoBanus Touek mnpucoeauHenuss ECIIJ], k xkoTopbim
noakiouaetcs obopynopanue KCA O6bexros LUK

— tonosorust ECII/I;

— IP agpeca u moaceru;

— MIPOTOKOJIBI MAPLIPYTHU3ALINH;

— npoQHIIA MOPTOB OCTYIIA;

— NPOIYCKHAsE ~ CIOCOOHOCTh  Tepemaud  Tpaduka  pas3HbIX  THIIOB
o mnpeaocTaBisieMbiM KaHanmam cBs3u mexay C30, O6wekramu [MUK B 30HE
OTBETCTBEHHOCTHU Mcronnurens;

— napameTpbl kauecTBa nepenaun [P-makeros u Ethernet kanpoB C30 mexay
C30 B 30HE OTBETCTBEHHOCTHU McnoaHuTENS;

— noaxiroueHre C30 k cetu McnioHuTens npu u3MeHeHnu koandectsa C30,
anpeca mecrtopacnosioxenuss C30 B 30He OTBETCTBEHHOCTH McriomHuTENs;

— napaMeTpsl kaduecTBa nepenaun [P-nmakeros mexay C30, O6wektamu [[UK
B 30HE OTBETCTBEHHOCTH VcniomHuTENS;

— noakmouenre OO0bekToB MUK x ECIIJl npu u3MeHeHHMM KOIMYECTBa
Oo6nwektoB 1IUK, ampeca mectopacnonoxkennss Oobekra [{UK B 30HE 0TBETCTBEHHOCTH
Hcnonautens (0 TONOJHUTEILHOMY COTJIACOBAHUIO € 3aKa34HKOM);

— MPUOCTAHOBJIEHNE UM BO3OOHOBIICHHE OKa3aHUs Y CIIYT CBSI3H;

— okazanue Ycuyr cBszu st C30, O6bexTo [[MK mo cornacoBanuio MexIy
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3aka3zunkoM u Mcnonauresnem;

— MpEeKpaIieHue OKa3aHus Y CIyT CBS3H;

— WHbIE corjacoBaHHble McmomHurtenem u 3aka3yuKoM IMapameTpbl Y CIyT
CBSI3U.

4.3, TDC6OB3HHH K IIPOU3BOJUTECIBHOCTH Y CIYT CBSI3U:

1) Ilpom3BoaMTENBHOCT, YCAYr CBS3M JIOJDKHA  OBITh  JIOCTaTOYHOM
JJIsl BBITIOJIHEHUSI BO3JIOKEHHBIX Ha Hee 3ajad. B ciyuae HE0OXOAUMOCTH yBEIUYECHUS
MPOU3BOAUTEILHOCTH HICIOMHUTENb MOJDKEH NPEAyCMOTPETh TaKyl BO3MOXKHOCTh
0€3 TOMOJIHUTENIbHBIX KalUTaJbHbBIX 3aTparT.
2) VYBenuyeHue NPOU3BOJUTEIBLHOCTH YCIYr CBSI3U JOJDKHO JOCTUTaThCs
CICAYIOIIUMHU CIIOCO0aMU:
—  3aMeHa WIM MOJICpHM3AIIMS anapaTHOTO 00ecreueHus;
—  3aMeHa WM MOJICPHH3ALMS IPOTPAMMHOT0 00ECIICUCHHS;

—  YBEJIMYEHHE MPOMYCKHON CIIOCOOHOCTH KaHAJIOB CBSI3H.
5. TpebooBanusi k Komnonenram.
5.1. VYcayru cBsi3M JOKHBI  TPEICTaBIATH CcOO0OM HAOOp  CIEAYIOIIMX

KOMIIOHCHTOB H 2JICMCHTOB:

1) Kowmnonent «IIpenocraBienue 10CTynay.

2) Kowmmnonent «llepenaya JaHHBIX»:

e DnemeHt «llepegaua nanusix B BUC ¢ 3agaHHbIMU nTapaMeTpaMu
KauecTBay;
e DOnemeHT «llepenaua nanubix B ceTh UHTEpHET.

3) KowmnoHeHT «3aluTra JaHHbBIX»:

o OnemeHT «Kpunrtorpadudeckas 3aluTa KaHAJIOB CBSI3N».

4) KowmmnoHeHT «OrpaHnyeHue gocryna K uHhopMarmm»:

e DOneMeHT «KoHTeHTHast (GUIbTpaIus.

5) KowmnoaeHT «MOHUTOPHUHT U 0OecrieueHrne 0€30IMacHOCTH CBI3M»:
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e DjeMeHT «KMOHUTOPHHT ITapaMeTPOB KaueCcTBa MPEIOCTaBIIEMbIX
YCIIyT»;

e DneMmeHT «3ammuTa oT DDoS ataky;

e DieMeHT «MeXCeTeBOE SKPAaHUPOBAHUEY.

6) KomnonenT «Opranuzanus kaHaia L2y.

7) KowmmnoneHt «llepenaya naHHbix L2y.

5.2.  Kommnonenr «IIpenocrasienue gocryma.

KommnoHneHT ((HpCI[OCTaBJIeHI/IG A0CTYyIIa» OOJDKCH SABJIATHCA YHHUBCPCAJIBHBIM,

YIPABJISIEMBIM U MACIITA0UPYEMBIM.

5.2.1. TpeboBanusia k apxurekrype Kommnoneunra «I[IpenocraBieHue nocTymnay.

Apxutektypa Komnonenra «IIpenocraBieHnue 10cTynay IpuUBEICHA HA PUCYHKAX

;b6benm €301
) gﬂ 444444444444444 |

KommyTaTop

poctyna -
) Kpunto ]
3 MapwpyTusop 1
e o o CeTb . To;ku e o o

T R, WUcnonnutens B Cybbekte PO fipucoedunienun

ECnA B .
Kommy-rampz (IP MPLS Ucnonuutens)

pocryna -

. =
Kpunto

30 Notpeburens

30 Ucnonuutens

Mpumeyarus:
BYC-suptyanbHasa yactHascete; -
ECNA-eanHan ceTb Nnepeaayn AaHHbIX;
UC-UnpopmaumoHHan cuctema;
NBC-J/10KanbHO BbIMUCUTENBHAA CETb;
LOA-LienTp 06paboTku AaHHbIX

Puc.1.Apxurexkrypa Komnonenta «lIpenocrasnenue nocryna» st C30
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Mpumeyarus:

BYC-BMpTyanbHas YyacTHas ceTb;
ECNA-epnHan ceTb nepeaaym AaHHbIX;
JIBC-JlIoKanbHO BbIYMCAUTENbHAA CETb;
KCA-Komnnekc cpeacTs aBTomaTusauumn

Puc.2.Apxurekrypa Kommnonenra «lIpegocraBnenue nocrynay mis Oosextos [{UK.

5.2.2. Texuuueckue CpCaACTBaA pCain3alnn KomnoHeHTa Yenyr «lIpegocraBieHue

JOCTYIIa».

[Tonxmrouenue Kanana L2 x Touke npucoegunenust ECIT, O6bwexToB LK
K Touke npucoenunenus ECII/] ocyiiecTBisieTcs B COOTBETCTBUM ¢ TpeOoBaHusAMU T3.

5.2.3. Yopasnenne KomnoneHTom «IIpenocTaBiieHUE TOCTYIIAY.

Jnsa ykazanubix 3akazunkom C30, O6wektoB MK HMcnomauTens momkeH
OCYILECTBIIATh yOpPaBJICHUE HM3MEHEHUSIMU, KOTOPHIE MOTYT BKJIIOYATh HW3MEHEHUS
rapaMeTpoB OKa3aHUsl Y CIIYT CBSI3U:

— uHTepdeiic Ha obopynoBaHuK VcnomHHUTENS, K KOTOPOMY TOJKITHOYASTCS
Kanan L2;

— uHrepdeiic Ha obopynoBaHuK VcromHUTENS, K KOTOPOMY MOJKITIOYASTCS
o6opynoanue KCA Oo6bekra 1IUK;

— tonosorust ECII/I;

— IP agpeca u moacerTwu;

— MIPOTOKOJIBl MAPIIPYTU3ALINH;

— PO I TOPTOB TOCTYTIA;

— MPOIyCKHAasi ~ CIMIOCOOHOCTh  Tepedaud  Tpaduka  pa3HBIX  THIIOB
0 mpeaocTaBisieMbiM KaHamam cBs3u Mmexay C30, O6wekramu MUK B 30HE

OTBCTCTBCHHOCTH I/ICHOHHI/ITCH}I;
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— nmapameTpsl kadecTBa nepenadn [P-nakeros u Ethernet kagpos C30 mexmy
C30 B 30He 0TBETCTBeHHOCTH McrioTHHUTEIS,

— noakmouenne C30 k ceru HcnonHutens npu HU3MEHEHUHM ajpeca
Mectopacnonoxenus: C30 B 30He oTBeTcTBeHHOCTH VcnosHuTeNS;

— PUOCTAHOBJICHUE WJIM BO30OHOBJICHUE OKa3aHUs Y CIIYTH CBSI3U;

— NOpOIYyCKHAsE ~ CHOCOOHOCTh  mepenaud  Tpaduka  pa3HbIX  THUIIOB
I10 MPEIOCTaBIISIEMBIM KaHallaM cBsi3u Mex 1y O0bektamu [{UK B 30HE OTBETCTBEHHOCTH
HUcnonuurens;

— noaxmouenne OOwvekta [MMK x ECIIJ] npu wusmeHeHuu anapeca
Mectopacnonoxenuss Oowekra [{UK B 30He oTBeTCTBeHHOCTH MCcTIONTHUTENS;

— okazanue Ycayr cBs3u i HoBeix C30, OOwbektoB LMK B 30HE
OTBETCTBEHHOCTHM  McmomHuTenss MO  COTJIaCOBAaHMIO  MEXAYy  3aKa3yuKOM
u Ucnonuurenew;

— pEKpaIlEHUE OKa3aHUs Y CIYT CBSI3H MO MPEIOCTABICHUIO JOCTYIIA;

— WHBIE corjacoBaHHble VcmonmHuTeleM M 3aKa3uyMKOM MapameTpbl Y CIayT

CBSI3U.

5.2.4. TpeboBauusi K JOMOJHUTEILHOMY (OVHKIUOHAIY U COIPSHKEHUIO

CO CMCKHBIMH CMCTCMAMMU

1) KoMmMmnoHeHT JOKeH HMEThb BO3MOXKHOCTb pacHIMpATh (DyHKLIHOHAI
MOCPEJICTBOM MOJIKJIFOUEHHSI K UH(POPMALIMOHHBIM pECypcaM U CUCTeMaM, 0€3 CHUKEHUS
YPOBHS uH(OOPMAITMOHHON 0e30macHOCTH, €MKOCTH Yenyr CBSI3U
Y TIPOU3BOIUTEILHOCTH.

2) K cMexHBIM cucTeMaM OTHOCSATCS:

—  cerb UHTEpHET;
—  BHEIIHHE LEHTPBI 00paboTku AaHHBIX Wcnonnurens u/unu Bnagensues WUC.

5.2.5. TpeboBaHus K IIPOU3BOAUTEIBLHOCTH.

[Ipon3BOOUTENBHOCTh  JTOJDKHA  OBITH  JOCTATOYHOW Uil BBINOJIHEHUS
BO3JIOKEHHBIX ~Ha Hee 3agad. B cioydyae  HEOOXOAMMOCTH  yBEJINYEHMS
IIPOU3BOAUTENILHOCTH VICIIOJIHUTENB JOJIKEH MPEyCMOTPETh TAKYI0 BO3MOKHOCTb.

5.2.6. Komnonent  «lIpemocraBienue  jmocTyma»  JOJDKEH  0OECIEYUTh
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COBOKYITHYI0 IPOMYCKHYIO CIOCOOHOCTh M3 pacuera HeoOXOIuMOCTU
obecrnieueHus: Kaxaomy mnojkiarodyeHHoMy C30, B COOTBETCTBUU C 3asiBKaMH,
CJIEIYIOLIUX MapaMeTPOB:

—  HaxonsImuecs B TOPOJCKHX moceneHusx — He menee 100 (cra) Mowut/c mo
HanpaBiIeHUIO «0T»/«x» C30;

—  HaxXOJAIIHMECs B CEIbCKUX MOCeIeHUsX — He MeHee S50 (maTunecsatu) Mout/c
M0 HAIPaBJICHUIO «O0T»/«k» C30;

—  HaxojsIuecs B TPYIHOAOCTYIHBIX HACEJIEHHBIX MYyHKTaX, MOJKIIOUYCHHBIC
0 CIYTHUKOBBIM KaHajaMm CBsI3M — He MeHee | (omgHOoro) MOuT/c 1o
HarpasJeHUIo «om»/«k» C30.

s C30, moAKIIOUEHHOMY MO0 MHOM TEXHOJOTHUU OTIMYHON OT BOJIOKOHHO-
ONTHUYECKOW M CITYTHUKOBOW TEXHOJOTHH JOMYCKAETCS aCUMMETPUYHOCTH
KaHaJla CBS3H.

5.2.7. KomnoneHt «IIpenocraBinenue 10CTymna» A0HKEH 00€CIeUuTh COBOKYITHYIO

MPONYCKHYIO CIIOCOOHOCTh U3 pacyeTa HeOOXOIUMOCTU 00ECIECYEHUS KaKIOMY

noaxiroueHHoMy O0bexty LMK cremyromux napameTpos:

— TUK — ne menee 60 (mecthaecsat) MOUT/C IO HAMTPABICHUSIM «OTH/«K»

TUK, c¢ yuerom (Bkitoyasi) TpeOOBaHMS K CKOPOCTH Tepelayd JaHHBIX

st gocryna Kk 'AC «Beibopel», ykazanueix B Ilpunoxenun Ne 7 x T3

(3a uckmouenueM THUK pacnofioxkeHHBIX B yNaJ€HHBIX M TPYIHOAOCTYITHBIX

HACEJICHHBIX MYHKTaX);

— UK CP® — ne menee 140 (cro copok) MOUT/c mo HampaBieHUSIM

«om/«x» MK CPO, ¢ yuyetom (BKiIOYasi) TpeOOBaHHA K CKOPOCTH Mepeaaydu

naHHbIX s noctyna kK AC «Bwibops», ykazanubix B [Ipunoxkenun Ne 7 x T3

(3a uckmouenrem MK CP® pacnonoxeHHbIX B YJAI€HHBIX U TPYIHOAOCTYITHBIX

HACEJICHHBIX ITyHKTaXx);

— UK Poccum — He wmenee 40000 (copox Thicsu) MOuT/c

no HampasiieHusiM «o1m»/«k» ILIWUK Poccuu, ¢ yderom (Bkitoudas) TpeOOBaHUS

K CKOpocTH mepefaun naHHbIX s noctyna Kk [AC «Beibopbl», ykazaHHBIX

B [Ipunoxenun Ne 7 x T3;
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— s OO6beKToB UK, PaCIIOJIOKEHHBIX B yAaJIEeHHBIX
U TPYAHOJOCTYIHBIX HACENEHHBIX MyHKTaX - He MeHee 1 (ogHoro) Mowut/c
«om/«x» O0bexty HUK ¢ yueTom (Bkitouast) TpeOOBaHUS K CKOPOCTH Tepeaaun
nanubix s noctyna K 'AC «Bwibopsi», ykazannbsix B [Ipunoxxenun Ne 7 x T3.

5.2.8.  VBeauueHHE IIPON3BOJUTCIHLHOCTH Komnonenra «Hpe,HOCTaBJICHI/IC

JOCTYTa» JOKHO TIOCTUIaThCs CIEAYIOIUMHU CIIOCOOaMMU:

—  3aME€Ha WIHM MOJEPHU3aLUs alllapaTHOro 00eCIeYeH s,

—  3aME€Ha WIHA MOJIEPHU3ALUS IIPOIPaMMHOTO 00€CTIEUEHMS;

—  YBEJIMYEHHE MPONYCKHON CHOCOOHOCTH KaHAJIOB CBSI3HM, MaruCTpaJbHBIX
Y Ha YPOBHE CETEU TOCTyMA.

5.2.9. Komnonent «lIpegocraBneHue 0CTyna» JOJKEH 00eceunBaTh JOCTYI K

cetu UntepHer u Bo3MoxkHOCThb noctyna C30 k HC, nomkeH obOecrnieunBaTh

noctyn Kk cetu HMurepuer m goctyn OO0bektoB [IMK x T'AC «BniOops» B
COOTBETCTBHH C TpeOoBaHusiMu T3.

5.2.10. Haznauenue KomnoneHnTa «lIpegocTaBiieHre 1oCcTynay.

Komnonent VYcenyr cBs3u  «lIpegocraBinenue goctyna»  IpeaHa3HAYEH
st opranmzanuu noakatoueHuss C30, O0vektoB LHUK uepe3 Kanan L2 x Toukam
npucoequnenust ECIII, O6wektoB LUK & Toukam mpucoegunenus k ECIIJI
s O6bextoB LIUK.

5.2.11. Tpebosanue k Komnoneury «lIpemocraBieHe 10CcTymay:

1)  ECIIJI nomkHa mpeacTaBisThb cCOOOW BBIACICHHYIO CETh, IMOCTPOCHHYIO
Ha oOopynoBaHuu VcnosHUTENS W MCHOJB3YIOIIYI0O COOCTBEHHBIE KaHAJbl CBS3U
HcnionHuTens, MCKIIIOYAOIIYI0 OPraHU3al|Io KaHAJIOB MoBepX cetu HTepHeT.

2)  ECIIA nmomkHa OBITh TIOCTPOEHA C MCIOJIB30BAaHUEM TEXHOJOTUHU
MHOTOIIPOTOKOJBHOM KOMMyTanuu no wmetkam I[P/MPLS u umeTh BO3MOXKHOCTH
obecneuenus cepsucor L.2/.3 MPLS VPN.

3) ECIIJI npomkHa NOONAEPkKUBATH CTATUYECKYID U JAUHAMUYECKYIO
MapuipyTu3zanuio no nporokoiny BGPv4 (cneuunduxanusa IETF RFC 1771).

4)  HcnosHuTEns AOMKEH MPEAOCTaBUTh MapLIPYTU3UPYEMYIO BHUPTYAIBbHYIO

4acTHYIO ceTb 3-ro ypoBHs coryiacHo knaccudukanuu ['OCT P MCO/M3BK 7498-1-99,
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P 3TOM yKa3aHHAsI CeTh JJOJDKHA 00eCIIeunBaTh repeaady HHGOPMAIIHH 110 TIPOTOKOITY
IP cornmacHo cneuuduxanuu [ETF RFC 791 u obecneunBaTh MPOXOXKACHUE MEXKITY
uHTepdeiicamu goctyma odopyaoBanus Ilorpeduteneit IP-nakeToB pazmepom mo 1514
Oaiit BrmrountenpHO (MTU) 6e3 ux pparmenTarum.
5) ECIIJl nomxHa IO3BOJATH CO3JIaHME HECKOJbKO BhIAcAeHHBIX BUC,
KQKJIBI U3 KOTOPBIX U30JIMPOBAH APYT OT JIPyra HA JIOTUYECKOM YPOBHE.
6) ECIIJI nomkHa uMETh BO3MOKHOCTH OPraHHW30BaTh, KaK MUHHUMYM,
caenyromue BUC:
— BUC ngns B3auMOACHCTBUS MEXIy OOpa3oBaTEIbHBIMH OpPTaHU3AIMSIMU
U LIEHTPAJIIM30BAHHOIO J0CTyMna B ceTh MHTepHeT (Ha ypoBHEe cyObekTa Poccuiickoii
@denepanun), a TakKkKe C BO3MOXHOCThIO joctyna k HWMC nHa denepaibHOM
Y PETHUOHAIIBHOM YPOBHSX.
—  BUYC gna HUK, UK CPD, TUK nns nepenaun nanubix I'AC «Bb1i6opb»,
—  BUYC g UK CP®, TUK miis noctyna B ceth IHTEpHET.

5.2.12. TpeboBaHUA K TOHNOJIOTUU CETH:

1) B ECIIJ HcnonHuTenb IOMKEH OpraHu3oBaTh TOUKM MOPHCOECIUHEHUS
ECIIJ] B agMuHUCTpaTUBHBIX IIeHTpax cyObekToB PD (3a uckitouenueM PecnyOnuku
Kpbim u 1. CeBacTomnosns).

2)  Touxka npucoenunenus: ECIIJ] nomkHa ObITh MOAKITIOYEHA K MATUCTPATHHON
cetu Ucnonnurens npu nomomm BOJIC. IlpenmouturensHo noakmtoueHue Todek
npucoequnenuss ECII x wmaructpanbHoil cetn cnonHuTenss mNpu MHOMOIIU
pEe3epBUPOBAHHBIX KAHAJIOB.

3)  ECIIJ nomxHa 001anaTh BO3MOKHOCTBIO OPraHU3aLMHU CIAEAYIOIINUX TUIIOB
ces3eit s BUC:

— «kaxapii ¢ kaxabiMm» (Full mesh) — mexny mro6oit mapoit CE maker
MPOXOJUT MO ONTUMAJIBLHOMY C TOUKH 3pEHHUS CeTU VICIIOTHUTENS MapILIPYTY;

— «3BE3/Ia» WM «d4acTHU4Has CBs3HOCTH» (hub & spoke) — peanmsyercs
CBA3HOCTb TAaKUM OOpa3oM, 4YTO Y3Jbl CETH, OIpEACNICHHbIE KaK spoke MoJydaroT
MapHIpyTHYI0 HHGOpPMAIHIO TOJBKO OT hub, hub momydaetr mapmpyTsl OT Becex spoke.

OT0 03HayaeT, 4To TpadukK OT spoke MOXKET ObITh HAlpaBJEH TOJBKO B CTOpOHY hub.
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[Tocne monyuenus u o6padotku Tpaduka hub mMoxer HampaBniaTh Tpaduk Ha APYTou
spoke, TeM cambIM 3ambikas Becb Tpadux B BUC Ha cebs; 3agaun MapuipyTU3aluu
Tpacduka, nmpoxozsuiero yepes hub, 6eper Ha ceds 3akazuuk;

- «TPOU3BOJIbHASL CBA3HOCTH» — JAPYTrUe BapUaHTHI TOMOJIOTUH BUPTYaIbHOU
YaCTHOH CeTH, HEOOXOAUMbIE 3aKa34uMKy; sl pealu3aliy JaHHOTO BApUaHTa B KaXKIOM
KOHKPETHOM Cllydae pa3padaThIBACTCs CXEMa OpraHU3aluu YCIYyTH.

5.2.13. O6mwme npuHIMOB HOPMUPOBAHUS AAPECHOTO ITPOCTPAHCTBA:

1) ®dopmupoBanue anpecHoro npocrpanctsa B ECII/] momkHa 0OCHOBBIBATHCS
Ha pexomeHnanusax gokymenta RFC 1918 «Address Allocation for Private Internets»
(pacopenenenure anpecoB B 4yacTHbIX [P-ceTsix), a Takxke MOMKHO YYUTHIBATH
pexkomengaiuun RFC 6890 «Special-Purpose [P Address Registries» u RFC 2544
«Benchmarking Methodology for Network Interconnect Devices».

2) B BUC ECIIJ] momkHBI HCIIOIB30BaThCA CETH Kiacca A W3 Juara3oHa,
paspelieHHoro K nmpuMeHeHuto B 4yacTHeIX [P-ceTsx 10.0.0.0/8. Mcnonp3oBaHMe MHBIX
CETEU COTJIACOBBIBACTCSA C 3aKa3YMKOM.

3) Kpome OCHOBHOTO aJpecHOro MpOCTPAHCTBA, B BUJIEC MCKIIIOUECHHS, MOTYT
HCMOJIb30BaThCS JOMOJHUTEIBHO TUANa3oHbl [P-ceTeil n OTAEIbHBIX apeECOB.

4) TpaHcasiuusg CETEBBIX aJpPECOB B PEXUME «OAUH K MHOTHUM»
npu B3aumojieicTBuu Mexay I[loTpebutensmu OMKHA OTCYTCTBOBATh. TpaHCHSIUs
anpecoB B pexume «1 k 1» Bo3MoxkHa 1o cornacoBanuto ¢ Mcrionnurenem. [lepeceuenue
aJpECHBIX MPOCTPAHCTB HCKIIOYAETCS MCIOJIb30BAHUEM JIETUTUMHBIX (BBIIAHHBIX
LEHTpalin30BaHHO VcriomHUTENEeM) aIpeCHBIX MYJIOB.

5.2.14. TpeboBaHUA K KQUECTBY OOCIIYKUBAHU

1) ECIIJI nomkHa nOpeaocTaBisTh Kak MHHUMYyM 3 Kjacca KadecTBa
obcnyxuBanusi Tpadpuka wmozenu DiffServ. Ilo cormacoBanuio ¢ 3aka3yuKkoM
JIOIYCKAETCsl HUCIOJIb30BAHUE MOJIENIe KadecTBa OOCTYXHBAaHHS C OOJBIINM WA
MEHBIIUM KOJUYECTBOM KJIACCOB.

2) B pamkax mozaenu ¢ 3 kjgaccamu OOCTY>KMBaHUS MpHU Tepenade Tpaduka
mexay [lorpedurensmu ECILJ] nomkHa moaaepxuBaTh:

— Krnacc 1 — Ttpaduk npwioxeHuil peanbHOTO BpeMeHU (TOJ0C, BHJIEO),
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KPUTUYHBIA K TIOTEPSIM MAKETOB, 3a/IEPKKAM U KOJICOAHUSIM 3a/ICPKKH;
—  Kiacc 2 — tpaduk KopropaTuBHBIX HHPOPMAITMOHHBIX CHUCTEM, KPUTHYHBIHN
K 3aJ€p>KKaM U MOTEPsIM;
— Kiacc 3 — tpaduk, HexkpuTHuHbIH K 3amepxkkam (MHTepHET, pa3imuyHbIe
CETEBBIC CITYKOBI).
3) Kunaccuduxkanus tpaduka 10KHA OCYIIECTBISTHCS 15 Kakaoro [P-makera
B oTaenbHOCcTH, mepenaBaemoro B IP/MPLS cers UcnmonHuTens, B COOTBETCTBUH

co 3HaueHueM ero nosist DSCP, kak yka3zaHo B clieyroiiei Taduie:

Tun Tpaduka 3nauenue DSCP 3aronoBka

Kiace 1 CS4

Kiacc 2 AF21

Kiacc 3 Default (;iro0Obie 3HaueHUs, OTIMYHBIEC OT Ki1accoB 1 u 2)
[Ipumeuanus:

— [Ipu nepenaue manubix yepe3 IP/MPLS cers McmomuuTens 3aroiioBKu
[P-makeToB MEHATHCS HE JIOJIKHBI.

- IIpu mnpeBbiiennn Ttpadukom Kiacca 1 mnpomyckHOW crnocoOHOCTH,
yCTaHOBJICHHOW Ha mopTy s Kiacca 1, gomkeH TpOU3BOAMTHECS — COPOC
[P-nakeToB ¢ kauectBoM Kiacca 3; mpu npeBsitiennu Tpadukom Kiacca 2, nponyckHon
CIIOCOOHOCTH, YCTAaHOBJIEHHOW Ha nopTy A1t Kiacca 2, — copoc [P-nakeToB ¢ kauecTBOM
Knacca 3; npu npesbimennn tpagukom Kiacca 3 mpomyckHo#M criocoOHOCTH TopTa —

copoc IP-makeTos.
5.3. Komnonenrt «Ilepegadya 1aHHbIX».

5.3.1. Tpeb6oBanus k apxutrektype Kommnonenta «llepenaua qaHHBIXY.

ApXuUTEKTypa KommnonenTa «Ilepenaua JAHHBIX» IIPUBELICHA

Ha pUCyHKax 3 u 4.
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Mpumeyarus:

BYC-BMpTyanbHas YyacTHas ceTb;
ECNA-epnHan ceTb nepeaaym AaHHbIX;
JIBC-JlIoKanbHO BbIMMCAUTENbHAA CETb;
KCA-Komnnekc cpeacTs aBTomaTusauumn

Puc.4.Apxurekrypa Komnonenra «llepenaya nanusix» s O6bwexkros UK.

5.3.2. Onement «llepemaya JaHHBIX B  YAaCTHOM  BHUPTYaJbHOM  CETH
C 3aJJaHHBIMM TTapaMeTpaMu kKadecTBa» (aajee — Juaement I1J[ B BUC).

5.3.2.1.Ha3uauenue Daemenrta [1J1 B BUC.

Onemenrt [1]] B BUC npegnasHaueH g nepeaadu aaHHbIx nocpeacrsom ECII/
Mexay Toukamm npucoenunenuss ECIIJ, npu ocymectBienun poctyna C30

K TOCYyAapCTBECHHBIM, MYHUIIUIIAJIbHBIM W1 WHBIM I/IH(i)OpMaI_II/IOHHBIM cucreMaM, U CE€Tu
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HNuTepHer.

Onement I1/] B BUC npennasnauen mns nepepaun naHHbix no ECII mexny

Toukamu npucoeaunenuss ECIIJ] mpu ocymectBienun noctyna OO0bektoB UK

Kk 'AC «Bb10opb1».

5.3.2.2. TpeboBaHus K IPOITYCKHON CHOCOOHOCTH.

IIJI B8 BUC pomkHa OCYHIECTBISITBCS C YUYETOM CIEAYIOUIMX CKOPOCTHBIX

napametpoB noakioueHuss C30 k ECII/I, B cooTBeTcTBUM € 3asgBKaMu:

CkopocTh 1ocTyna K ceTu
Nutepuer

s o0pa3oBaTeNbHbIX OpraHu3alui,
HaXOJSIINXCS B TOPOACKUX MOCETIEHUAX

He menee 100 MoOwur/c

s 00pa3oBaTEIbHbBIX OpraHu3aIui,
HAXOISIINXCS B CEITBCKUX MTOCEICHUSIX

He menee 50 Mowut/c

I[J'ISI O6pa3OBaT€J'IBHBIX OpFaHH3aHHﬁ,
IMOAKIIOYAaCMBbIX C HMCIIOJIB30BAHHUCM HHBIX JIMHUU
CBiA3HU (B TOM YHCIJIC CHYTHI/IKOBBIX) B CJIy4dac
HEBO3MOXKHOCTH Hcnojb3oBanus BOJIC

He menee 1 Mowut/c

IIJT 8 BUC pokHa OCYHIECTBISATBCS C YUYETOM CIECAYIOIIUX CKOPOCTHBIX

napameTpoB noakaoueHuss oobektoB UK k ECII/;

CkopocTh 1ocTyna K CeTH

NutepHer I'AC

«BB160pB»

s llentpanbHoit u30MpaTeTbHOM KOMUCCUU
Poccuniickon @enepanun

- 40 T'6/c

Jnst  N30uparenbHbIX KOMHUCCHA  CyOBEKTOB
Poccuniickon @enepanun

100 Mo6wurt/c 40 Mowut/c

TPYAHONOCTYIIHBIX  HACEJICHHBIX IIYHKTax U
ITOJIKJIFOYEHHBIX C UCIIOJIB30BAHUEM CITYTHHUKOBBIX
JIUHUU CBA3U

st TeppuTopuanbHbIX n3oupatenbHbix | 50 MoOut/c 10 Mo6wut/c
KOMUCCUH
JIna  obowekter 11K, pacmonoxkenHslx B| 512 x6ut/c 512 k6wut/c

5.3.2.3. TpeboBaHus K KaueCcTBY 0OCITy>KUBaHUSI.

1) Onement IIJI B8 BUC nomkeH mpeAaocTaBisiTh KaK MUHMMYM 3 Kjacca
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KauecTBa obciyxuBanus tpaduka monenu DiffServ. [To cormacoBanuio ¢ 3akazuukom

JOIYyCKAETCsl HMCIOJb30BAHME MOJEJIEH KadecTBa OOCIy)XKMBaHHA C OOJbIIMM

NI MCHBITHUM KOJIMYCCTBOM KJIACCOB.

2) B pamkax momenu ¢ 3 kiaccamMu OOCITY»XWBaHHS TIPU mepenade Tpaduka

Mmexay C30 ECIIJI nomxHa noaiepKkuBath:

Knace 1 — tpadux mnpuioxxkeHuid peasbHOTO BpeMEHH (TOJIOC, BHIIEO),
KPUTHUYHBIN K IOTEPSM MAKETOB, 3a/I€PKKAM U KOJICOAHUAM 33JIEPKKU;
Knacc 2 — tpaduk KopnopaTuBHBIX HHPOPMAITMOHHBIX CUCTEM, KPUTUYHBIN
K 33IEp’KKAM U MTOTEPSIM;

Knacc 3 — tpaduk, Hekputuunbli k 3aaepkkam (MHTepHeT, pazivyHbIe

CETEBBIE CITY>KOBbI).

3) Knaccudukanus tpaduka 10mKHA OCYIIECTBIATHCS 11 Kaxkoro [P-nakera

B otrnaelnbHOCTH, nepenaBaemoro B IP/MPLS cers Hcnmonnutens, B COOTBETCTBUHU

co 3HaueHueM ero noist DSCP, kak yka3zaHo B clieyroiiei Taduie:

Tun tpaduka | 3nauenne DSCP 3arosnoska

Kiacce 1 CS4

Kiacc 2 AF21

Knacc 3 Default (;1r00b1e 3HaUeHUS, OTIUYHBIE OT KJ1accoB 1 u 2)
[Ipumeuanus:

[Ipu mepemaue nanubix uepe3 IP/MPLS cers UcnonnuTens 3aroioBKu
IP-nmakeToOB MEHSITHCS HE JIOJIKHBI,

[Ipu mnpeBsimenun Ttpadukom Kiacca 1 mnpomyckHOM CHOCOOHOCTH,
yCTaHOBJIEHHOW Ha mopTy s Krnacca 1, momkeH mpou3BOAMTHCS cOpocC
[P-nakeToB ¢ kauectBoM Kiacca 3; npu npesiiennu Tpadgukom Kiacca 2,
MIPOITYCKHOM CITIOCOOHOCTH, YCTaHOBJIEHHOM Ha nopTy g Knacca 2, — cOpoc
[P-nakeToB ¢ kauectBoM Kiacca 3; mpu mpeBbiiienun tpadgukom Kiacca 3

MPOITYCKHON CITOCOOHOCTH TopTa — cOpoc IP-makeTos.

5.3.2.4. TpeboBanus k kauectBy DaemenTa [1J1 8 BUC.

1) Ilpu okazanuu Dnementa [1/] 8 BUC McnonHuTenb H0KEH OCYILIECTBIIATh

mapmipyTtuzanuio [P-nakeroB ¢ ganasiMu C30 u obOecnieunBath nepenauyy [P-makeros



55

¢ ganHeiMu C30 mexnay noxakmodeHHbIMH K cetn C30, mexay C30 u apyrumu
noakatodeHHbIMH K ECII/] ceTsiMu 1 o0beKkTamu, a Takke MeXy ceTbio IHTEepHET;

2) Ilpu oxazanuu Dnementa [1]] 8 BUC VMcnonHuTenb A10HKEH OCYIIECTBIATh
Mmapuipytusanuio [P-nakeroB ¢ manusiMu 00bektoB LK n obOecneunBath mepemauy
IP-naketoB ¢ ganHbIMU 00bekTOB LIMK Mexny moakIOUEHHBIMH K CETH OOBEKTaMU
HUK;

3) IlpomyckHasi cmoCOOHOCTD NEpeayn JaHHBIX MKy Jr00biMu AByMs C30,
O6wexktamu [IUK mo xanamam depe3 ECIIJ] B 30He oTBeTcTBeHHOCTH McmosHuTENS,
JOJDKHA OIpPEAENAThCS KaK HAaWMEHbIIEEe 3HAYEHHWE U3 IPOIYCKHBIX CIIOCOOHOCTEH
MOJKTIOUCHUH JaHHBIX 00hekTOB K ECII/I;

4) T'apantuu kauectBa nepeaauu [P-nakeroB ¢ nanubiMu [loTpedurens mexay
mo0biMu  Toukamu npucoeguHenuss ECIIJ[ momkHBI yAOBIETBOPSTH CIEIYIOLIUM

TpeOOBAHUSIM:

3Hauenus napamempos Kavecmea nepeoayu OAHHBIX HA NPOBOOHBIX KAHALAX
medicoy Toukamu npucoeOuHenusi, YOaieHHbIMU Opye om Opyed HA pPacCmosiHue
no npsimot Ha kapme He bonee 4000 km:

Tun [IponeHT moTepsHHBIX 3alepiKa nepesain Bapuanus 3agepxku,
[P-mmakeToB B 01HY
Tpaduka [P-nakeroB, HEe OoJee He Oosee
CTOpOHY, HE OoJiee
Kmacc 1 0,2% 75 mc 50 mc
Kiacc 2 0,2% 100 mc HE HOPMHUPYETCA
Kiace 3 5% 125 mc HE HOPMUPYETCS

3nauenuss napamempog Kavecmea nepeoayu OAHHBIX HA NPOBOOHBIX KAHALAX
medxncoy Touxamu npucoeOuHenus, YOAaieHHbIMU Opye om Opyed HA pPAacCmosHue
no npsamou Ha kapme 6oaee 4000 km:

Tun [IpoueHT noTepssHHBIX 3alepikka repeiay Bapuanus 3aaepxku,
[P-makeToB B 01HY
tpaduka | IP-maketoB, B HE OoJiee He Oonee
CTOpOHY, He OoJiee
Kimacc 1 0,2% 100 mc 50 mc
Kiace 2 0,2% 150 mc HE HOPMUPYETCS
Kiacc 3 5% 200 mc HE HOPMUPYETCS
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5.3.3. Onement «llepenavya naHHbiX B ceTh MHTepHEeT» (manee —uaemeHT I1JJ
B UHTeEpHeT).

5.3.3.1.TpeboBanusa k Dnementy [1J] B UatepHerT:

1) Ilepemaua mannsix B cetb MHTepHeT 3 ECIIJ] nomkHa ocyliecTBIsATHCS
Ha pecypcax McnoyHuTENs, C NCIIOIb30BaHUEM YaCTHOM aapecaunn odopynoBanus C30
U UCIO0JIb30BaHUeM (YHKIIMU ceTeBor TpaHciauu ajpecoB (NAT);

2) Onement IIJI B HMHTepHeT HOJKEH OBITH IIEHTPAIM30BAaH HA YPOBHE
uHppacTpyKTypsl VicrionHUTENS B aAMUHUCTPATUBHBIX IIEHTpax cyObeKToB Poccuiickoi
®enepannu (3a ucknoueHueM Pecny6nuku Kpeiv u r. CeBactonossi), B COOTBETCTBUU
¢ TtpedoBanusamu T3. DOnement IIJI B IHHTEepHeT HOMKEH NPEeaOCTaBIATHCS
B reorpaguyeckux Toukax cyObekToB Poccuiickoit ®Denepanuu (3a HCKIIOYEHUEM
Pecnyonuku Kpeim u r. CeBacTomnoJisi), HauboJiee OJIM3KO PacmoyioKEHHbIX K Toukam
npucoequHenns: ECII/I, n3 KOTOpbIX MHUIIMUPYETCS TAKOM JOCTYII,

3) Ilepen mauwanom okazanms I1J[ B UaTeprer mns C30, O6wvekToB 1UK,
yKa3aHHBIX 3asBKax, lcnoiHuWTeneM MOMKEH MPEeAOCTaBIATHCS — BBIICICHHBIN
CUMMETPUYHBIN JTYIJIEKCHBIA JOCTYI K ceTh VHTEepHET C MpOmyCKHOM CIOCOOHOCTHIO,
cootrBeTcTBytOmIel TpeboBanusim T3. Ilpu »stom 1 C30, MNOAKIIOYEHHBIX
C MCIIOJIb30BAaHUEM MHBIX TEXHOJIOTUH, JOIYCKAETCsl MPEAOCTABICHUE ACUMMETPUYHOTO
JOCTyIA IO COIVIACOBAHMIO C 3aKa3YMKOM;

4) Ucnonnutens s okazanus I1J[ B MHTepHeT noikeH 3ape3epBUpPOBATh
JOCTAaTOYHOE KOJIMYECTBO BHeWHUX [Pv4 ajgpecoB W3  3aperucTpUpOBAaHHOTO
3a Ucnomuurenem B 6a3e manHbiXx RIPE NCC mnpoctpanctBa IPv4 aapecoB. O6bem
(kommuectBo) IPv4  aapecoB  McmomHuTenss  AOMKHO  OBITh  JOCTAaTOYHBIM
st B3ammojierictBus moas3oBareneir ECIIJ] ¢ uHpOpManuoOHHBIMH CHCTEMaMHU,
pa3MellleHHbIMU B ceTu MHTepHeT, B T.4. C CHUCTEMaMH, UMEIOIIUMH KECTKUE
OrpaHUYeHMs 0 KOJMYECTBY CECCHIi, yCTaHABIUMBaeMbIX ¢ ogHoro [Pv4-anpeca;

5) HcnonHutenb MOMKEH OOECHEUUTH CIEAYIOIIME MOPOTOBBIE 3HAUCHUS
napamMeTpoB KauecTBa IMepeAauyd AaHHBIX B 30HE OTBETCTBEHHOCTH Vcmomnurens

1o kaHany cBsizu Mexay Toukoi npucoennnenus ECIIL u pecypcamu cetu MuTepHer,
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Toukoii mpucoemuaennss ECITJ] nns O6vexta [IUK u pecypcamu cetu MuTepHer,
HENOCPEACTBEHHO NMOAKIIIOYEHHBIMU K [P cetn Mcnonnurens:
—  TPOILICHT MOTEPSHHBIX MaKeTOB — He OoJee 5%;
—  3aJepKKa epeaadu MakeToB:
- 0 MPOBOIHBIM KaHaaM — He 6osee 250 Mc;
- Ha COCTaBHBIX KaHajJaX C YYE€TOM HaJIMYUs OJHOTO OeCIpOBOIHOTO

y4acTka (0JJHOTrO CIyTHHUKOBOTO ckauka) — He Oosee 1000 mc.

54. KoMmmnoneHnr «3ammura 1aHHBIX».

5.4.1. Hasuaueune KoMmmoneHTa «3amnmmra JaHHBIX).

KomnoneHnT «3ammra AaHHBIX» TMpPEIHA3HAYEH [JIs 3allUuThl JaHHBIX,
00pabaTbIBaEMbIX u nepe1aBacMbIX npu OCYIIECTBICHUU aocTyna
K TOCYJapCTBEHHbIM, MYHMIIMIAJIbHBIM, HWHBIM HH(GOPMALMOHHBIM CHCTEMaM,
TpeOYIOIMX  3allUThl MEpeJayd  JaHHbIX, pa3MeEIlaeMbiM B  PErHOHAJIbHBIX
nnu dpenepansaoM LHOJ] Baagensnes MC.

JUIsL TOCTH>KEHUS LENEH 110 3aInTe JaHHBIX VICITONHUTEINb JOJDKEH BBIIIOJHUTh
CJIeIyIOLIUE 3a]1auu:

— 3aKa3urK COIJacoBbIBAET, a VICIOJHUTENb OCYIIECTBISIET pPAa3MELIEHUE
o0opynoBaHusi  Kpunrtorpadpuyeckod  3amuThl  MHGOpPMAIMM HA  TEPPUTOPHUHU
(benepalibHbIX, pErMOHATBHBIX U (WJIM) MyHULMIIATBHBIX TIomaakax Bnagensues UC;

— pa3MecTuTh 000pYJOBaHHE KPHUMNTOTPpAPUUECKON 3amuThl WHOOpMaIun
ECIIJ na denepanbHbIX, pErHOHAIBHBIX U MyHULMINAIBHBIX MIIOMIaAKax Bragenbien
NC u obecnieunTts ero noakiroueHue k ECII/] camocTosTenbHO 1 3a CBOM CUET.

— OpraHM30BaTh KPUNTOrpaUUecKyro 3allUTy MepelaBaeMbIX JIaHHBIX
ot nons3oBareneit C30 10 denepanbHbIX, pETMOHAIBHBIX UM MyHUIIMNANBHBIX VC;

— OpPraHMU30BaTh CBSI3HOCTh KPUNTOrpaUUYECKUX CPEACTB MEXIy COoOoM
B 3aJ]JaHHON KOH(UTYpaIIUH.

5.4.2. TpeboBanud k apxurekrype Kommnonenra.

Apxutektypa KomnoneHTa «3amura TaHHBIX» onpenaesnsercs VcrnoaHuTenem.

Jns C30 KomnoHeHT noipkeH obecneunBath 3amiuieHHbid goctyn ot C30 mo
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HC, pacnonoXeHHbIX B (pefepalbHOM, PETMOHATBHOM WM MyHuuunaabHoMm [[O/]
Brnanensnies UC, B cooTBeTcTBUM ¢ TpeboBanusiMu T3. KoMmoHEHT «3amuTa TaHHBIX)
JIOJKEH HCIOJIb30BATh ECII/ B Ka4yeCTBE TpaHCIopTa
TUTSL 3alIUIIAEMbIX KpUnTorpaduuaecKuMu CpeacTBaMU JTAHHBIX.

Hna  O6wexktoB MK  Kommnonenta  «3ammura  JaHHBIX»  MCIOJB3YETCS
B Clly4yae eciii HeoOXOoauMOo oOecrneunBaTh 3aluiieHHbd goctyn u3 OowekroB [[UK
1o UC, pacnionokeHHBIX B (heiepaibHOM U PETHOHAIIBHOM Wi MyHHUITMNanbHOM [[O/]]
Bnanensnes UC, B coorBeTcTBUU ¢ TpeboBaHusiMU T3. KOMIOHEHT «3aiuTa TaHHBIX)
JOJKEH VICIIOJIb30BaTh ECITIJ B KayecTBe TpaHcIopTa
JUTS 3aIUIIAEMbIX KpUNTorpaduueCKuMu CpeJICTBaMu JaHHBIX.

5.4.3. Yopasinenune KoMnoHeHTOM «3amnmra JaHHBIX)Y.

Hns ykazanubeix 3akazuukom C30, O6bexktoB [IUK HWcnomnutens nomkeH
OCYILECTBJISITh YIPABICHUE HM3MEHEHUSIMH, KOTOPHIE MOTYT BKJIIOYAaThb H3MEHEHUS
CIEAYIOIINX NapaMETPOB:

— uHrepdelica Ha o0opyaoBaHUM VcnOTHUTENS, K KOTOPOMY MOJIKIIFOYAETCA

o6opynosanue C30, O6bexToB [HK;

—  TOMOJIOTHS KPUNITOTPaPUUECKOU CETH;

— [P angpeca u noaceru;

—  TIPOTOKOJIbI MapUIpyTU3aLUY;

—  npoQuIM MOPTOB OCTYIA;

—  TOYKH MPHUCOCTUHEHHUS K KPUNTOrpapUIECKOi cCeTH;

—  mapameTpsl kadecTBa nepenaun [P-makeroB u Ethernet kagpoB C30 Mexay

C30;

— noxkmouenne C30 k ceru HcnojsHuTenss NOpu  M3MEHEHMHM ajapeca

mecropacnonoxenus C30;

—  mapameTpsl kadecTBa mnepemaun [P-maketoB m Ethernet xagpoB OObekTOB

UK mexay Oobextamu [[UK;
—  noaxmoueHue O06bexToB LUK k cetn Ucnomuurens npu u3MEHEHUH ajpeca
Mectopactonoxerus OowbekroB [IUK;

- ITPUOCTAHOBJICHUC NUJIN BO300HOBJICHHE OKa3aHHUS YCIIyTH;
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—  okazanue yciayru s HOBbiX C30 MO COrNiacoBaHUIO MEXAY 3aKa3uhuKOM
u McnonHutenewm;

—  TOpeKpalleHue OKa3aHUs YCIyTH;

—  WHBIE corjacoBaHHble McnonHuTeneM u 3aka3uukoM MapaMeTpbl YCIyTH.

5.4.4. TpeboBaHus K npou3BoauTeapbHOCTH KommoHenTa Ycenyr «3ammra

JaHHBIX) .

5.4.4.1. TlpousBoaurenpHOCTs KOMIIOHEHTA «3aIlMTa JAHHBIX) JOJKHA OBITH

JIOCTaTOYHOM, JJIsl BBITIOJIHEHHUS BO3JIOKEHHBIX Ha Hee 3a7a4. B ciiydae HeoOxouMocTu
YBEIIMUEHUS] TPOU3BOJUTEILHOCTU. YBEIUUYECHHE MPOU3BOAUTENLHOCTH KommnoHeHTa
JOJIKHO JTOCTUTaThCsl CAEAYIOIMMH CIIOCOO0aMMu:

—  3aMeHa WIK MOJICPHH3AIUS allllapaTHOro0 00ecreyeHus;

—  3aMeHa WM MOJICpHH3ALINS IPOTPAMMHOT0 00ECIICUCHHUS;

—  YBEJIMYEHHE MPOMYCKHON CMOCOOHOCTH KaHAJIOB CBS3M, MarucTPaJbHbBIX

U CETHU JOCTYIIA.

5.4.5. dnement «Kpunrorpagpuueckasi 3allUTa KAHAJIOB CBA3M» (Janee —

OnemeHT «Kpunrozamuray).

5.4.5.1.Ha3znauenue DiaemenTa « KpuUmmro3amnmray.

Onement «Kpurnrozammra» mnpeaHa3HaueH Uil OOeCledYeHHs MOAJIEPKKU
MU(PPOBAaHUS C HCIOIb30BAHUEM POCCUICKUX aJITOPUTMOB Ul 3alIUThl JAHHBIX,
MepeaBaeMbIX MO KaHaJllaM CBA3M, HE NpeIHa3HAaYeHHbIM Mg ceTu VHTepHer.
Hcnonb3yemble CpeacTBa KpUNTOTpapuuecKor 3alUThl JOJDKHBI UMETh cepTU(dUKAT
cootBercTBUs TpeOboBaHusiM OCBb Poccum k mmdpoBanbHbM (KpUNTOrpadruecKum)
cpeacrBaM knacca He Huxke KC3 u @®CTIK Poccun.

5.4.5.2. TpeboBanus Kk DiemeHTy «Kpurro3ammray:

1) Onement «Kpunrtozammura» pealu3yeTcss Ha OCHOBE MPOrPaMMHO-
anmapaTHBIX CPEJICTB;

2) lludpoBanne mOKHO oOecredyMBaTh BO3MOXKHOCTH mojkioueHus C30
k UC, TpeOyrommuM 3alMThl JaHHBIX, pa3MeEIIacMbIM BO BHENTHUX PETHOHATBHBIX
u penepanbupix 1{O/;

3) udpoBanne peanusyercss Ha OCHOBE KPUITOMAPUIPYTHU3aTOPOB,
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COOTBETCTBYIOIIUX TpeboBaHusM T3;

4) IlludpoBanme momKHO oOecreuynBaTh (GYHKIUIO 3alUTHl  Tpaduka
[pU Nepeiadye MepCOHaIbHbIX JaHHBIX;

5) OOs3arenpbHO HaIW4YUE JCHCTBYIOIIUX CEPTU(PUKATOB COOTBETCTBUS
TpeboBanusiM ®CBH Poccum k cpenctBam kpunrtorpaduueckoi 3amutel kinacca KC3
u ®CTOK Poccuu;

6) IludpoBanue 0MKHO obOecreynMBaTh Mepenady TPEOYIONINX 3allUThI
nanaeIx O0bekToB LUK

7) lludpoBanue nomKHO obecreynBaTh (GYHKIUIO 3alIMThl  Tpaduka
IIpH Nepeaye NepCoHaNbHbIX JAHHBIX, 33 UCKItoueHneM JaHHbIX ['AC «BbiOophI».

5.4.6. CDGIICTBa KPHUIITO3aIIIUTEI I/IHd)ODMaI_[I/II/I JOJIDKHBI BBIITOJIHATD .

—  wmudpoBaHUE JTaHHBIX, IEPEABAEMbIX IO OTKPBITHIM KaHaJIaM CBSI3U MEX]Y
3alMIIeHHBIMU cermMeHTamMu ceTtd L3VPN;

—  CKpBITHE BHYTPEHHEU CTPYKTYPHI JIOKAIbHBIX BHIYUCIUTEIbHBIX CETEH;

—  mpueM u nepenauy [P-makeroB no nporokonam cemericrsa TCP/IP;

—  LEHTPaJIM30BaHHOE YIIPABICHUE 3aIUTON CETH;

—  mpueM u nepenaya [P-nakeroB no npotokonam cemerictea TCP/IP;

—  Kpunrorpaduueckoe mpeoOpa3oBaHUE TIEpPelaBacMbIX W MPUHUMAEMBIX
IP-makeToB mMOKHBI CcOoOTBETCTBOBaTh TpeboBanusMm: ['OCT 34.13-2018
«MHpopmanioHHas TEXHOJIOTHS. Kpunrorpaduueckas 3aIuTa
uHpopmaruu. Pexxumbl pabotel O6mounbix mudpos» u 'OCT P 34.12-2015
"MudopmanronHas TEXHOJIOTHS. Kpunrorpaduueckas 3ammTa
uHpopmanuu. brnounsie mmdpsr";

—  mudpoBaHue nHGOPMAIIIU HA CETEBOM YPOBHE;

—  YBEJIMYEHHE pa3Mepa MakeTa ¢ y4eToM JomnoiHuTenbHoro IP-3aronoBka
HE JIOJKHO TIpeBbIaTh 60 6aiiT;

—  BO3MOYHOCTb MOHUTOPUHTA  COCTOSIHUS KpUIITOMAPIIPYTU3aTOpa
13 3alIMIIEHHBIX ceTeil Mo mpoTokoiny SNMP;

—  pexum paboThI KpUITOMApLIPyTU3aTOpa — KpPYTJIOCYTOUHBIN

HEOOCTy)KMBaeMbIH, O cxeMme 24 yaca B CyTKH, 7 THEW B HEJICIIO;
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—  TOAJEpX UBaTh  CTAaTUYECKYD W  JIUHAMUYECKYID  MapUIPYTHU3ALUIO
no nporokonry BGPv4 (cnemmduxkarus IETF RFC 1771);

— obecrneunBaTh MOJJICPKKY He MeHee 3 (TpeX) KiIaccoB OOCTyKHMBaHHS
Tpaduka moaenu DiffServ;

— obecrnieunBaTh TMOJJICPKKY MaApKUPOBKU BXOJAIIEIO Tpaduka Ha OCHOBE
IP aagpeca nmomnyuarerns;

—  obecrneunBaTh TMOJICPKKY MAPKHUPOBKH BXOIAIIET0 Tpaduka HAa OCHOBE
[P agpeca ncrounmka;

—  obecrneunBaTh MOIEPKKY MAPKHUPOBKH MH(PPOBAHHOTO TpapuKa;

—  CErMEHTHUPOBAHUE U pa3rpaHUuCHHE MH(OOPMAIIUOHHBIX TOTOKOB;

—  HWurerpamms ¢ SIEM-cucremamu, perucrpanus © OTIPaBKa COOBITHIMA
MH()OpPMAMOHHOW ©0€30MacHOCTH, PErIaMEHTUPOBAHHBIX TEXHUYECKOU
Y HOpPMAaTHUBHOW JOKYMEHTAIIUEN;

— Bo3MoxHOCTH UWHTErpallii € CHUCTEMaMH MOHMUTOpPHHTa  Tpaduka
o iporokoJiam Netflow, IPFIX.

54.7. JIOTIOJTHUTEILHEIC TDG6OBaHI/I}I K (bVHKI_II/IOHaﬂLHOCTI/I CpCACTB

KPUNTO3AIMTE MHGOPMAIIMK, YCTaHOBICHHBIX B IeHTpaidbHOM 11O/ Mcmomnurensd,

a takke B permoHanbHBIX 1O/l Ucmomuurens mis ces3u ¢ C30, O6bexkramu UK
u BHemHuMHU VC:

—  BO3MOXKHOCTb «TOPSIYETO» PE3ePBUPOBAHUS (B PEKUME OTKA30yCTOMUYHMBOTO
AKTUBHO-TIACCUBHOI'O KJIaCTepa MM C TOMOIIBIO IMPOTOKOJIOB CETEBOM
JOCTYITHOCTH ¥ BUPTYJIU3aLIUHN ),

—  BO3MOXKHOCTh 0OECNEYuBaTh MPOU3BOAUTEIHHOCTh MU(PPOBAHUS HE MEHEE
2,5 I'out/c;

—  KaXIbIi OOBEKT 3TOr0 THUIA SIBISETCS LIEHTPAJIBbHBIM KJIACTEPOM OTACIHHOM
3aIIUIEHHON CETH; IIEHTP YIPABJICHUs JAHHOW ceTH OyAeT pacmojararbCs
Ha momajake Mcnomaurens.

5.4.8. JlonoJHUTEBLHBIE TpeOOBAHUSI K (bVHKIIMOHATIBLHOCTH CPEJICTB

KPUIITO3aIlIUThI I/IHd)ODMaI_[I/II/I, YCTAHOBJICHHBIX B  PCIrHMOHAJIBHBIX HOH

Ucnonaurens nna cea3u neHtpaibubiM [[O/ Mcnionnurens:
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—  BO3MOXHOCTh «TOPSYETO» PE3EPBUPOBAHUS (B PEKUME OTKA30yCTOWUUBOTO
AKTUBHO-IIACCUBHOTO KJIACTEPa);
—  BO3MOXHOCTh O0ECTIeUnBaTh MPOM3BOAUTEIHHOCTh MU(POBAHUSI HE MCHEE

100, 200, 300, 500, 1000 Mowut/c.

5.4.9. JIOTIOJIHUTEIBLHEIC TDC6OBaHI/IH K d)VHK[II/IOHaJIBHOCTI/I CpCICTB

KPUIITO3AaIlIMThI I/IHd)ODMaHI/II/I, YCTAaHOBJICHHBIX B C30:

—  BO3MOXHOCTh «XOJIOJTHOT0» PE3EpPBUPOBAHUS,
—  BO3MOXXHOCTh OO€CIEeUHUBATh MPOU3BOIUTEILHOCTD MU(POBAHKUSI HE MEHEe
50 M6uT/c, HO B COOTBETCTBHUU C MPOITYCKHOM CITOCOOHOCTHIO KAHAJIOB CBSI3H,

YKa3aHHOM B 3asiBKE.

5.5. KomnoneHT «Orpann4yeHue 10CTyna K nHpopManumy.

5.5.1. Komnorenr «OrpanuueHre JgocTtyna K  HHGOpPMAIIMWY  JIOJDKEH

00eCIICYnBaTh 6JIOKI/IDOBaHI/I€ jJoctyna K MHTepHeT-pecypcaM B COOTBETCTBUHU C m.2 cT.5

®enepanpHoro 3axkoHa Ne 436-O3 ot 29 nexabps 2010 r. «O 3amurte nerei
oT uH(OpMalUK, MPUUUHSIIONICH Bped UX 3J0POBBI0 U PA3BUTHUION, TJE OMPEACIICHBI
BUJIbI MH(OpMAIMU, 3ampelieHHON [JIsi pachnpoCTpaHEHUs Cpeau JeTed, a Takke
C HCIOJIb30BAHUEM TMOJIOKEHUM METOJUYECKUX PEKOMEHAAIUMN MO0 OTrPaHUYCHUIO
B 00pa3oBaTeIbHBIX OpTraHU3aIUsAX JO0CTyna oOydJaromuxcs K BuJaM HH(opMaIiuu,
pacupoCTpaHseMON MOCPEACTBOM Ce€TH MHTepHET, mpUYMHAIOLIEH Bped 340pPOBBIO
n (Wou) pa3BUTHIO JIETEH, a TakkKe HE COOTBETCTBYIOIIEH 3agadamM o0Opa3oBaHMS,
YTBEPKIAEHHBIX MuHUCTEPCTBOM mNpocBemeHus: Poccuiickoit deneparuu 28 ampens
2014 r.

B pamkax OrpanudeHusi noctyna K HHGOpPMAIUU JOTKHO OCYIIECTBISATHCS
peryisipHoe (HE peke OJHOTO pa3a B JeHb) OOHOBJICHHE 0a3 JMaHHBIX, 3aMpPENIeHHBIX
HNuTepHeT-pecypcos.

B pamkax Orpanuuenus goctyna K wHGOpMAIMH JOJDKHA OBITH peaii30BaHa
GbyHKIMS aHaNMW3a COACPKMMOTO BeO CTpaHUIl JJIsi ONpENeNieHHus HEOO0XOIUMOCTH
OJIOKMPOBKM 10 KOHTEHTY, BKJIIOUass BeO pPECypChl HCIOIB3YIOIIME CPEACTBa

mudpoBanus nepenaBaemoro Tpaduka SSL/TLS.
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KOMIIOHEHT HE [OJKEH pacnpocTpaHarbess Ha APM  agMuHUCTpaTHUBHO-
X035IMCTBEHHOI0 U nefgaroruueckoro cocrasa C30.

5.5.2. TpeboBauus Kk apxurtekrype KoMroneHra:

- OrpanuuyeHue goctyna K HHPOpPMAIMU JOJDKHO OBITH 00ecredeHo
Ha OCHOBE NPOrPaMMHBIX W allapaTHBIX KOMIIOHEHTOB, Pa3MELIEHHBIX Ha 00BEKTax
HUcnonaurens.

- IIpeaycMoTpeTs BO3MOXKHOCTH CO3/IaHUS ABYX (PU3UYECKU DPa3ACIECHHBIX
cermeHToB ceT B C30 nns pasfnenbHOro Aoctyna B ceTb MHTEpHeT ISl ydaluxcs
Y MeJIJarOTUYECKOT0, a TAKXKe aJIMUHUCTPATUBHO-X03s1iicTBeHHOr0 cocTaBa C30.

5.5.3. Yupasienune KoMImoHeHTOM.

Jna  yxazaHHbpix 3akazuukom C30 HcnogHuTenb JOKEH OCYIIECTBIATH
yIOpaBJI€eHUE W3MEHEHUSIMU, KOTOPbIE MOTYT BKJIIOYAaTh W3MEHEHUS CIEAYIOIINX
napameTpoB Kk KommoHeHTy:

— [P axgpeca u noaceru;

—  mpaBujia QUIbTPALINH;

—  KJIIOYEBBIE CJIOBAa W CJIOBOCOYETAHMS MJI1 OpTraHU3alldd IMPaBUI KOHTCHT

$unbTpanuu;

—  CIIMCKH PECYPCOB OIPAHUYEHHOTO JOCTYIA;

— noxkmouenne C30 k ceru HcnmojmHuTenss NOpud  HM3MEHEHMHM ajapeca

pacnosioxkenus: C30;

—  TIPHOCTAHOBJICHUE WJIM BO30OHOBJICHUE OKA3aHMS YCIYTH;

—  okazanue ycayra s HOBbIX C30 MmO COrIaCOBaHMIO MEXAY 3aKa3YWKOM

u McnonHutenewm;

—  noakmouenue O06bexToB LIUK k cetn McnomuuTens nmpu U3MEHEHUH ajpeca

pacnionoxenust O6wexktoB [{UK;

—  okazanue Ycuyr cBs3u 1 HoBeiX O0bekToB [IMK mo cornacoBanuo Mexy

3aka3zunkoM u McrioHUTEIEM;

—  TpeKpalleHue OKazaHusl YCIyTM W HHBIE corjacoBaHHble McmomHuTenem

1 3aka3zyukoM napameTpbl KoMmnoHeHTa.

5.5.4. TpeboBaHUg K JIOMOJHUTEIHLHBIM (VHKIIMOHAIY W  COIPSKEHUIO
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CO CMCXKHBIMHU IMMOACHUCTCMAMU 1 DNEeMEHTaMU

1) KommoHeHT HOMKEH WMETh BO3MOXKHOCTHb PpACIIUPATh (PYHKITMOHAI
MOCPEJICTBOM MOJKIIOUEHHS K HH()OPMAIMOHHBIM PECYpPCaM U CMEXHBIM MOJICUCTEMAaM,
0e3 CHUYKEHHUS YpOBHS nH()OPMAITMOHHON 0e30macHOCTH, €MKOCTH
Y TIPOU3BOJIUTEIILHOCTH;

2) K cMexHBIM MOJCUCTEMAM OTHOCATCS CIIEAYIOMIHE:

—  JIOTIOJTHUTEIHHBIC UCTOYHUKHU CITUCKOB (PMIIBTPAIINU;

—  BHemuue LHOJ] UcnioanuTens;

3) Januble (QyHKIIMOHATBHBIE BO3MOXHOCTH KoMIoHeHTa MOMKHBI OBITH
WCIOJB30BaHbl I pa3MENICHUsI PECypCcoB, HEOOXOIUMBIX IS OOecreyeHus
KoMroHeHTOoB, a Takxe JJ1sl OTy4YeHUs! IONOJHUTEILHON nH(OpMAIUK 10 PUIbTPaIIUU.

5.5.5. TpeboBaHusg K npon3BOaIUTENLHOCTH KOMIIOHEHTA:

1) [TpousBoautenpbHOCTh KOMMIOHEHTa 10JDKHA OBITH JIOCTAaTOYHOM, IS
BBITIOJTHEHHS BO3JIOKCHHBIX Ha Hee 3adad. B ciaydae HEOOXOIUMOCTH YBEIUYCHUS
MPOU3BOIUTENILHOCTH VICTIOIHUTEND NOKEH MPEAYCMOTPETh TaKyI0 BO3MOKHOCThL 0€3
JIOTIOJTHUTEJIBHBIX KalMTAJIbHBIX 3aTpaT;

2) YBenuueHne MNpou3BOAUTENLHOCTH KOMMOHEHTAa TOMKHO JIOCTUTaThCA
CICAYIOIIUMHU CIIOCO0aMU:

— 3aMeHa WM MOJIEPHHU3AIUS aIllllapaTHOTO 00CCIICUCHUS;

— 3aMEeHa WM MOJIEPHU3AIIUS TPOTPAMMHOTO 00€CTICUEHUS;

— yYBEJIUYCHUE TPOMYCKHOM CIOCOOHOCTH KaHAJIOB CBSI3U, MarucTpajibHbIX
U CEeTH JIOCTYyMa.

5.5.6. DuemeHnT «KoHTeHTHast puabTPALUsD) (1aJ1ee - DJIEeMEeHT).

5.5.6.1. TpeboBaHUS K apXUTEKTYPE DIIEMEHTA.

ApXHUTEKTypa peumeHud 10 KOHTeHTHOM @QuubTpauun B pamkax ECIIJ

MPEJICTABIICHA HA PUCYHKE 3.
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Ecna
(IP MPLS Ucnonnutens)

MpucoeduHeHus

Cetb
WcnonHutens B cybbekte
PO

1 b
- . 22 9
E i Knacrep UB
1 nec N N T d ] B cybvekme P®
: nec =7 A
1 Kommyratop . 3
3 gocyna - >~—— L NN e -

30 MNotpeburena 30 Ucnonuutensa

Npumeyanus:
Cocras Knactepa UB:

«KoHTeHT-¢

BYC-supTyanbHan yacTHas cetb; 30-30Ha OTBETCTBEHHOCTH;
n .
ECNA-en CeTb nepes; JIBC-/IoKanbHO BbIMMCAMTENbHAA CETb;
UG
HOCTL TN-Touka npucoeanHeHUs

- 060pyaoBaHue «MOHUTOPUHT M 06ecneyenmne 6esonacHocTn
CBa3u» (MexceTeBoe 3KpaHUpoBaHue, 3awmra ot DDoS Atak).

Puc. 5. O6mas apxurekTypa pemeHnid o KOHTEHTHOW (DMIIbTPaLny.

O6opynoBanne K@ nomkHO pacnonaratbCsi B aIMUHHCTPATHBHBIX LIEHTpPaX
cyorektoB PD B coorBercTBUU ¢ TpeOoBanusmu T3. (3a uckimoueHueM PecrmyOnuku
Kpbim 1 r. CeBacTomnosns).

Onement Ycayr cBs3u «KontentHas ¢unbtpanus»y a1 O6wextoB UK
MPEIOCTABIISAETCS TOJIBKO MO AonoJHuTENRHOMY 3arpocy LIUK Poccun.

5.5.6.2. TpeboBanus Kk DIEMEHTY.

KonrtenTtHas punbtparus 10KHA TOIEPKUBATH CICAYIONINE (PYyHKITUU:

—  KOHTpOoJb BeO-Tpaduka no npotokosam HTTP, HTTPS;

—  OJOKMpOBKA 3JI0HAMEPEHHBIX HHTEPHET-PECYPCOB;

—  TOJIEPKKA YEPHBIX U OCJBIX CIIMCKOB MHTEPHET-PECYPCOB;

— OsokupoBka BpeaoHocHoro 110 u HexenaTeabHON peKiaMbl;

— oOecrieueHme AHTUBUPYCHOU 3alUTHI MMOJIb30BaTeIe C30
MIpU B3aUMOJICHCTBUU C pecypcamu cetn MHTepHeT (BeO aHTUBHUPYC), BKIIOYAsT aHAIHN3
COJICP>)KUMOTO BEO-PECYpPCOB U MOJTYyYaeMBbIX/TIEPEIaBaEMbIX BIOKCHUMH;

— MPUHYIUTETHFHOE BKIIFOUEHHE 0€30MacHOTO TTOMCKA IS IOMCKOBBIX CUCTEM

Google, Yandex, Yahoo, Bing, Rambler, Ask u moprana YouTube s 60kupoBKU
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HEXEJNAaTeJIbHOIO0 KOHTEHTA,;

— KYpHaJUpOBAHHE TIIOMCKOBBIX 3alPOCOB  MOJB30BATENEd HAa  CpPOK
JI0 6 MECSIICB;

— OJIOKMpPOBKA  TPUIIOKEHUM NOMYJISIPHBIX COLIMAJIBHBIX ceTeil,
C BO3MOKHOCTBIO OTKPBITHS jJocTyna, mo 3ampocy [loTpeburtens B COOTBETCTBHUU
C 3alpallMBaeMbIMU JEUCTBUSMU JUIsl CTPAHULL KaXAOW OTIEIBHO B3SITOW COLIMAILHOMN
CeTH, NPU YCIOBUU MOAJEPKKH COLMATIBHON CETHhI0 PAa3sTPaHUYECHUS IEUCTBUU BHYTPH
CepBUCa;

— OTrpaHHYEHUE 10 00BEMY HUCTIOIB30BaHuUs BeO-TpaduKa;

— LHEHTPAIU30BAaHHOE PACIIPOCTPAHEHHUE MOJUTUK OE30MACHOCTH HA BCE Y3IIbI
K®d;

— Benenue jgocke Ha C30, ¢ BO3MOXKHOCTBIO MPUBS3KH Tpaduka
no nocem@aeMbiMm C30 pecypcam/KaTeropusiM pecypcoB, U 00beMy HCIIOIb30BAHHOTO
MHTEpHET-TpadurKa 3a nepuos 10 6 MecsLEB;

— n00aBJIEHUE PECYPCOB B CMMCOK ISl KOHTEHTHON (DPUIBTpAIU 0 3alpocy
3aKa3umkKa;

— n00aBJIeHUE CEPBUCOB B 00XOJ, KOHTEHTHOW (UIbTpAllUM IO 3ampocy
3aka3uuka.

KonrtentHas uiibtpanus qomkHa 00eCreunBaTh:

— ruokyto ¢punstpanuo HTTP tpaduka;

— ¢unpTpammo HTTPS tpaduka ¢ TOUHOCTHIO 10 UMEHH 3alpaiiiBaeMoro
pecypca Ha ocHOBaHUM 3HaueHus1 SNI;

— ruokyro ¢unstpammo HTTPS Tpaduka cpeacTtBamMu aHaiam3a KOHTEHTA,
pa3MEUIeHHOro Ha Be0 pecypce Ha TMpeAMET 3alpelleHHBbIX  MaTepHaloB
1 (M) KITI04YeBBIX (Ppas;

— ruokyro punbrparuto HTTPS tpaduka, B cimydae ycTaHOBKHM Ha KIIMEHTCKUE
ycTporicTBa ceptudukara Mcnomuurens;

— ruokyto guibrpaunio HTTPS tpaduka Ha MOOMIBHBIX YCTpONCTBAX,
B CIyyae yCTaHOBKHM Ha MoOuibHbIe ycTpoiictBa WEB-Opaysepa McnomauTens;

— rubkyo ¢unastpaumio HTTPS tpaduka Ha MOOMIBHBIX YCTpPOMCTBax
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B TPUJIOKEHUSX, COTJIACOBAHHBIX C 3aKa3yMKOM, B paMKax pealu3alud MpPOEKTOB
MuHucrepcTBa 00pa30BaHHUs.

5.5.6.3.TD€60B3HHH K MIPpUMCHACMBIM TCXHHUYCCKHUM PCIICHUAM :

- K® pomxna OBITh peann3oBaHa C MCIOJB30BAaHUEM TPOTPAMMHO-
anrmapaTHbIX KOMILJIEKCOB;

— BO3MOXHOCTb, 10 3arpocy oT [loTpeburtens, aBTOMaTU3alMK MPOIECCOB,
CBS3aHHBIX C TMPEIOCTABJICHHEM Yciayrd «OrpaHWdeHHe IOCTyma K WH(opMaIrmm»
nocpeacTBOM dieMeHTa « KoHTeHTHas: QUiIbTparus.

5.5.6.4. TpeboBaHus K aBTOMATH3AIHAH.

CpencTBa KOHTpoOJsl JocTyna B ceTb MHTepHeT u ¢unpTpauuu Tpaduka ceTu
WHTepHET AOIKHBI 00€CTIEYnBATh BBIIOJIHEHUE CIETYIOMNUX (PYHKITHIMA:

— obecriedyeHUEe W KOHTPOJIb JIOCTyINa TOJb30Batresne B ceTh MHTepHer
c (unpTpauueil BXoAsdllero M ucxopasmero MHrepHeT-Tpaduka MO MNPOTOKOIAM
HTTP/HTTPS;

— YVIOpaBJIEHUE JOCTYIIOM K caiTaM ceTu VIHTEepHET Ha OCHOBE «YEPHBIX»
U «OenbIX» CIUCKOB, COCTaBJICHHBIX C MHCIIOJIB30BAHUEM KaTErOpU3alluKd CaNTOB.
OYHKIMOHAI HACTPOWKM (DUIbTpAlMu BXOIAILIETO U HCXOMSIEro Tpaduka AOJHKEH
MO3BOJIATH YKa3bIBaTh B KaueCcTBE GUIIbTPA MACKY WM PETYIIIpHOE BbIpaxkeHHe. CIMCKH
KAaTeropuil CAalTOB JIOJKHBI IPENOCTABIATHCS IMPOU3BOAUTEIEM CPEACTB KOHTPOJSA
nocryna B cetb UHTEpHET. [ aAMMHUCTPATOPOB IPOrPAMMHOI0 00€CTIeUeHUs JOJIKHA
ObITh peaNn30BaHa (PYHKIIMS BHECEHUS KOPPEKTUPOBOK B JaHHBIE CIMCKH, a TaKXke
Co37aHusl COOCTBEHHBIX KaTeropuil. CUCKU TOJKHBI (POPMUPOBATHCS ITyTEM BHECEHHUSI
HE TOJIbKO OJMHOYHBIX CAMTOB, HO M MX CIUCKOB (B (opMare TEKCTOBBIX (pailioB
C pa3JEIUTENSAMU);

— OTKJIIOYEHUE (DyHKIIMOHANa KOHTpoysl jJoctyna B ceTh «MHTepHEeT»
u ¢unbTpammu Tpapuka cetu MHTEpHET /1t KOHKpEeTHBIX [P-ampecoB M KOHKpPETHBIX
noJb30BaTene, npomeamux apropusannio B ECUA;

— yIpaBJICHUE JOCTYIIOM IOJIb30BAaTENe K pa3IMYHbIM TUIIAM MHGMOpMauu
B cetu HTEpHET (BUICO, ay/IN0, N300paKEHUS U T.11.);

— YHpaBJICHUEC OOCTYIIOM MOJIb30BaTEe K BO3MOKHOCTHU nepeaadn B CCTb
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WNuTepHer nnbopMauu pa3iIuyHbIX TUTIOB (BUIEO0, ayAHO0, U300PAKEHUS U T.1.);

— YBEOMJICHHME B OKHE Opay3epa mnosb3oBatenss cetu MHTepHer
0 OJIOKMpOBaHUM JOCTYyIMa K 3alpaliuBacMoMy IOJIb30BaTeIeM web-pecypcy B ciiydae
HapylIeHuss TpeOOoBaHUN HMH(POPMAIIMOHHOM OE30MacCHOCTH, a TaKKe Ha OCHOBAHHUH
HaJIW4YMs TOTEHIMAIbHO ONacHoro koaa (¢ (QyHKIMEH MpaBKd KoJa W TEKCTa
YBEJIOMJICHUS );

— ABTOMATUYECKOE WJIM PYYHOE OOHOBJIICHHE MNPOrPAMMHBIX KOMIIOHEHTOB
C caiTa MpOU3BOJAUTEIS;

— YIOpaBJIEHUE AOCTYIIOM K CPEICTBAM KOHTPOJS JOCTyIa B ceTb MHTepHeT
u ¢unpTpanuu Tpaduka cetu MIHTEpHET ¢ NCronb30BaHUEM POJIEBOM MOJIENH;

— IPOTOKOJIMPOBAHNUE NEUCTBUIA aIMIHUCTPATOPOB CUCTEMBI,

— oOecrieueHue OTKa30yCTOWYMBOCTH MPOrpaMMHO-aNNapaTHBIX
KOMITOHEHTOB CUCTEMBI.

He no3gnee 60 xanennapHbIX JHEH ¢ naThl 3aKkitoueHus Konrpakra McnoaHuTens
B JIuuHoM KkaOmHETE, CO3JaHHOM B COOTBeTCTBHMU ¢ II. 2.49.2 T3, obeccreunBaet
BBITIOJTHEHUE CAEAYIOMMNX (QyHKIUI:

— BO3MOXKHOCTh JocTtyna K JluuHoMy KaOMHETYy myTeM aBTOpU3ALUU
¢ wucnonb3oBanueM ECHUA pabGotaukoB C30, a Takke QenepaabHbIX OpPraHOB
WCIIOJTHUTENIbHON BJIACTHU, OPTaHOB HCIIOJIHUTEILHON BJIaCTU CyOBEKTOB Poccuiickoit
denepaluy, OCYMIECTRIAIOMMNX PYHKIUU B chepe oOIiero oOpa3oBaHus U CPEHETO
poheCCHOHAIBHOTO 00pa30BaHus;

— BO3MOKHOCTh OJa4y 3aBOK Ha BKJIOUEHHUE (OJIOKUPOBKY) PECYPCOB CETH
WNurtepHet B benblii cincok, BpemeHHblid 0enblii ciucok, YepHslid CHUCOK;

— BO3MOYHOCTb OTCJIEKMBAHUS CTATYyCOB BBIITOJIHEHMS [IOJAHHBIX 3a5BOK;

— BO3MOXHOCTb OLIEHKH KaYE€CTBA UCIOJIHEHUS MOAAHHBIX 3asIBOK;

— BO3MO>XKHOCTh (HOPMUPOBAHUSI OTYETHOCTH JJIs1 KOHTPOJISI IEPEYHS PECYPCOB
cetu MHTEpHET, BKIIIOUCHHBIX B benblii ciricok, BpemenHsbIil Oenblii crincok, YepHbrit
CITUCOK;

— BO3MOXKHOCTB OBICTPON MPOBEPKH TeKyIIero cratyca aoctynuocta B ECIT/L

pecypca cetu UHTepHeT.
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5.6. KoMmmnoHeHT «MOHUTOPHMHI U o0ecriedeHne 0€30MaCHOCTH CBA3N.
5.6.1. DnemeHT « MOHUTOPUHT MAPAMETPOB KaYECTBA MTPEAOCTABIISIEMBIX YCIYT.

5.6.1.1 .TD€6OB3HHH K d)VHKHI/IOHaJIV CpCACTB MOHUTOPHUHI'A 1 OTYCTHOCTH.

CpenctBa MOHUTOpWHTA (DYHKIMOHUPOBAHUS W (POPMUPOBAHUS OTYCTHOCTH
JOJIKHBI 00€CTIeUNBaTh BBIMIOJHEHUE CIEAYIOMUX (PYyHKITUMI:

1) OOBEKTUBHBIN KOHTPOJb paOOTOCIIOCOOHOCTH CPEACTB CBSI3U U COOJIOICHUE
TpeOyeMOro KadyecTBa M JOCTYITHOCTH YCIYT CBSI3H, LEJIOCTHOCTH U YCTOWYMBOCTH
(YHKIMOHUPOBAHUSI CETEH Mepeaaud JaHHBIX, a TakKe Oe30MacCHOCTH CBSA3U IIpH
NOAKIOYEHUH ¢ npefoctaBieHun jgoctyna maigs C30 K rocylnapCTBEHHBIM,
MYHULIMOAIbHBIM, HWHBIM  WH(QOPMAIIMOHHBIM  cHCTeMaM U ceTu HHTepHeT
C BO3MOXHOCTbIO (opmupoBaHusi VHIMIAEHTOB B aBTOMATHU3UPOBAHHOM PEXUME
MIOCPEJICTBOM HCIOJI30BAaHUS IPOrPAMMHO-ANNAapaTHOIO KOMILJIEKCA;

2) [IlpoTokonupoBaHue JEHWCTBUIN IOJb30BATEC W aJIMHUHHUCTPATOPOB
CUCTEMBI;

3) ®opMupoBaHHE OTYETHOCTH C MIPEAOCTABICHUEM (PYHKIIMOHAJIA:

— 0TOOpakeHHE UHPOPMALIMH O COCTOSIHUN OOBEKTOB B PEKUME PEATBHOTO BPEMEHH
B I[BETO-TpauuecKoM BHJIE;

— 3amanust QUIBTPOB MO BceM (JIIOOBIM) MOJISIM, TMOJICPKUBAEMBIM CPEJICTBAMHU
MOHHUTOPUHTA (PYHKITMOHUPOBAHUS U (POPMUPOBAHUS OTUETHOCTH;

— 3ajaHus opMara OTYETOB;

4) KoMIoHEeHT JoJpkeH obecrnieunBaTh cOOp MU (OPMHUPOBAHUE JTAHHBIX IIO
yTHIM3aluuU TpaduKa B pa3pe3e MMKOBbIX 3HAUCHUN, CPEAHET0 BXOASIIET0 /UCXOISILETO,
a TaKXKe cpeqiHee Mo 00beMy BXOASIIET0/UCXOISAIIEr0 MOTpedeHus NaHHbIX (B MOaiT)
1o kaxjaoMy O0BeKTy (IPOTOKOJI ShmMp) € TIIyOMHON XpaHEHUs JaHHBIX 12 MecsIIIeB;

5) KomnoneHt pomkeH oOecreunBath cOOp W (POpMUpPOBAHUE IAHHBIX IO
HEJIOCTYITHOCTH YCIyT CBSI3M O MPUYMHAM, HAXOASIIUMCS B 30HE OTBETCTBEHHOCTH
[ToTpeOutens (JIEKTPONUTAHKE B MOMEHT BO3SHUKHOBEHHUsI cOObITHS, QPyHKIUs Dying
gasp), a Tak)Ke 1o npuyruHaMm B 30He oTBeTcTBeHHOCTH Mcnomuutens (ITI1P, mpo6iembr
C KaHAJILHOMU, CETEBOM 4acThIO KaK Ha 00BeKTE, TakK

¥ HA MarucTPajJbHOM YacTh) ¢ TIIyOMHON XpaHEeHUsI TAaHHBIX 12 MecsIeB;
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6) KoMnoHeHT 1oiKkeH o0ecreuynBaTh BO3MOXHOCTh MPUCBOEHUSI MPU3HAKOB
«CTOMN-(PaKTOPOBY JIeKAIIUX B 30HE OTBETCTBEHHOCTH MOJIB30BaTENsI (PEMOHT U JpyTHe
paboOThl Ha MPOJOJDKUTENBHBIN TEPUOJ CBSI3aHHBIE C OTKJIIOYEHUEM YCIYTH,
HO HE MPHUBOJAIINE K MCKIIOUEHUI0 00bekTa u3 3asiBku K ['K) ¢ rmyOunoit xpaneHus
JIAHHBIX 12 MecsIeB;

7) KOMIOHEHT [OJKEH MpencTaBIsATh COOOM COBOKYNHOCTh ODJIEMEHTOB C
BO3MOKHOCTBIO UX KOMOMHAIIMU U U3MEHEHUI;

8) OCHOBHBIMU NPUHIUIIAMH MOHUTOPHHIAa U obOecreyeHus: 0e30IacHOCTU
CBS3M JOJDKHBI SIBJIATECS. YHUBEPCAIBLHOCTbD, YIIPABISEMOCTh U MacIITA0UPYEMOCTb;

9) KoMNOHEHT AOHKEH MO3BOJIATH 3AIYCK JOMOJHHUTENIBHBIX DJEMEHTOB IO
TpeOoBanuto 3akazunka u [lorpeOurens 6e3 JOMONIHUTENbHBIX 3aTpaT;

10) TexHuyeckue MPOrpaMMHO-aNNapaTHble CPEACTBA,  HCIOJIb3yEMBbIE
npu okazanuu KoMmoHeHTa, JOIKHBI COOTBETCTBOBATH TPEOOBAHUSIM rOCYJapCTBEHHOM
METPOJIOTHYECKOW HW3MEPUTEIIBHOM CHCTEMBI HAllMOHAJIBHOIO YPOBHS, 3a CYET
BBINIOJIHEHHUS CIIEAYIOMIMX TPEOOBAHMIA:

® JCHOJIb30BAaHMS CPEACTB HM3MEPEHHMs, BHECEHHBIX B DenepanbHbIi
uHopMarmoHHbI  (HOH TIO OOECHEUYeHHI0 EAMHCTBA W3MEpPEHUW, a TaKkKe
CBOEBPEMEHHO TMPOIIEIUINX MOBEPKY B COOTBETCTBUU C TpPeOOBAaHUSAMH CTaTbu 13
denepanpHOro 3akoHa ot 26 uroHS 2008 1. Ne 102-P3 «O06 obecrieueHUH €IMHCTBA
U3MEPEHUIY;

® COOTBETCTBUSA BCEX IIPOrPaMMHO-ANMNAPATHBIX CpelcTBa
TpeOOBaHUSAM K U3MEPEHUSIM, OTHOCAIIUMCS K chepe roCyJapCTBEHHOTO PEryIMpOBaHUS
oOecrieueHus: €IMHCTBA U3MEPEHUN U BBIMIOJHIEMBIM IIPU 00ECIEUYEHUH LEI0CTHOCTH
U YCTOMYMBOCTH (PYHKIMOHUPOBAHUS CETHU CBS3M OOLIEr0 MOJb30BaHUS, a MMEHHO,
B COOTBETCTBMU ¢ ToctaHoBieHneM IlpaButenbctBa Pocculickonn denepanuu
ot 16 Hoa0ps 2020 r. No 1847 «OO0 yTBepKI€HUH MEPEUYHSI U3MEPEHUN, OTHOCAIIUXCS
K c(hepe rocyJapCTBEHHOTO PEryIMpOBaHuUs OOECIIeUeHUsI €MHCTBA U3MEPEHUIT»;

e ceptuduKalus 000pPYIOBaHUA B COOTBETCTBUU C MOCTAHOBIICHHUEM
[IpaButensctBa Poccuiickoit ®enepauun ot 04 despans 2022 1. No 113

«O0  yTBEpXKIEHWM TIEPEUHS CPEACTB  CBSI3U, TMOJJISKAMUX  00sS3aTeIbHON
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cepTuduKaumny.

5.6.1.2. TpeboBanug k apxurekrype Kommnonenra.

ApxuTekTypa  JOJDKHA  CTPOMUTBCS ~ HAa  NPUHLOMIAX  MOAYJIBHOCTH
¥ MacIITabNpPyeMOCTH, Ha MIPOTPaMMHBIX U allapaTHBIX KOMIIOHEHTAaX.

TexHn4ecKue penieHus, IpUuMeHsIeMbIe B paMKax okazaHus KOMITOHEHTA, TOJKHBI
IPEICTaBIATh COOOM MEPAPXUUECKYI0 CHCTEMY C BO3MOKHOCTbIO FOPU30HTAIIBHOTO U

BCPTHUKAJIBLHOI'O MaCHITa6I/Ip0BaHI/I$I.

LIEHTPAJIbHBIH
Y3EN

AT'PETALIMA

R
/ T\

OBBEKTbI KOHTPOJ1A

Puc. 6. O6mas apxutektypa Kommnonenra

«MOHUTOPHHT U obecrieueHue 0€30M1aCHOCTU CBA3H.

[{eHTpaNbHBIM Y3JI0M TEXHUYECKUX PEIICHUM, MPUMEHSIEMbIX B paMKaX OKa3aHUsI
KomrioHeHTa, HOMKEH SABISATHCS OTKA30yCTOWYMBBIM KJIacTe€p CEPBEPOB. YPOBHEM
arperanuu JOJDKHBI SIBJISITECS 30HABI YPOBHS arperaiud, pa3MeliaeMble B 30HE
OTBETCTBEHHOCTH VcTiomHUTENSI, 00bEKTaMU KOHTPOJIS TOJKHBI SIBJISITHCSL OKa3bIBAEMbIE
C30 B coorBeTcTBMH C 3asiBKaMM YCIYTM CBSI3M C MCIHOJIB30BAHUEM 30HJOB,
pasmeniaeMbIx Ha ykazanHbix C30.

TexHuueckue perieHusi, NpUMEHsIeMble IS OKa3aHusi KoMIoHEHTa, JOJKHBI
HCITOJIB30BaTh TOJBKO MPOTpaMMHO-AaNMapaTHbIE 30HABI IS TMOJTYYCHHUS HCXOIHBIX
JAHHBIX O PAOOTOCIIOCOOHOCTH CPEJCTB CBS3M M COONIOJACHHUIO TPeOyeMOro KadecTBa
MIPEIOCTABIICHUS YCIYT CBs3M. VICTIOMB30BaHME MHBIX CIIOCOOOB TOJNYYCHHS MCXOIHBIX
JAHHBIX O PabOTOCIIOCOOHOCTH CPEJICTB CBS3U M COOJIIOJICHUIO TPpeOyeMOro KadecTBa
MPEIOCTABIICHUS YCIIYT CBSI3U HE MIPEAyCMaTPUBACTCS.

5.6.1.3. Yrpasiaeane KoMnoHeHTOM.
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Jns ykazanneix 3akazuukoMm C30, O0bekToB [MK HcnosnHuTtens A0MKEH
OCYILECTBIISITh yIPAaBICHUE HM3MEHEHUSIMU, KOTOPHIE MOTYT BKJIIOYAThb HW3MEHEHUS
CICAYIOIINX MapaMEeTPOB OKa3aHUsI MOHUTOPUHTA U oOecTieueHUs1 0€30IMacCHOCTH CBSI3H:

—  Tepuoj omnpoca 000pyA0BaHUS;

—  pacnucaHue MOHMTOPUHTA;

—  KOJHMYECTBO OIICHUBAEMBIX IMAPAMETPOB KaUyeCTBA YCIYTH;

—  TapaMeTphl JJisl OLICHKU Ka4eCTBA YCIYT;

—  00BeM mapaMeTpoB OIICHKH KauecTBa;

— 1P agpeca u noncerw;

—  npodusm NopToB AOCTYINA;

—  TIPONYCKHas  CIOCOOHOCTh  Nepedaur  Tpauka  pa3HBIX  THIIOB

0 TIpeocTaBIsieMbIM KaHataM cBsizu Mexay C30, Oobekra 1UK;

— 1P agpec qys 3anutel oT DDoS atak;

—  nonkmouenne C30, O6bexta LMK x cetn McnomHuTens npu u3MeHEHUU

azpeca X MECTOPACTIOJIOKEHHUS,
—  IIPUOCTAHOBJICHME  WJIM  BO300OHOBJICHHWE  OKa3aHUS  MOHHUTOPHHTA
u o0ecrieueHrs 0€30IacHOCTH CBSI3H;

—  MonurtopuHr u obecrnieueHue 6e3onacHocTy cBs3u s HoBeIX C30, O0BekTa
MWK o coriacoBaHuio MEXAY 3aKazuukoMm U McnonHuTeneMm;

—  TpeKpallleHrue MOHUTOPUHTA U o0ecrieueHust 0€30MaCHOCTH CBSI3H;

— wuHBIE corjacoBaHHble McrmomHuTenemM W 3aKa3uMKOM — IIapaMeTphbl
MOHUTOPHUHTA U 00ecTieueHus: O€30MMaCHOCTH CBSI3H.

5.6.1.4. TpeboBaHUg K JOMOJHUTEILHBIM (DVHKIIMOHATY W COOPSKEHUS

CO CMEXXHBIMU CUCTEMaMHU M DJICMCHTAMU:

1) KommoHEHT MOKEH HWMETh BO3MOXXHOCTH pACIIUPATh  (PYHKITMOHAI
MOCPEICTBOM TIOIKITIOUCHHS K MH(GOPMAIIMOHHBIX PECypcaM U CUCTEMaM, 0€3 CHIKCHUS
YPOBHS uH(pOpPMAITMOHHOM 0€30I1acHOCTH, €MKOCTH
Y TIPOU3BOUTEIILHOCTH;

2)  JlaHHple (YHKIIMOHAIbHBICE BO3MOXHOCTH KOMIOHEHTa JOJIKHBI OBITH

HUCIIOJBb30BaHbI AJIsI MOHUTOPHHIA MTApaMCTPOB Ka4eCTBA IIPCAOCTABISACMBIX YCIIYT.
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5.6.1.5. TpeboBanug k npousBoauTeabHoCcTH KoMmoHeHTa:

1)  IIpoumsBogutensHocTh KoMmmoHeHTa omxkHa OBITH JOCTaTOYHOM, IS
BBINIOJIHEHNS BO3JIOKEHHBIX Ha Hee 3anad. B cimyyae HEOOXOIMMOCTH YBEIUYEHHUS
IIPOU3BOIUTEIBHOCTH MICTIOTHUTEND NOJKEH TPEYCMOTPETh TAKYI0 BO3MOKHOCTD;

2)  VYBenuueHue MpPOU3BOIUTENBHOCTH KOMIOHEHTa JOKHO JOCTUTAaThCS
CJIEYIOIMMHU CIIOCOOAMHU:

— 3aMEHa WIM MOAEPHU3aLUs allllapaTHOIO 00eCIIeUeHus;

— 3aMeHa WIM MOJIEpHU3ALUs IPOrPaMMHOT0 00€CTIEUEHMS;

— YBEJIMYEHUE IMPOMYCKHON CIOCOOHOCTH KAHAJIOB CBSI3U, MaruCTPaJIbHBIX
U CETH JOCTYyIA.

5.6.1.6. TpeboBaHU K HUINYUIO OTYETOB.

KommoneHnT JOJKEH obOecrnieunBaTh o KaXJI0My C30,
B COOTBETCTBHUH C 3asBKaMu, (OPMUPOBAHUE B IJICKTPOHHOM BHUC (32 UCKIIOUECHHUEM
CIIy4aeB COJEpKaHUs B OTYETaX CBEACHUH, COCTABJISIOIIMX T'OCYAAPCTBEHHYIO TalHY,
WJIW CBEJICHUI orpaHudeHHOro qocTymna («JJist ciry:keOHOTO MOJIb30BaHUS»)) 110 3alpOCy
YIOJIHOMOYEHHOIO MPEACTABUTENS 3aKa3uuka M B aBTOMAaTUYECKOM  PEKUME
MpeonpeieIeHHON  (perjlaMeHTUPOBAaHHOM)  CTAaTUCTUYECKOM W aHAJUTUYECKOU
OTYETHOCTH O KAYECTBE YCIYT CBSI3U:

—  (dopMupoBaHHE TEPUOJUYECKUX CTATUCTUUECKUX M  aHATUTHYECKHUX
OTYETOB O Kau€CTBE YCJIYT CBSI3U MO IPEI0CTABICHHBIM 3aKa34YUKOM IIPEAOTpeIeICHHBIM
dbopMaM W KX aBTOMATU3UPOBAHHYIO PACCBUIKY CpPEICTBAMHU D3JICKTPOHHOM TMOYTHI
(32 WCKIIOYEHHWEM CIIy4aeB COJIEp)KaHUs B OTYETaX CBEJIEHUM, COCTaBIISIOIIMX
roCyJIapCTBEHHYIO TailHy, WJIM CBEICHUN orpaHudeHHOTo nocrtyna (« st ciaykeOHoro
MOJIb30BaHUs»)) YIIOJTHOMOUYEHHBIM MIPEACTABUTEIIAM 3aKa3UHKa;

—  (QopMupoBaHue B DOJIEKTPOHHOM BHJIEC (32 HCKIIOYCHUEM CIIydacB
COJICp’)KaHMs B OTYETAaX CBEJICHUM, COCTABJISIONIUX TOCYAApPCTBEHHYIO TailHy,
WM CBEACHHWN oOrpaHuueHHOro joctyna («Jljis cioy>keOHOTO TOJIb30BaHUS))
OTIEPaTUBHBIX OTYETOB 3a MPOU3BOJIbHBIA MEPUOJ BPEMEHU O KAaueCTBE KOHKPETHOMU
yciayru cBsizu Jisi kKoHKpeTtHoro C30 mpu camMOCTOSITEIbHOM OOpalieHuy 3akazuuka

k Kommonenre;
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5.6.2. dnement «3ammra or DDoS arak» (nanee — JneMeHT).

5.6.2.1. Hasnauenue DieMeHTa.

DneMeHT npeaHa3HaueH JIJIs 00ecieYeH sl 3alUThI OT PACTIPEICICHHBIX aTak TUIIA
«OTKa3 B o0caykuBanum». B coctaBe DnemenTa «3ammurta ot DDoS atak» Mcnomaurtens
JIOJIKEH OKa3bIBaTh TEJIEMATUUYECKUE YCIYTU CBSI3U.

5.6.2.2. TpeGoBanusa K DIEMEHTY:

1)  suemeHT moJpKeH npeaocTaBisaThes ais Becex [P cereit C30, O6nexToB [IUK
KOTOpPbIE  HUCIOJIB3YIOTCS ~ OKOHEYHBIMM  TOJIb30BATEIBCKUMU  YCTPOMCTBAMU
[ToTpeburenei;

2)  JOJDKEH MPOBOJUTHCS aHAIU3-Tpaduka CIeAYIONUX BUIOB:

— CTaTUYECKUHW — HA OCHOBAaHUU CpaBHEHUU (PAKTUUYECKUX I[apaMeTPOB
Nurepuer-tpaduka ¢ COOTBETCTBYIOIIIMMHU  3HAYCHUSIMU WHJMBUAYAIILHO
YCTAHOBJICHHBIX TPAHUYHBIX 3HAYCHUM;

— JTUHAMUYECKUNA — BBIABJICHHE OTKJIOHEHHM pealbHOro o0beMa BCEro
Nurepuer-tpaduka nosnb3onareneii (PPS u BPS) oT ctatucTruecky 0ObIYHBIX 3HAYEHU;

3)  IoKeH mpoBoAUThCS aHanu3 WHTepHeT-Tpaduka ¢ y4eToM CIeayROIIMX
npu3HakoB MHTepHeT-Tpaduka:

—  numanasoH IP-agpecoB ornpaButens/nonydarens UurepHer-Tpaduka;

— nuanasoH aapecoB nmoptoB TCP/UDP ornpasutens/monydarens MHTepHeT-
TpaduKa;

— HaWMMEHOBaHUs U mapameTpsl IpoTokosoB IP, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (nanpumep, 3nauenust TCP-dnaros nnst nporokona TCP/IP);

4)  noKeH TpoBOAUThCA aHanu3 HHTepHeT-Tpaduka 1O  CIeAYIOIMNM
napameTpam:

—  xapaktepuctuku MHTepHeT-Tpaduka (pacnpeaeieHue mo npoToKoam);

—  konm4ecTBO makeToB MuTepHeT-Tpaduka B cekyuay (PPS);

—  xonudecTBO OaiiT UnTepHeT-Tpaduka B cekynay (BPS).

5) HEeoOXoauMo omnoBeniaTth IloTpedbuTens O HaIWYUK HEXeIaTeIbHOIO
NuTtepHer-Tpadurika npu ero nossieHnn u3 cetu [lorpedurens;

6) B Teuenne 30 MUHYT mociie OOHApPYKEHHUS aHOMAIUW HEOOXOIUMO
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HanpaBiATh MuTepHer-Tpaduk [loTpedutens Ha mporpaMMHO-aNNapaTHBIA KOMIUIEKC
HcnomHurens, BBINOJHAIOMMANA C IMOMOLIBIO BEPOSTHOCTHBIX METOJOB OYHUCTKY
nocrynatromero Ha Hero VMHTepHer-Tpaduka B LENsAX (UIBTpAaLUU HEXKEIATEIBbHOTO
HNuTtepuet-Tpaduka.

5.6.2.3. HcnonauTtens nopkeH obecneunBarh 3ammry or DoS/DDoS-arak

Ha O6ODVI[0BaHI/II/I HMcnoaHurtens.

1) 3ammra ot DoS/DDoS arak cpeactBamu McmomHWTENns —g0JDKHA
o0ecreynBaThCsl OT CIEAYIOUIUX TUIIOB aTaK:

— aTaky Ha TepenojiHeHrne kaHaioB cBs3u (Volumetric Attacks);

— aTaku Ha ceTeByro nHppacTpykTypy (State Exhaustion Attacks);

— aTaku ypoBHs npuioxkenuii (Application Attacks).

2)  OuneTpanus Tpaduka JIODKHA OCYIIECTBISITRCA IO CIEAYIOIIUM
KpUTEPUSIM:

— 10 reorpaduueckoMy MpU3HAKY;

— MO «4epHbIM» U «OensiM» criuckam [P anpecos;

—  MPOTOKOJaMm;

—  TopTam;

— C TOMONIBIO PETYJISIPHBIX BBIPAKEHHM OCHOBHBIX XapaKTEPUCTUK
MPOTOKOJIOB;

— C TIOMONIBIO PETYJSIPHBIX BBIPAKCHUH PA3IMYHBIX XapaKTEPUCTHUK
MIPUJIOKEHNM;

— ¢ npuMmeHeHueM challenge/response KOHTpMEp, [IJIs1 YIOCTOBEPEHHUS XOCTOB
HMCTOYHHKA,;

— € OTCJIC)KMBAHHEM COCUHEHUN HA HATMYNUE MEJIJICHHBIX aTak.

3) O6opynoBanue HMcnomuurens, obecrneunBatoiiee 3amuty oT DoS/DDoS,

JIOJKHO UMETh TEXHUYECKYIO BO3MOKHOCTB:

— MOIABJISITh ATAKU JI0 YPOBHS TMPWIOKEHUs cemuypoBHeBOi mozaenu OSI
eMKOCThIO He MeHee 150 I'out/cexk;

— MOIABJISITH ATaKU JI0 TPAHCIIOPTHOTO YPOBHA ceMuypoBHEBoM moaenu OSI

1o 2 Tour/c;
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— npu HEOOXOAMMOCTH U BO3MOKHOCTH B3aMMOJEHCTBOBATH C CUCTEMOU
3auThl 0T DoS/DDoS Tlotpebutens B memsix o0pabOTKM aBTOMAaTHYECKUX 3alpOCOB
aKTUBALlUU JONOJHUTEIBHON OYMCTKY TpauKa U MOJaBICHUS aTakK;

— B aBTOMATHYECKOM PEKUME 3arpy,aTh U MPUMEHSAThH «OeTbie» U «YEPHBICH
ciucku [P anpecos cetn «MHTEpHET» U151 TOUEK NoAKItoueHus [loTpeduTens, B KOTOpbIX
OKa3bIBaeTcd yciyra mno 3amure oT DoS/DDoS.

4) Pemenue 3ammutel or DoS/DDoS momkHO TOIAEpKUBAaTh BKIIOYCHUE
pPEXKHMMa OUYHCTKU TpaduKa NepEeUNCICHHbIMUA HUXKE CIIOCO0aMHU:

— B aBTOMAaTHYECKOM PEXUME MPU MOJYYEHUH CBEIEHUN OT 00OpYHIOBAHMS
riowaaku [lorpedurens, rae okaspiBaeTcs Y ciayra CBs3U;

— B aBTOMAaTHMYECKOM pEXUME MpU OOHapyKeHHH 000pyAOBaHHEM
Hcnonaurens anomanuu B Tpaduke [otpedurens;

— BpyuHyto, myrteM oOpameHus I[lotpebuteneM B ciayx0y TEeXHUYECKOU
MO/JICPKKN Y YaCTHUKA;

— BpyuHyto  HcnomHutreneM  npu  oOHapyKeHHUH  OOOpyAOBaHUEM
Hcnonuutens anomanuu B Tpaduke [lotpedutens.

5.6.3. DaemeHT «MeKceTeBOe IKPAHMPOBAHUE) (Hajiee — DJIEMEHT).

5.6.3.1. Hasznauenune DnemeHra.

DneMeHT mpelHa3HadYeH Jyisi oOecredeHus HHGPOPMAIMOHHON 0e30MmacHOCTH
npu jgoctyne B ceTb MuTepHer, a Takxke npu oOmene Ttpadukom mexay ECII
nu noaxmoyaembimu Kk ECIIJ  Kanmanamu L2, 1ma  npenoTBpalleHUs
HECaHKIIMOHUPOBAHHOTO J10CTyna K BHyTpeHHUM cerMeHTaMm ECIIJ] u noneITok B3oma.

DJIeMEHT TpeaHa3HaueH s obecrnedeHuss HMHPOpMAIMOHHOW 0€30macHOCTH
npu goctyne B ceTh HMHTepHer, a Takke npu obmene Ttpaduxom mexay ECII
n OOvekramun UK, nmg npenoTsBpailleHuss HECAaHKIIMOHMPOBAHHOTO —JOCTyMa
K BHyTpeHHUM cermenTaM ECII/] n nonsITOK B310Ma.

5.6.3.2. TpeboBanusa K DIEMEHTY:

1) DnemeHT J0JKEeH 00ecreunBaTh:
— pasrpaHnueHre MHOOPMAIIMOHHBIX ITOTOKOB, CETEBOr0 B3aUMOICHCTBHS

MCKAY CCTMCHTAMMU,
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—  OJIOKMPOBKY 3alpelIeHHbIX TUIIOB B3aUMOICHCTBUII;
— KYpHaJIUPOBAHME WJIM IMIOACYET YHUCJIA I[ONBITOK  OCYIIECTBICHHS
3aIpELCHHBIX B3aUMOJICUCTBUM;

—  OIOKMPOBKY 0OpaIieHri K U3BECTHBIM CepBEpaMm 3JI0yMbIIICHHUKOB;

—  noaaepxKy (GYHKIMHM BBISBJICHHUS BPEIOHOCHOTO TpaduKa Ha OCHOBAaHUU
CUTHATYD;

—  BO3MOXHOCTb CO3/IaHUsI OTKa30yCTOMYUBOTO KiacTepa (TUIOB active-passive
WM active-active);

2) MexcereBble DKpaHbI JOJIKHBI o0ecreunBarh 3aIIUTY
OT HECAaHKUMOHUPOBAHHOTO JOCTyna U3 ceTh VIHTepHeT WM BHEIIHEW CeTH
o otHomeHuto K ECII/I, a Takxke KOHTPOJIb M PETyJUPOBKY JOCTYIIA IOJIb30BATEICH
BHYTPEHHEl ceTu K pecypcaM cetd VIHTEpHET | BBIICIEHHBIM CErMEHTaM
uHpacTpykTypsl [loTpedburens. MexceTeBoil SKkpaH 10JKEH 00eCreurnBaTh KOHTPOJIb
BCEr0 MPOXOJAIIETo TpapuKka U ObITh YCTOWYUBBIM K BO3/EHCTBUIO BHEILIHUX aTaK;

3) Ilpu BbIOOpe MCD ompeneneHHOro Kiacca 3allUdThl g 0OeCreyYeHUs
Oe3omacHOCTM B MH(GOPMALMOHHBIX  CHUCTEMax  COOTBETCTBYIOILErO  Kjacca
3aIIUIIEHHOCTH HEOOXOUMO PYKOBOACTBOBATHCSA HOPMATUBHBIMHU MPABOBBIMH aKTaMU
®CTOK Poccuu;

4) Boibop  cepTu(UIUPOBAHHBIX  HAa  COOTBETCTBHE  TPEOOBAHHIM
no Oe3omacHoctn wuHbopmarmu MCD, [OMKEH NPOU3BOJUTHECA C€  yYETOM
COBMECTUMOCTH C MH(OPMALMOHHBIMU TEXHOJIOTUAMU U TEXHUUYECKUMH CpPEACTBAMH,
(GyHKLMIA 0€30MTaCHOCTH ATUX CPEACTB U OCOOEHHOCTEN UX pealn3aliy, a TaKXkKe Kiacca
3aIIMIIEHHOCTH HH(POPMALIMOHHON CUCTEMBI;

5) Jus obecrieuenns He0OX0AUMOTO YPOBHS HH(DOPMAITMOHHOM O€30MTaCHOCTH
HEOOXOJAMMO TPHUMEHSATh B KAayeCTBE KIIOUEBOM HACTPOMKH MEKCETEBOIO HKpaHa
MPUHLUN «3ampemeHo Bcey». OTkpbiBaTbess HAa MCD 1OMKHBI TOJIBKO T€ YCIYTH, XOCTHI,
CETH M TPOTOKOJIBI, KOTOPBIE HYXHBI JJisi obecreuenus padotsl cuctem [loTpebuTens.
Bce HeucrnonwszyeMble aapeca, CETH, MPOTOKOIbI W yciyrd Ha MCD 1oJbKHBI OBITH
3aMpeIleHbl;

6) MCD nomxkeH cojepxkaTh CpEICTBA, OOECHEYMBAIOIIUE KOHTPOJb
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3a [IEJI0OCTHOCTBIO CBOEH MPOrpaMMHON U MH(GOPMALMOHHON YacTu. MexXceTeBoi IKpaH
JIOJDKEH TpeAycMaTpUBaTh MPOIENYyPY BOCCTAaHOBICHHsS TOciae cOOEB M OTKa30B
0o0opy0BaHusl, KOTOpas IOJKHA 00eCIieYrBaTh BOCCTAHOBJIEHHE CBOMCTB MEKCETEBOTO
sKpaHa. B MexceTeBoM 3KpaHe T0KHA 00€CIeUnBaThCsl BOZMOXKHOCTD PErJIAMEHTHOTO
TECTUPOBAHUS;

7) B oxypHamax wim log-daitnax B 00sS3aTENBHOM TOPSAKE JIOJKHBI
PErHCTPUPOBATBCA BCE COOBITUS O COEAUMHEHUSX, yCTaHaBiIuBaeMblXx uepe3 MCO
U XpaHuThesa McnonaHuTeneM B TeueHue 12 Mecsiies;

8) Ilpu BO3MOXKHOCTHM JIOJDKHAa OBITh OOecreueHa aBTOMAaTHYecKas
perucTpanus cleayomux coobThii THGOPMAIIMOHHON 0€30MacCHOCTH:

—  mo0ble MOMBITKYA BX0/1a/BbIX0/1a CYOBEKTOB JOCTYIA B CUCTEMY/U3 CUCTEMBI;

—  WU3MEHEHHWE TMpaB M CUCTEMHBIX TMPUBWIETUM YYETHBIX 3amuceit
II0JIb30BATEIICH;

—  u3MeHeHue HacTpoek MCDO;

9) 3ammura Ha ocHoBe MCD JoKHA pealu30BBIBATH  CIICAYIOIINE
BO3MOKHOCTH:

—  (punbTpanus Ha OCHOBE CETEBBIX aJAPECOB OTIPABUTENIS MOITyUaTelIs;
—  JIOKaJbHasl CUTHAIM3AIUS TIOTBITOK HAPYIIEHUS MTpaBuil QUIbTPALINH;

10) MCD nomxeH ObITh HCTIOJIB30BAH JIJIS:

— OFpaHUYEHMs] WJIM 3alpelleHHs] JOCTyna XOCTOB BHYTPEHHEH ceTH
K CE€pBHCaM BHeEIIHEN cetu MHTepHeT;

— OrpaHUYeHMs JOCTyNa BHEUIHUX MOJb30BaTENIell K BHYTPEHHUM pecypcam
KOPIOPATUBHOM CETH;

— MOJJICPKKU TpeoOpazoBaHusi ceTeBbix aapecoB (NAT), 4uto mo3BomisieT
HCIIO0JIb30BaHNE BO BHYTPEHHEN CeTH IIpuBaTHBIX [P anpecos;

11)lngs obecrneuenus wHOPMAIMOHHONW O€30mMacHOCTH Tpu  OOMEHe
uHpopManmeit Mmexay BHyTpeHHuME nojcetsimu ECII] nomkubl ycranaBiauaThest MCO
Ha CTBIKE Y3JIOB CETH, CO3JaBas IPU 3TOM JOMOJHUTEIbHbIE TOYKHA KOHTPOJS JIOCTYTIA,
KOTOpBIE JIOJDKHBI OOECIeunBaTh OTPaHUMYEHHE CIIOCOOOB B3aWMOJAEWUCTBUS MEXKITY

CEIrMCHTAaMHU CCTHU.
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5.7. KomnoneHT «Opranmsanus kanaua L2y».

5.7.1. Hazuauenne KommoneHTa.

KoMrioneHT Yciyr cBsizu T0JKEH 00eCreuyrnBaTh OPraHu3aluio KaHaia CBSI3U OT
C30, O6bekToB [IUK k Toukam npucoeaunenus ECII/] mo cetu MPLS Ucnonnurens.

5.7.2. TpeboBanus kK KOMIIOHEHTY:

1) Opranu3zoBaHHbIE KaHaJbl CBSI3M  JIOJDKHBI — MPEACTABIATH  COOOMU
BBIJICJICHHYIO CE€Th, TIOCTPOSCHHYIO HAa 000pynoBannu VcromHUTENS;
2) OpraHu3oBaHHbIC KaHAJbI CBA3U JIOJDKHBI OBITh CO3/JaHbl C UCTIOJIb30BAHUEM
TEXHOJIOTUI:
— BOJIC;
— CIIyTHUKOBBII KaHAJI CBSI3H;
— MHBIE TEXHOJIOTUH, 00€CIIEUYNBAIOIINE HAMOOIBIIYIO TApAaHTUPOBAHHYIO
CKOPOCTb MOAKIIIOUCHHS.
[IpuopureTHoit TEXHONOTHEHN NOIKIIIOUeHHs] 00BeKTOB sBisgeTcst BOJIC.
[TonkintoueHue OOBEKTOB 1O CIYTHUKOBOW TEXHOJIOTUM WM HWHBIM
texHosorusiM, otiuyHbiM oT BOJIC, nomxHO OBITH coriacoBaHo McmonHutenem c
3aKa3uuKoM;

3) OpraHu3oBaHHBIE KaHaJbl CBSI3M HAYMHAIOTCS Ha  O0OpYJAOBaHHH
Ucnomaurens B C30, O6wekrax [IUK u 3akanumBarorcss B Touke mpucoeaUHEHUS
ECIIA;

4)  Opranu3oBaHHBIC KaHAJIBI MOTYT OBITh YACTUYHO OPTaHU30BAHbI U€PE3 CETH
TPETbUX OINEPATOPOB, MPHU ITOM TOUKH COMpPsKEHUs ceTed VcrmomHuTeNns U TpeThbux
OmnepaTopoB MOTYT He coBnajaath ¢ Toukamu npucoeaunenuss ECII/I;

5)  Opranu3oBaHHbBIC KaHAJIBI CBSI3H MOTYT OBITh MPEOCTABIICHBI B BU/IE:

a. BBIJCICHHBIX KaHajoB mist ogHoro C30, O6wekra 1K
b. BUC o6benunsrommx Heckonbko C30, O6bexToB [IUK. B pamkax Takmx
BYC pomxHo ObITH HcKIOUeHO B3anmoaekictue C30, O6bwektoB LUK,
munys ECIT/;
6) OpraauzoBannbie kaHabl cBs3u (BUC) MoryT ObITh peann3oBaHbl HA BTOPOM

WM TpeTbeM ypoBHe ceTeBoil monenu OSI mpu ycnoBuu coOJOJIeHHsS BCEX MPOYMX
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TpeboBanuii HacTosmiero 13;

7) OpranuzoBannbie ans goctyna k ECIIJ] kanansl He mnpeaHa3HAYCHbI
JUTSl Iepeiauu BUeo-Tpaduka;

8)  HamexHOCTh OpraHM30BAaHHBIX KaHAJIOB CBSI3W HE JIOJDKHA OBITH HIDKE
noctynHoctd yeayru ECIL/L B nenom, onpenenennon T3;

9)  OpranuzoBanHbsle ¢ ucnoibzoBanuem BOJIC  kaHanbl  JTOJKHBI
obecrieunBaTh MPOXOXKJICHUE MakeToB pazmepom a0 1500 Gaiit BxmtountenbHo (MTU)
0e3 ux (hparMeHTaInH;

10) OpraHu3zoBaHHbBIE KaHAJIBI JOJDKHBI PEJOCTABISATh KAK MUHUMYM 3 Kjacca
KauecTBa oOciyxuBaHus Tpadpuka. [lo cormacoBanuio ¢ 3aka3uMKOM JIOIYCKAaeTCs
UCIIOJIb30BAaHUE MOJIeeill KadecTBa OOCITY)KMBaHUS C OOJBIIUM WA MEHBIIUM
KOJIMYECTBOM KJIACCOB.

5.7.3. TpeboBaHU K NPOITYCKHOU CITIOCOOHOCTH.

OpI‘aHI/IBOBaHHBIe KaHaJIbl JOJIXKHBI o0ecreynBaTh CICAYIOIYIO CKOPOCTH

nepeaadn JaHHbIX, B COOTBETCTBHH C 3asBKaMu:

Has C30:

CxopocTs moctyna
Jl1st oOpa3zoBaTeIbHBIX OpraHU3aluii, HAXOASIIUXCS He menee 100 M6ut/c
B FOPOJICKUX MOCEJICHUSIX
J1y1st 00pa3oBaTeNbHBIX OpTraHu3aIlfi, HaXOISIIUXCS He menee 50 M6ut/c
B CEJIbCKUX MOCEJCHUSIX
s o0Opa3oBaTeIbHBIX OpraHu3aluu,
MOJKJIIOYAEeMbIX C MCIIOJIB30BAHUEM HHBIX JIMHUN He menee 1 Mour/c
CBsi3u (B TOM 4YHCJE€ CHYTHUKOBBIX) B Ciyyae
HEBO3MOXXHOCTHU Ucnoib3oBaHust BOJIC

Huas OobexToB IITUK:
CxopocTh 10CTyIa K CETH
NuTepner I'AC
«Bb160pBHD
Hnst  LlenTtpanbHoit u30MpaTeNbHOW KOMHMCCHH - 40T'6/c
Poccuiickon Oenepannu
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Jns  M36uparenbHblx  KoMmuccudi  cyobekToB | 100 MoOut/c 40 Mowurt/c
Poccuiickon denepanun

s TepputopuaabHbIX n3buparenbHeix | 50 MoOut/c 10 M6ut/c
KOMHUCCUU

Hus oovextoB  IIMK, pacmonoxkennbix B| 512 kbut/c 512 xbut/c
TPYIHOAOCTYIIHBIX  HACEJIICHHBIX TMYHKTaX |

MTOKJTIOYEHHBIX TI0 CITyTHUKOBBIM KaHAJIaM CBSI3U

5.8. Kommnonent «Ilepenaua nannpix L2y.

5.8.1. Haznauenue KoMmmnoHeHTa.

KomnoneHt nomken obecneunBath nepefady nanueix oT C30, O6bvexToB [IUK k

Toukam npucoenunenus: ECII/I.

5.8.2. TpeboBaHUs K NPOITYCKHOU CIIOCOOHOCTH.

Opranu3oBaHHbIE KaHAJIbl JOJDKHBI 0OOecnedMBaTh CIEAYIOIYI0 CKOpPOCTb

rnepcaadu 1aHHbIX, B COOTBCTCTBHUH C 3asiBKaMH:

Hdas C30

CxopocTs moctyna
JI1st oOpa3zoBaTebHBIX OpraHU3allui, HAXOISIINXCS He menee 100 M6ut/c
B FOPOJICKUX MOCEJICHUSIX
JInst oOpa3zoBaTebHBIX OpraHU3alUi, HAXOASIIUXCS He menee 50 Mourt/c
B CEJIbCKUX MOCEJCHUSIX
s o0Opa3oBaTeIbHBIX OpraHu3aluu, He menee 1 Mourt/c
MOJKIIOYAEMBIX C HMCIOJIb30BAaHUEM WHBIX JIMHUIN
CBs3M (B TOM 4YHCIE CIYTHUKOBBIX) B Cllydae
HEBO3MOXHOCTH ucnoib3oBaHusi BOJIC

s OobexToB ITUK:

CxopocTh 10CTyIa K CETH

WNurepner I'AC
«Bb160PBDY
Hnst  LlenTpanbHolt u30MpaTeNbHOW KOMMCCHH - 40T'6/c
Poccuiickon Oenepannu
Hna  U36uparenbHbix  komuccuit  cyowbektoB | 100 MoOut/c 40 Mbwurt/c
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Poccuitickon denepanum

TPYAHOOOCTYITHBIX HaCCJICHHBIX IIYHKTax u
IOAKIIFOYCHHBIX IO CITYTHUKOBBIM KaHaJIaM CBA3H

s TepputopuaabHBIX n3buparenbHbix | 50 MoOut/c 10 Mo6ut/c
KOMHUCCHH
Hna obvekTtoB IIUK, pacnonoxxkeHHelx B | 512 x6ut/c 512 xbut/c

5.8.3. TDC6OB3HHH K Ka4CCTBY 06CHV}KI/IBaHI/IH.

B pamkax mozenu ¢ 3 kiaccamu oOCITy)KMBaHUS IpuU Tepenade Tpaduka MexIy
C30 u y3nom UcnoaHuTens 10KHA TOAIEPKUBATH!

— Kiacc 1 — Tpaduk npunoxkeHuii pearbHOro BpeMeHH (T0J0C, BHUJEO),

KPUTHUYHBIN K IOTEPSM MAKETOB, 3a/I€PKKaM U KOJICOAHUAM 3a]IEPIKKU;

—  Kiace 2 — tpaduk KopropaTuBHBIX HHPOPMAIIUOHHBIX CUCTEM, KPUTUYHBIH

K 3aJICPIKKaM U IIOTCPAM;

— Knacc 3 — Ttpaduk, HeKpuTUUHBIA K 3amepxkkam (MHTepHeT, pa3znuyHble

CETEBBIE CITY>KOBbI).

Knaccudukanust Ttpaduka J0DKHA OCYIIECTBIATHCS s Kaxkjgoro L2-makera

B OTJICJIBHOCTH, B COOTBETCTBUHU CO 3HA4Y€HHWEM €ro 3aroioBkoB 802.1p, kak yka3zaHo

B CIIEAYIOIIEH TaOIuIIE:

Tun Tpaduka 3Ha4YeHUE 3aroJ0BKa

Kiacc 1 5(VO)

Knacc 2 3 (CA)

Kiacc 3 Default (;ro0Obie 3HaUeHUS, OTJIMUHBIC OT KJaccoB 1 u 2)
[Ipumeuanus:

— [Ipu nepenade gaHHBIX 4Yepe3 KaHaNl CBs3U 3arosioBok 802.1p He TomkeH

HU3MCHATBHCA.

- IIpu mnpeBbiiennn Ttpadukom Kracca 1 mnpomyckHOW crnocoOHOCTH,
ycTaHoBJIeHHOM Ha mopty ans Kmacca 1, momkeH npou3BoauUThCS cOpOC MakKeTOB
¢ kauwectBoM Kiracca 3; mpu mnpesbimieHun Ttpadukom Kiacca 2, mnpomyckHOM
CIOCOOHOCTH, YCTaHOBJIEHHON Ha mopTy anst Kiacca 2, — cOpoc makeToB ¢ KaueCTBOM

Krnacca 3; mpu npesbimennn tpagukom Kiacca 3 mpomyckHOM criocoOHOCTH TIopTa —

cOpOC MaKETOB.
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YAOBJIETBOPSATH CIEAYIOIIUM TPEOOBAHUSIM:

[TapameTpsl kKauecTBa nepenaun L2-makeToB uepe3 KaHal CBS3U JIOJHKHBI

l'apanmupogannvle 3HAYUEHUsT NAPAMEMPO8 Kawecmea nepeoaiuu  OAHHLIX
no kauanam ceazu om C30, Obvexmos I[[UK x Touxam npucoeounenus ECII/,
opeanuzosantvim no BOJIC:

Tun [IponeHT moTepsHHBIX 3aliepikKa nepesiain Bapuanus 3anepxku,
L2-nmakeToB B 0HY
Tpaduka L2-nakeroB, He Oosee He Ooiee
CTOpPOHY, HE OoJiee
Knacc 1 0,2% 15 mc 10 mc
Kiacc 2 0,2% 20 mc HE HOPMUPYETCS
Kunacc 3 5% 25 mMc HE HOPMUPYETCA

CpeonecmamucmuuecKkue yenegvle 3HAYEHU NAPAMEMPO8 Kauecmea nepeoayu
oannwix no kauanam ceasu om C30, Obvexmos L[UK k Touxam npucoeounenus ECII/],

OP2AHU3OBAHHBIM C UCNOJIb30B8AHUEM CNYMHUKOBbIX JIUHUL CBA3U:

Tun [IponeHT MoTepsHHBIX 3aliepiKa nepesiain Bapuanus 3anepxku,
L2-nakeToB B 01HY
Tpaduka L2-makeToB, He Ooiiee He Oosee
CTOpPOHY, HE OoJiee
Kmacc 1 0,5% 500 mc 50 mc
Kiacc 2 1% 550 mc HE HOPMHUPYETCA
Kinacc 3 5% 600 Mc HE HOPMUPYETCS

Cpeonecmamucmuueckue yenesvle 3HAUEHU NAPAMEMPO8 Kauecmea nepeoaiu
oanHwvix no kauanam ceasu om C30, Obvexmos LUK k Toukam npucoeounenus ECIIJ],

OpP2aAHU306AHHBIM NO Hnvim mexnonocusm

Tun [IpoueHT NOTEPSHHBIX 3ajepikka epeadn Bapuanus 3agepxku,
L2-maketoB B oqHYy
Tpaduka L2-nmakeToB, He Ooiee He Oonee
CTOPOHY, He OoJiee
Knacc 1 0,5% 100 mc 50 mc
Kiacce 2 1% 200 mc HE HOPMUPYETCS
Kiacc 3 5% 300 mc HE HOPMUPYETCS
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6. IMopsanok B3aumoaeiicteuss CTOPOH B paMKax OKa3aHUA Y CJIyT CBSI3H.

6.1. OxazaHue yCJIyI‘ cBs3u McnonHurenem OCYHCCTBICTCA HAa OCHOBAHUU

3asBoK 3akazumka 1o popme 3asBku (I[Ipunoxenue Ne 1).

6.2. CocTaB 3asBKHU JOJDKECH BKIIIOYATH CJICAYIONIYIO HH(DOPMAIIHIO:

—  Howmep;

—  Copnepxanue;

—  CocTaB KOMIIOHEHTOB;

—  IlapameTtpsl Ycuyr cBsi3u;

—  Cpok okazanusi Ycayr CBSI3H;

—  Croumoctb cornacHo [lenam emunun Ycmayru ([lpunoxenue No 2
K TOCYJIJapCTBEHHOMY KOHTPAKTY) U 00beMY Y CIIYT CBSI3U;

—  AnpecHbii nepedyens C30.

6.3. 3asBka GopMupyeTcs 3aKa3uUKOM B 3JIEKTPOHHOU (hopme (32 UCKITIOUEHUEM
CIIy4aeB COJiepKaHUsI B 3asiBKE CBEIACHUM, COCTABJISIONIMX TOCYJAapCTBEHHYIO TaiiHy,
WM CBEJECHUM OTpaHUYEeHHOro noctyna («Ijist ciy>keOHOTO MOJIb30BAaHUS ), KOTOPHIC
dhopmupyroTcs Ha OyMa)KHOM HOCUTEJNIE) U HanpasisieTcs B aapec Mcnomuurens. B yactu
Komnonenta «IIpenocraBiienre n0oCTymna» HEe MeHee 4eM 3a 15 pabouumx gHel, ais
KomnonenTa «Oprann3zauus kaHana L2» 3asBKY HaNpaBIIAIOTCS B CPOK HE MEHEE YEM 32
30 paGouux qHEH A0 AaThl HAYaIa OKa3aHUsl Y CIIYT CBSI3H, YCTAHOBJICHHOW 3asBKOM.

6.4. 3asBKa J0HKHA OBITH MOJANKCAHA YMOJHOMOYEHHBIM JIMIIOM 3aKa3dyuka
B JJIEKTPOHHOUM ¢opMe (3a HUCKIIOYCHHEM CIIy4aeB COJEP)KaHMS B 3asBKE CBEJICHUIA,
COCTABJIAIONIMX TOCYJApCTBCHHYIO TailHy, WM CBEJACHUN OrpaHUYEHHOTO JOCTYyIIa
(«dnst city>keOHOTO MOJIb30BAHUS ), KOTOPBIE HAIIPABIISIOTCS COTNIACHO YCTaHOBJIEHHOTO
MopsiiKa JIJisi TAaKUX JTOKYMEHTOB) W HampaiieHa B anapec McmomauTenst ohuimaabHbIM
MUCHMOM.

6.5. HcnomHuTtens B CpoK HE MO3AHEE S pabouux JHEH ¢ AaThI HOMyueHus 3asBKU
opUIIMAIBHBIM MHUCHMOM 3a TIOAMHUCHIO YIOJHOMOYEHHOTO Julla HHGOPMUPYET
3aka3uMka o MPUHATUHU 3asiBKU B pabOTy M Hayalle €€ UCIIOTHEHUS.

6.6. HcnonHurenb mo uToraM MNpopadOTKU BO3MOXKHOCTH OKa3aHUS YCIYTH
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no Komnonenty «Opranuzanuss kaHaia L2» B COOTBETCTBUHM C  3asiBKOU
B CPOK He mo3jaHee 15 pabouux JIHEW ¢ JaThl MOJy4YeHHs 3asBKU BIIPABE HAIPaBUTH
3aKa3urKy YBEJOMJICHHE O HEBO3MOKHOCTH TMOJKIIOYEHHS O0BEKTa C TpeOyeMbIMU
napaMeTpaMu ¥ HEOOXOIMMOCTH BHECEHHS HW3MEHEHHWH B 3aiBKy B CIydae,
€CJIM OKa3aHWe JaHHOW YCIyTru CBSI3M BO3MOXKHO MO MHOW TEXHOJIOTMH, OTIMYHOMN
OT yKa3aHHOU B 3asBKe.

6.7. 3aka3uMK HMMeeT MpaBo 10 (opMUpoBaHUS 3asBKA HAMpPaBUTh B aJpec
WcnonauTtens 3ampoc Ha OINpEAeICHHE TEXHUYECKON BO3MOXKHOCTU U TEXHOJIOTUU
MOAKIIOYEHUST O00BeKTOB. McmomHuTens o00sA3aH NPENOCTaBUTH OTBET 3aKA3UUKY
Ha 3anpoc B TeueHue 30 KaJeHIapHBIX THEM.

6.8.  Hcnonnurens o0s3aH yBEJOMHUTH 3aKa3uMKa O HEOOXOIWMOCTH BHECEHMSI
W3MEHEHUN B 3asBKY B CJICAYIOIINUX CIIyYasx:

— ecnu HauMmeHoBaHus u (win) anpeca C30 u OO0wekroB UK, ykazanubie
B aJJpECHOM II€peyUHe K 3asiBKE HE COOTBETCTBYIOT (DAKTHUECKUM;

— ecmu C30 u (mmm) OO6wextr LUK mnpekpaTunn/mpuoCTaHOBUIIM CBOKO
NEATENBHOCTD;

— npu nepememienun C30 u (umm) OObexta LMK Ha HOBBIA aapec
pa3MeIleHNs OPraHu3alii B IPeIeiaX HACEJIIEHHOTO ITyHKTA.

6.9. Ilpm HEOOXOaUMOCTH BHECEHUsI U3MEHEeHHH B 3asBky HMcmomHuTenb
HalpaBjsieT B aJpec 3aka3uhKka COOTBETCTBYIOILEE YBEIOMJIEHUE, IOJMKUCAHHOE
YIOJIHOMOYEHHBIX JIULIOM.

6.10. TIIpu mepee3ne C30 Ha HOBBIM agpec pa3MeElIeHUs, 8 npeoerax 00HO20
HaceneHHo2o nywkma, okazaHue Ycayr cBs3u HMcnomnurtenem mno KommoneHTam
«Ilepenaya nanubix» u «llepemaua manupix L2» 1o HOBOMY ajipecy OCyIecTBIsieTCs 0e3
Kommnonenta «Opranuzanusa kaHana [2» Ha OCHOBaHMM MHUCBMEHHOrO OOpalieHus
3aka3zuuka 1 3asiBKHU.

6.11. TIlpu nmepeezne C30 Ha HOBBIM aapec pa3MENICHUS B UHOU HACENeHHblU
nyHkm oka3zanue Ycnyr cBa3u Mcnonnurenem no Komnonenram «llepegava naHHbIX» U
«lepenaua mganubix L2» C30 mo HOBOMY ajpecy OCYHIECTBISETCS Ha OCHOBAaHHUU

MMCbMEHHOTO 0OpaieHus 3akazunka u 3asBku 6e3 Komnonenrta «Opranuzaius KkaHana
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L2» npu ycnoBun Hamumuust BOJIC no HoBomy anpecy pasmenienuss C30. Ilpu
orcyrctBun  BOJIC mo HoBoMy anpecy pasmemnienuss C30, HWcenomnurenem
noareepxkaaercss orcyrctsue BOJIC B muceMeHHOW ¢opMe B ajpec 3aka3zuvka U
okaszanue Ycuyr cBsa3u 1o Komnonenram «llepenaya manssix» u «llepenada maHHBIX
L2» ocymectBiserca Mcnonaurenem ¢ Komnonenrom «Opranuszanus kaHana L2» Ha

OCHOBaHMH 3asIBKH.

7. IopsaaoK KOHTPOJISA, IPUEMKH M U3MEPEHUA KayecTBa
NpeaoCcTABJIEHUS Y CIYT CBA3H.
7.1. HcnonHuTenb NpegoCTaBISIET 3aKa3UHKY:
7.1.1 Ha ytBepxkaenue, He no3gHee 30 padouux gHeH €O AHS TMOANMUCAHMS
Konrpakra:
1) IInan opranmsamuu Touexk npucoeaunenus ECIIJ] mo dopme
B cooTBeTcTBUU C [IpunoxenueM Ne 4 k TexHuueckoMmy 3a1aHUIO;

2)  @opmy oruera 00 UCIOIB30BAaHUU OOOPYAOBAHUSI POCCUMCKOIO

MIPOUCXOK/ICHHUS;
3) ®opmy oTtyeTa o0 npucoenuHeHHbIX 1C;
4) Metoauky npoBeeHHs] TPUEMO-CAATOUYHBIX UCIIBITAHU;
5) PersmiameHT TEXHMYECKOU NOAAECPKKH IIPU OKA3aHUM Y CIIYTH CBSI3H;
6) ®opmy CBOAHOTO aKTa O NMPEPHIBAHUM B MPEIOCTABICHUU Y CIYT

CBs3U (cozepiKaliero B TOM YHCJIE TEpPeUYeHb OOBEKTOB, JIIUTEIBHOCTH MEPEPHIBOB

B [IPE0CTABIICHUU Y CIIYT CBSI3H);

7) dopmy oTyeTa 0 PYHKIIMOHUPOBAHUU deMeHTa «3anmTta oT DDoS
aTaK»;

&) ®opMy oTuera O (YHKIHMOHUPOBAHUHU dJeMeHTa «MexceTeBoe
SKPAHUPOBAHUEN;

9) dopmy oTuera no GpyHKIHOHUpOoBaHU0 KommnonenTa « MOHUTOpUHT

U obecrieueHue 0€30IaCHOCTU CBSI3M» DJNEMEHT «MOHMTOPHUHI MapaMETPOB KauecTBa
IIPENOCTABIIIEMBIX YCIYI»;

10) dopmy oTHETA IO UCTIOJHEHUIO KOMIIOHEHTa «3aimTa JaHHBIX».
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7.1.2. Ha ytBepxaenue He no3aHee 30 KaneHJApHBIX THEW C AaThl 3aKJIIOUCHUS

Kontpakra UncTpykuuio no padore [lonb3oBarens B JinanoM kabuHeTe.

7.2. B cpok jo:

- 31 snBapsa 2024 roaa BKJIWYHUTENbHO VcnonHuTens HampapiseT 3aka3zduky
NOKYMEHTBI B cooTBeTcTBUU ¢ M. 7.11.1. T3 mo uroram oka3aHus B COOTBETCTBHH C
3asBkamu B pamkax Kontpakra Yceayr cszu C30, O0bektam [[UK yka3zaHHbIM B
3asBKax 3aKa3uMKa;

7.3. B cpok, ykazanueii B m. 7.2. T3, VcnonHuTenb NpeaocTaBisieT OTYET

00 HMCHOIB30BaHUU TCICKOMMYHHWKAIIMOHHOI'O 060DV,Z[OB3HPI$I IIpHU___ UCIIOJTHCHHUH

KOHTDaKTa I KoMIIOHEHTOB ((ODF&HHS&HI/IH kaHajna L2» wu «IIpegocraBiacHue

IOCTyHay, CTPAaHOM IPOUCXOKIAEHUsS KOTOporo sBisieTcss Poccuiickas denepanus mo
dbopme, pa3pabOTaHHON B COOTBETCTBUU C M. 7.1 U yTBEPKIEHHON 3aKa3UUKOM.
7.4. B cpok, ykazanHeli B m. 7.2. T3, McnomaHuTelb MPEaOCTABISET OTYET

o npucoeauHénHbIX K ECIIJI IC 1 pernoHanbHbIX ceTed nepeaadyn JaHHbIX CyObEKTOB

Poccuiickoit @enepanuu, B COOTBETCTBUU C I1. 2.32. m 1. 2.33. T3.
7.5. B cpok, ykazanueii B n. 7.2. T3, McnoJHUTENs MPEIOCTABISET KONUU

cornamenui ¢ omneparopoMm CK3U, 3aBepennwsix MHWcnomnutenem, mias C30,

npucoeanHeHHbIX K ECII/] B coorBercTBUM € 1. 2.42.2 T3.
7.6. B cpok, ykazansslid B . 7.2. T3, B pamkax Komnonenrta «MOHUTOpHHT 1
obecrieueHre 6€30MaCHOCTH CBSI3W» VICTIOIHUTENb TTPEIOCTaBIISET:

— Konuto CBI/II[eTeJ'H)CTBa 00 VYTBCPXKICHHMHN THUIIA CpPCACTB H3MCDGHHI>1

WJIM PErUCTPALIMOHHBIN HOMEp cpelicTBa u3MepeHuid B deaepanbHoM HH(HOPMAIITMIOHHOM

donne no obecnedeHnto eAUHCTBA M3MepeHuil. [IpenocraBnsercs Ans Kaxaoro THUIa
CpEIICTB U3MEPECHUH, JUIA:

- CHUCTEMBbI B LIEJIOM (TEXHUYECKOTO PeIIeHUs);

- anmapaTHBIX CPEJCTB KOHTPOJISI YPOBHS arperaiuu;

- anmapaTHbIX CpeACcTBa KOHTPOoJst ypoBHs C30;

- pabouero 3TajloHa — cepBepa TOYHOTO BPEMEHH.

— Konuio JICCTBYIOLIIETO CBI/II[eTeJ'IBCTBa 0 IIOBEpPKE CPEJICTB M3MEPEHUM
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(mpemocTtaBisieTcs sl KaKI0r0 CPe/ICTBa U3MEPEHMUI).

7.7 g C30, OobexroB [IUK, koTOpbIM OKa3bIBatOTCS Y CIYTH CBSA3U, HATMYKE
noctyna K uHpopmaoHHbiM cuctemam u cetd Mutepner Ha C30, O6bektax LUK
OnpeaensieTcs 3aka3z4yuKkoM MOCPEACTBOM KomnonenTa «MOHUTOPUHT
U oOecrieueHne 0€30macHOCTH CBsI3W». B cpok, ykazanueiil B 1. 7.2. T3, Mcnonuurens

mpeaoCTaBIACT CAKCMCCAYHBIC OTYCTLI 110 d)VHKHI/IOHI/IDOBaHI/IIO:

1) DnemenTa « MOHHUTOPUHT MMapaMETPOB KAYECTBA MPEIOCTABISIEMBIX YCIIYT»;
2) Dnement «3ammuTa ot DDoS ataky;
3) DneMeHT «MexXceTeBOe IKPaHUPOBAHUE.

7.8. B cpok, ykazanubeii B m. 7.2. T3, McnogHUTENs TPEAOCTABISET OTYET MO

(bYHKHI/IOHI/IPOBaHI/IIO KommoneHnra «3amma JaHHBIX».

7.9. 3aka3uuk MUMEEeT MPaBO MPOBOJUTH BBIOOPOUYHYIO MPOBEPKY OKA3bIBAEMBIX
VYenyr cBsa3u. Breibopounas mnpoBepka mpooauTcs Ha C30, O6wekrtax [IUK
B cooTBeTCTBUU ¢ [Iporpammoii u Mmeroaukoit ucnbitanuii ([Ipunoxenue Ne 2).

7.10. Ilo wToraM mnpoBeAeHUs HCIBITAHUNA B paMKaxX BBIOOPOYHOW MPOBEPKH

cocTaBsAr0TCs IIpOTOKOJI NPOBEICHUS TCCTUPOBAHUS yCJIerI CBiA3HU (I[aﬂee — HpOTOKOJI)

(ITpunoxxenne Ne 6) ¢ ykazaHWeM pPe3yJIbTATOB MCHBITAHUM MO KaXKIOMY HapameTpy
3aka3zaHHbiX KomroHeHToB. IIpoTokon 3aBepsiercs VcnonHureneMm, yrnoJHOMOYEHHBIM
IIPEACTABUTENIEM  3aKa3uMKa, OTBETCTBEHHBIM IIpeacTaBUTENIeM MuHUCTEpPCTBA
npocBemenust Poccuiickoit ®denepannu (s C30), npencrasutenem UK (ans
oowektoB [IUK), mnpencraBureneM opraHa TroCyJapCTBEHHON BIACTH CyObeKTa
Poccuiickoit @enepanuu u (WiK) MpeACTABUTEIIEM OpraHa MECTHOT'O CaMOYIpaBJICHUS,
M0 COTJIACOBAHUIO - PEJICTABUTENIEM TEPPUTOPUATIBHOTO OpraHa (penepaibHOro opraHa
MCIIOJTHUTENIbHOM BJIACTH, OCYLIECTBIISIFOIIETO (PYHKIIUK IO KOHTPOJIIO B Chepe CBA3M.
7.11. Ha ocnoBanuu IIpoTokona mpoBeIeHHs] TECTUPOBAHUS COCTABIAETCS AKT

npoBepkr  okazaHus  Yeayr  cBs3u  (IIpunoskenne Ne 3),  moamuchIBaeMblii

Ucnonnurenem, yHOJIHOMOYEHHBIM MPEACTABUTENIEM 3aKa3uWKa, OTBETCTBEHHBIM
npeacraBuTesieM MuHuctepcTBa npocseiienus Poccuiickoit @enepanuu (s C30),
orBeTcTBeHHBIM mnipeacTtaButenem L{UK (mist o6bexToB [IUK), mpeacraButenem oprana

rocyaapcTBeHHOM Biactu cyobekTa Poccuiickoit denepanuu u (Uin) OpecTaBUTENEM
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OpraHa MECTHOIO CaMOYyMNpaBJEHUs, IO COTJACOBAHUID — MPEACTaBUTEIIEM
TEPPUTOPUATBHOTO OpraHa (enepaJibHOTO OpraHa HCIOJHUTENIBHONH  BIIACTH,

OCYIIECTBJISIONIET0 (PYHKIIMH MO0 KOHTPOJIIO B cpepe CBSI3U.

7.12. 3aKka3yuK NMPOU3BOJUT IMPUEMKY OKa3aHHBIX YCIYr CBS3U B CIEIYIOLIEH
MOCJIeIOBATEIHLHOCTH:
7.12.1. IcnoJIHUTEND NPEIOCTABISIET 3aAKA3UHKY:

— AxTbl 00 okazanuu Ycayr cBs3u (mo ¢opme Ilpunoxenus Ne5 x T3),

noAnucaHHple VCOMHUTENEM M YNOJHOMOYEHHBIM mpeacTtaBuresieM kaxzaoro C30,
O6pekra [HUK. ITo mucekMeHHOMY COTJIAaCOBaHHIO ¢ 3aKa3uukoM AKTHI 00 OKa3aHUHU
VYenyr cBa3u (o popme [punoxenust No5 k T3) MoryT ObITh Hoanucansl cnomuureneM
U TPETHUM JIUIIOM, HE SBISIOmMUMCs pykoBoauTenem C30 mwin pyKoBoAUTENIeM 00bEKTa
UK, a wuMeHHO: pykoBoguTenaeM  (YIOJHOMOYEHHBIM  IPEACTABUTEIIEM)
rocyJgapcTBeHHoro oprana cyoOwekra Poccuiickoit denepainuu, opraHa MeCTHOTO
caMOyIpaBJICHUS;

— CBOI[HBI@ AKThI O MIPEPBIBAHUH B IIPCAOCTABJICHUN YCJ'IVF CBiA3HU,

— Ortuetsl 10 uHcnojJHEHHIO KoMmnoHeHTa «MOHUTOPUHT U o0ecIreyecHuE

0€30IMaCHOCTH CBSI3M» DIEMEHT «MOHI/ITODI/IHF oapaMEeTpOB KAaYCCTBA ITPEIOCTABIACMBIX

yCIIVI».

7.12.1.1. B cnyudae ecnu orpaHMYMBAETCS AOCTYN K AKTam 00 OokazaHuu Y CIyr
CBsI3U, OHU HampaBisitoTcs VicnoyHuTenem 3aka3yuky B COOTBETCTBUU C TPEOOBaHUSIMU
K JOKYMEHTaM, COCTaBIIIIOIIMM TOCYJAapCTBEHHYIO TailHy, WJIH CBEACHUSIM

orpaHuueHHOro aoctyna («/Js ciy>keOHOro MOJIb30BAHUS ).

[Tpu nHanmpaBneHun AKTa 00 OKa3aHUU YCIAYr CBSI3U B (popMe 3JIEKTPOHHOIO
JOKYMEHTA B clly4yae, eciu 3agBka coryiacHo 1. 6.4 T3 nampaBiieHa B COOTBETCTBHM C
TpeOOBaHUSIMU K JIOKYMEHTaM, COCTAaBJISIIOIIMM TOCYJapCTBEHHYIO TalHy, WU
CBEJIEHUsIM orpaHumdyeHHoro noctymna («ns cmyxxeOHOro mosb3oBaHus») B AKTe 00
okazanuu Ycuyr cBszu Aapec O6wekrta, [lupora, Honrora, IloaHoe HanMeHOBaHUE
yupexaeHus u Touka npucoenunenus k ECILJ] mopt Ne He ykazwsiBatorcst. Undopmarus
0 cootBeTcTBUU Ajnpeca OOBEKTa MO KOTOpOMY (DaKTUUYECKU OBLIM OKa3zaHbl Y CIIyTH

cBs3u Anpecy OObekra, ykazaHHOMY B 3asiBke, oTpaxaerca B ['pade Ne 5 Akra 00
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OKazaHuM Ycayr cBsizu. B ciywyae HecooTBercTBHS Anpeca OO0BEKTa, MO KOTOPOMY
(dakTdecku ObUTM OKazaHbl YCayru cBsizu, Anpecy OObekTa, ykazaHHOMY B 3asiBKe,
Hcnonxutens B 10NOIHEHHE K AKTY 00 OKa3aHUM YCIYT CBSI3U B CPOK HE MO3AHEE 3
pabounx aHEW mociie moanucaHust AkTa 00 Oka3aHuM YCIyT CBsI3U 0Os3aH HAIPaBUTh
3aka3zuuky uHpopMaiuio o paktuueckoM Anpece OObEKTa, IO KOTOPOMY ObUIM OKa3aHbI
VYenyru cBsizu, OQOPMIIEHHYIO B COOTBETCTBHUM C TPEeOOBAaHUSIMU K JOKYMEHTaM,
COCTaBIISIIOIIUM TOCYJAapCTBEHHYIO TailHy, WJIM CBEJCHHUSIM OrPaHUYCHHOIO JOCTYIa

(«ms1t cimy>keOHOTO TI0JIb30BAHUS ).

7.12.2. KoHTponb oOKa3zaHUsi YCIYr CBSI3M OCYUIECTBIIIETCS 3aKa3uUKOM

Ha OCHOBAaHHMH OTYCTOB CJIV)K6I>I TEXHUYECKON TOJICPIKKHU 3aKa3uyMka U OTYETOB

Kommnonenta «MoHuTOpuHr U oOecreyeHne O€30MacCHOCTH  CBSI3W»  DJIEMEHT
«MOHHTOPHHT TapaMETPOB Ka4ueCTBa MPEJOCTABISIEMBIX YCIyT».

7.12.3. JloKyMEHT 0 mpHeMKe nmoanuceiBacTcs McnomaureneM u 3aKka3uuKkoM Ha

OCHOBAaHWM IMpeAocTaBileHHbIX McnonHureneM AKTOB 00 OKa3aHUUM YCIyr CBSI3W,
otyetoB CmykObl TeXHUYECKOM moOMAepXkKH 3akazunka H CBOJHBIX AKTOB
O TMpPEPBIBAHUAX B IMPEAOCTABICHUH YCIyr CBsA3M W OTYETOB MO HCIIOJHEHUIO
Komnonenta «MOHUTOPHHT U oOecriedyeHHEe OE€30MacHOCTH  CBSI3W»  DJIEMEHT
«MOHUTOPHHT MMapaMeTPOB KAYECTBA MPEIOCTABIIIEMBIX YCIIYT).

7.12.4. Onnata ¥Ycayr cBsi3M OCYUIECTBISAETCS 3a (PaKTUUECKU OKa3aHHbIE Y CIIyTH

cBsI3U B cooTBeTcTBUM C 3asBkamu U llenamu equuun Ycenyru (Ilpunoxenue Ne 2 k
rocyapCTBEHHOMY KOHTpPAakTy). IIpu 3TOM pacuer cToMMOCTH (PaKTUYECKH OKa3aHHBIX
Yenyru cBsa3u 1o komrnoHeHTaM «llepenaua manHeix» u Yceayru cessu «llepenada
naHHbix L2» (mamee — Ycmyru) ocymectBisercst cornacHo llenam emunuiy Ycemyru
(ITpunoxxenrie Ne 2 K ToCyJapCTBEHHOMY KOHTPAKTY), MpeaycMaTpUBAIOLIIUM
aOOHEHTCKYIO CHCTEMY OIUIaThl U3 pacueTa 3a 1 kajmeHmapHblid Mecsl. B ciydae, eciu
VYceayru cBa3u pakTHUECKH OKa3bIBAJIUCh HE MOJHBIM KaJeHIAapHBIN Mecsl], CTOMMOCTb
VYeayr cBs3M NOJJICKUT MepepacyeTy mo cleAyolei gopmyie:
C=T-((T/Im) x dn), rae:
C — cTtouMOoCTh YCIIyTH CBSA3U B PACCUUTHIBAEMOM MECSILIE;

T — llena equHULBI Y CIIYTH CBA3H;
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JIM — KOJIMYECTBO THEW B MECSILIE, 32 KOTOPBIM NPOU3BOJAUTCS PACUET;
JIH — KOJIMYECTBO JHEW, KOrAa Y CIIyT'U CBSI3U HE OKa3bIBAIUCh.

B CclIydac, cCCJlIn KOBd)d)I/IHI/ICHT JOCTYIOHOCTH Y CIYT CBSI3M B OTHOUIICHHUH

koHkpeTHOoro C30 nnmm o6wekra UK (Ka ¢30 3a kaneHmapHbIi MECSIl COCTaBUI MEHEe

0,98, Ycnyru cBszu aiisa takoro C30 wnm oobekta LMK 3a manHbIf KalleH1apHbINH MecsIl
HE II0JIJIEXKAT OIlIaTe.

7.13. HcnonHeHue o0O0A3aTENbCTB IO OKa3aHUIO YCIYr CBS3U CUUTAeTCA
HEHaJIJICXKAITUM B CIICTYIOIIUX CIydasiX:

7.13.1. Ucttonmuaurens noinkeH odecrieunBarbh Koddduiment nocrymaocta Y cayr

K 06mmii He menee 0,98 oT 0011ero Koau4uecTBa MpeaocTaBisieMbix o KoHTpakTy, B
KaXIbIi KaJI€HAApHbIA MECHIILI.

7.13.1.1. KoadbdumuenTt gocrynHoctd Yceayr Ka oomumii meree 0,98 cumraercs

HEHAIJIEKAIMM OKa3aHUEM Y CIIYT CBSI3H U ¢ MICTIOTHUTENS B COOTBETCTBUH C YCIOBUSIMH
Kontpakra B3umaercs mrpad B pazmepe, npeaycMorpeHHom 1. 6.3 I'K.

7.13.1.2. Jlna pacuera xoddhdunuenra goctynHocT Ycayr c¢Ba3u Ko oommi

HCIIOJIB3YeTCs clenyronias hopmyIia:

%1
Kn o6mui = (Z (Kn,))/M

rae:
Kn — xoaddunuent gocrynHoctu Yciyru cBsizu 1o kaxaomy C30 uinu oObeKTy

WK 3a xaneHaapHbIN MeCSIl, paCCUUTHIBAEMBIN 110 popmyie:

_ (24 yacax /I1) — B1 — B2
- 24x/11 — B1

b

1 — KOMMYeCTBO KAJICHAAPHBIX JHEW OKa3aHus Y CIYyT CBA3U B MECSIIE;

M — KonudecTBO 00BEKTOB, KOTOPBIM OKa3bIBAIOTCS Y CIYTH CBSA3U B PAaCUETHOM
KaJeHJapHOM Mmecsle B coorBeTcTBue ¢ ['K

B1 — ob6miee pakTuueckoe BpeMsi TEXHOJOTUUECKUX MEPEPHIBOB 3a KaJICHIapHbBIN

MECAL B HaCaX, BbI3BAHHBIX:
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- IPOBEJICHUEM TJIAHOBBIX MPOPHIAKTHUECKUX padOT.

HcnonHutenp  OPOBOAUT  TEXHOJOTMYECKHE  MEPEPBIBBI B MOPSIKE,
Ipe1yCMOTPEHHOM PeriiaMeHToM TeXHUYECKOU MOANECPKKU MPU OKa3aHUU Y CIIYT CBSI3H,
pa3pabOTaHHBIM B COOTBETCTBUU € NMYHKTOM 7.1 T3 u yTBep:KIE€HHBIM 3aKa3dMKOM.
CymmMmapnHoe Bpemsi TexHosorudeckux nepepbiBoB B C30, O6bvekte LMK He momxHO
MPEBBIMIATH JIJIs 10001 Y ciyru ¢Bsi3u 6 (IECTh) YaCOB B TEUEHUE KAJICHIAPHOTO MecAIIa.

B2 — o6mee Qaktuueckoe BpeMs MepephiBa B MPEJOCTABICHUH YCIYT CBS3U B
KaJIeHJapHOM MecsIle B pabouux dacax, KOTOpO€ PaBHAETCS BPEMEHU HEJOCTYITHOCTH
Yceayr cszu 6e3 yuera:

- TEXHOJIOTHYECKUX MEPEPHIBOB;

- pa®oT Ha 00opyoBaHUM VCIIOIHUTENS, BBIMOIHAEMBIMU 10 3aIIPOCy 3aKa3uuKa;

- HeucIpaBHocTel o0opynoBanus [lotpedurens;

-nevictBuii  I[loTpeOuTeneil, BBI3BAHHBIX B TOM  YHCIE OTKIIOUYECHHUEM

3JIeKTponUTaHus 00opyaoBanus VcnomHuTens.

[lopsimok  OTKPBITHUST W 3aKpbITUA HMHIMACHTOB [JIsl TOJCYETa BpPEMEHU
HEJOCTYITHOCTH YCIYr CBSI3M OINPENEISIETCS B COOTBETCTBMM € PeryiameHToM
TEXHUYECKOUN MOJIEPKKU IPU OKa3aHUU Y CIYT CBSI3U, pa3pad0TaHHBIM B COOTBETCTBUU
c nyHkToM 7.1. T3 u yTBepxkaeHHbIM 3aka3uukoM. B ciiydae, eciiy B T€UEHHE OJIHOTO
KQJICHJAPHOTO Mecsa OTKPhITO MHIMIEHTOB B 30HE OTBETCTBEHHOCTU VICnONIHUTENS C
MPEBBIIICHUEM BpPEMEHU PEIIECHUS HWHUUACHTOB B KojudecTBe 3 (Tpex) u OoJiee
IPOLEHTOB 0O0Iero KojuuyecTBa mpenoctaBisieMblx 1o KonTpakty VYcemyr cBssw,
oOs3aTenbcTBa VICHONHUTENST CUYMTAIOTCS HEHAJUIeKallle MCHOJHEHHBIMH U C
HcnonauTens B COOTBETCTBUU ¢ ycioBusAMH KoHTpakTa B3umaercs mrpad B pasmepe,
npexycmoTrpeHHom 1. 6.3 T'K.

7.13.2. B cnyyae eIMHOBPEMEHHOT0 (B TE€YEHUE OJHMX KaJICHIAPHBIX CYTOK)
oTkaza 8 (BochbMH) W Oojiee MPOIEHTOB YCIYyr CBsI3M oOs3aTenbcTBa Mcmomuurens
CUMTAIOTCS HEHAJIEXKAlllee WCIOJIHEHHBIMA M ¢ VICHOJHUTENsT B COOTBETCTBUM C
ycinoBusimu KoHTpakra B3umaercs mrpad B pasmepe, npeaycmorpeHHom m. 6.3 T'K.
[IpoueHT Ycayr CBsI3M pacCUMTHIBACTCS KAK BEJIMYMHA OTHOLICHUS CTOMMOCTH Y CIyT

CBA3HM, OKAa3bIBACMBIX C OTKIIOHCHHUCM OT 3aJJaHHBIX IIapaMCTpOB yCJIyT CBs3H, K
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3a(pKCUPOBAH COOTBETCTBYIOIINM OTKa3 Y CIIYT CBA3H.

KonnuecTBa mpenoctaBiasieMblx 1Mo Koutpakty Yemyr ceszu umeror Koadduiment
noctynHoctd meHee 0,98, To Ycimyru cBs3u A1 001IEro KOJIMYECTBa MPEJOCTaBIIAEMBbIX
1o KoHTtpakry Yciyr ¢Bsi3u B JaHHOM KAJICHAAPHOM MECSAIIE CYUTAKOTCS HE OKa3aHHBIMU

H HC MMOoAJICKAT OIIaTC, IIPpU 3TOM B COOTBETCTBHH C YCIIOBUAMU KOHTpaKTa B3HMMAacCTCA

7.13.3. B cunydae, ecau B TedeHHe ojHOro mecsma o6omee 20% ot obrmiero

mTpad B pazmepe, npeaycMoTpeHHoM 1. 6.3 I'K.

[Tpuoxenus:

1. 3asBka Ha okazaHue Ycayr cesasu (Dopma);

2. IIporpamma m MeTOJIMKa UCTIBITAHU;

3. AKT npoBepku okazanus Yciyr cBszu (Popma)

4. Ilnan opranuzauuu Touek npucoequHenus (Gopma);

5. AxT 00 okazaHuu YcIyr cBsi3M 3a mepuoj ¢ « _ » 202 1. 10 «___ »

202 r. (dopma);

6. IIporokon nmpoBeneHus: TECTUPOBAHMS Y CIIyT cBsi3H (Popma);

7. TexHudyeckue TpeOOBaHUS HAa OKazaHWe YCIYr TEePPUTOPUATBHBIM
U30UpaTebHBIM KOMHUCCUSM U HW30UpaTENbHBIM KOMUCCHUSIM CYOBEKTOB
Poccuiickoii ~ ®eneparuun g obecniedeHUss  (PYHKIIMOHMPOBAHUS
I'AC «Bw160opbI».

oT 3aKka3umka: ot Ucnonnurens:
3amecTuTesn MuHucTpa Crapumii Bune-Ilpesuaenr mo
1M (ppoBOro pa3BUTUMA, CBA3HU H padoTe ¢ KOPNOPAaTUBHBIM H

MAaCCOBbIX KOMMYHUKAIUM

Poccuiickoii ®exepaunu «PocTesiekom»

/ A.M.Kum / / B.B.Epmaxos /

rocyaapcreeHHbiM cermenramu [TAO



